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Abstract

One of the most vital societal challenges of the 21st century is sustainable development.The rapid 

GHYHORSPHQW� DQG� DSSOLFDWLRQ� RI� LQIRUPDWLRQ� WHFKQRORJ\� �,7�� LV� D� JOREDO� WUHQG� ZLWK� VLJQL¿FDQW�

LPSOLFDWLRQV�IRU�VXVWDLQDEOH�GHYHORSPHQW��$FFRUGLQJ�WR�WKH�¿QGLQJV�RI�JOREDO�DFWLRQ�SODQ��HOHFWURQLF�

devices such as computers, laptops, and mobile devices account for 2% of greenhouse gas emissions 

ZRUOGZLGH��7KLV�¿JXUH�FDQQRW�EH�UHGXFHG�ZLWKRXW�HIIRUWVIURPFRPSDQLHV�WKDW�VXSSRUW�WKH�³JUHHQ�,7´�

concept. Long-lasting products with low-energy consumption can save energy. However, green IT 

products have no international label. Even thoughseveral companies have developed certain labels, 

PRQLWRULQJ�WKHLU�TXDOLW\�UHPDLQV�GLI¿FXOW��DQG�D�JXLGHOLQH�IRU�TXDOLW\�FKHFNLQJ�LV�QHHGHG��&ORXG�VWRUDJH�

is one of the methodsthat can reduce energy consumption. The main goal of the ASEAN community is 

to leverage on sustainable development in the ASEAN region through enhancing cooperation among 

member states in different aspects of life. In doing so, the ASEAN attempts to facilitate information 

exchange among member states which would be facilitatedby cloud storage. Therefore, creating a 

policy guideline is necessary to enable member states to mandate the use of large computing centers 

for companies to ensuresustainable energy savings. Companies typically use old servers that consume 

D� VLJQL¿FDQW� DPRXQW� RI� HQHUJ\� LQHI¿FLHQWO\�� 7KXV�� WKH\� QHHG� WR� VHW� XS� IHZHU� VHUYHUV� ZLWK� KLJKO\�

HI¿FLHQW�RXWSXW�7KH�SXUSRVH�RI�WKLV�VWXG\�LV�WR�FRQVLGHU�WKH�UHODWLRQVKLS�EHWZHHQ�FORXG�FRPSXWLQJ�DQG�

sustainability within the ASEAN region and to formulate a suitable legal framework for promoting 

cloud computing it amongmember states. This paper also aims to examine how ASEAN can encourage 

member states to utilize the cloud computing technology through legal frameworks thatare intended to 

reduce power consumption in the information and communication technology departments of various 

organizations.

Keywords:Sustainable development, Cloud computing, ASEAN member states, Legal Framework, 

Green IT.

I. INTRODUCTION

Information plays a vital role in the business supply chains of society. 

It also assists government to deliver assistance to their citizens. In other 

words, data is the very foundation of our communications and everyday 

lives.1Cloud computing has the potential for creating a profound 

new sustainability and has a great positive contribution to it.�Cloud 
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1� KWWSV���EORJV�PVGQ�PLFURVRIW�FRP�JRYWHFK������������SXEOLF�SROLF\�DQG�FORXG�
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computing is a fast growing industry that assists economiesin moving 

forward. Adopting cloud computing in the ASEAN region may assist the 

region to move forward within a very short period of time. According 

WR� WKH�$6($1� ,&7� 0DVWHU� 3ODQ� ����� �$,0������� D� QHZ� VWDJH� RI�

development is required to transform the ASEAN digital economy.3Data 

sharing between member state countries can be an important catalyst 

for economic growth and greater economic interdependence; however, 

it should be borne in mind that it can also cause tensions if managed 

poorly.4:KLOH�HDUOLHU�FKDOOHQJHV�IDFLQJ�$6($1�ZHUH�WKH�KLJK�FRVW�RI�

market entry, the next focus on development will be on widening its 

economic transformation. In order to speed up the adoption of cloud 

computing in the ASEAN region, legal and technical issues must be 

FODUL¿HG��

7KH�PRVW� VLJQL¿FDQW� IHDWXUH� RI� WKH� FORXG� LV� WKDW� LW� GRHV� QRW� UHO\�

on local servers which consume a great deal of energy. It also has an 

effect on contributions to sustainability by encouraging consumers 

to use clean-tech applications and virtual services. Global trade in 

WKH� ��st� FHQWXU\� KDV� SURSHOOHG� QDWLRQV� WR� VSHQG�PRUH� WKDQ� ��WULOOLRQ�

annually on information technology and related services such as cloud 

computing.�Much of the operational costs of cloud based applications 

are due to the considerable amounts of energy consumed6which take up 

almost 10% of datacenter operational expenses, and this is likely to rise 

E\�����LQ�WKH�QH[W�IHZ�\HDUV��$SDUW�IURP�VXFK�RSHUDWLRQDO�H[SHQVHV��

high power consumption produces heat which need to be addressed 

through cooling systemswhich have their own costs that range from 

���PLOOLRQ� WR� ���PLOOLRQ� DQQXDOO\��7KHUHIRUH�� UHGXFWLRQ�RI� WKH� DERYH�

energy-related expenses is a major issue that has to be addressed in 

green cloud computing. It is not surprising why the management of 

3�$6($1�7(/0,1����DGRSWV�,&7�0DVWHUSODQ�����������1RYHPEHU��������KWWS���HQJ-

OLVK�YWY�YQ�QHZV�DVHDQ�WHOPLQ����DGRSWV�LFW�PDVWHUSODQ������������������������

htm
4��7KH�&ORXG�	�%LJ�'DWD��3ROLF\�&KDOOHQJHV�IRU�$VLD��.HLR�,QWHUQDWLRQDO�&HQWHU�IRU�WKH�

,QWHUQHW�	�6RFLHW\��7KH�&ORXG�DQG�%LJ�'DWD���3ROLF\�&KDOOHQJHV�IRU�$VLD��0D\��������

�����&RQIHUHQFH�5HSRUW��S����
�  Powering the Digital Conference Report A Trade Agenda to Drive Growth, Power-

LQJ�WKH�'LJLWDO�(FRQRP\��WKH�VRIWZDUH�DOOLDQFH��0D\�������������
6��6��.��6RQ�DQG�.��0��6LP��³$�SULFH�DQG�WLPH�VORW�QHJRWLDWLRQ�PHFKDQLVPIRU�FORXG�

VHUYLFH�UHVHUYDWLRQV�´�,(((�7UDQVDFWLRQ�6\VWHP���0DQ�����������������SS�����±����
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WKH�DSSOLFDWLRQV�LQ�D�FORXG�GDWDFHQWHU�LQ�DQ�HQHUJ\�HI¿FLHQW�ZD\�LV�DQ�

urgent problem. 

5HQHZDEOH� � HQHUJ\� � LV� �RQH� �RI� � WKH� �PRVW� � HI¿FLHQW� � DQG� �YLDEOH��

solutions for addressing  sustainable  development  challenges.�It 

transforms the disruptive aspects of technology to an inclusive and 

integrated digital society that could advance the ASEAN vision of 

KDYLQJ�D�VLQJOH�PDUNHW��5HQHZDEOH�HQHUJ\�LV�XVHG�WR�GHDO�ZLWK�VSHFL¿F�

power production such as hydro, solar, wind, tidal, and biomass mostly 

LQ�WKH�UXUDO�DUHDV�RI�$VLD�DQG�WKH�3DFL¿F��+RZHYHU��RWKHU�QHZ�VRXUFHV�RI�

technology and nature-oriented bios that imitate renewable technologies 

FDQ�VWUHQJWKHQ�VXVWDLQDEOH�GHYHORSPHQW�DV�ZHOO�DV�HQKDQFH�HI¿FLHQF\�

and applications. Cloud computing will facilitae connection among 

ASEAN citizens, and enable them to work  together to bridge digital 

divides and build a common ASEAN identity based on low cost and 

HQHUJ\�HI¿FLHQW�WHFKQRORJLHV�

7KH�YLVLRQ�IRU�WKH�$,0������LV�WR�SURSHO�$6($1�WRZDUGV�D�GLJLWDOO\�

enabled economy that is secure, sustainable, and transformative; 

and to enable an innovative, inclusive and integrated ASEAN 

Community.8Bernie Trudel, Chair of the Asia Cloud Computing 

Association believes that success in Asia will critically depend on the 

SURPRWLRQ�RI�VPRRWK�GDWD�ÀRZV�EHWZHHQ�FRXQWULHV�DV�LW�LV�WKH�EDVLV�RQ�

which a new economy operates. As such, he believes that data policies in 

the region should aiw towards reducing regulatory uncertainty through, 

DPRQJ�RWKHUV��SURYLGLQJ�D�GDWD�FODVVL¿FDWLRQ�QRPHQFODWXUH� LQYROYLQJ�

different security requirements for the various categories of data. The 

impact of this on regional trade could be immediate and profound.Asia 

FRXOG�OHDG�LQ�WKLV�DV�LW�LV�ZHOO�SODFHG�DQG�FRXOG�LPPHQVHO\�EHQH¿W�IURP�

a seamless and clear set of standard policy and operational guidelines.�

�� �7KH� ��WK� ,QWHUQDWLRQDO�&RQIHUHQFH� � ³$6,$1�&RPPXQLW\�.QRZOHGJH�1HWZRUNV�

IRU�WKH�(FRQRP\���6RFLHW\��&XOWXUH��DQG�(QYLURQPHQWDO�6WDELOLW\´����±����-XQH�������

9HQXH��&HQWXU\�3DUN�+RWHO�	�8QLYHUVLW\�RI�WKH�3KLOLSSLQHV��'LOLPDQ�&DPSXV��KWWS���

ZZZ�NX�HGX�QS�QHZV�JDOOHU\����������������$QQRXFHPHQW�(QJ�SGI
8�7KH�$6($1�,&7�0DVWHUSODQ�������7KH�$VVRFLDWLRQ�RI�6RXWKHDVW�$VLDQ�1DWLRQV
���6LPRQ�6PLWK��3UHVLGHQW��$VLD�3DFL¿F�&DUULHUV¶�&RDOLWLRQ�SUHVLGHQW#DVLDSDFL¿FFDU-

riers.org , Report on Cloud Data Regulations: A Contribution on How to Reduce the 

Compliancy Costs of Cross-Border Data Transfers, http://www.asiacloudcomputing.

RUJ�UHVHDUFK������FORXG�GDWD�UHJXODWLRQV�
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:LWK� WKH� DYDLODELOLW\� RI� VXFK� YDOXDEOH� UHVRXUFHV�� SROLF\� PDNHUV�

around the world are grappling with how to regulate data in an optimum 

manner. They attempt to protect data and information simultaneously 

while enabling the sharing of valuable information and collaboration 

among nations aimed at boosting social and economic development. 

There has been a marked increase in connectivity and mobility. Cloud 

computing advancement providesapplications and services to secure 

information ecosystems.

The aim of this essay is to envision a sustainable and equitable 

global community based on the role of cloud computing during the 

transition to such a society. Cloud computing will support and enhance 

the communication of ASEAN member state in a very effective manner. 

II. CLOUD COMPUTING SERVICES

7KH�1DWLRQDO� ,QVWLWXWH� RI� 6WDQGDUGV� DQG�7HFKQRORJ\� GH¿QH� FORXG�

FRPSXWLQJ�� ³DV� D� PRGHO� IRU� HQDEOLQJ� XELTXLWRXV�� FRQYHQLHQW�� RQ�

GHPDQG� QHWZRUN� DFFHVV� WR� D� VKDUHG� SRRO� RI� FRQ¿JXUDEOH� FRPSXWLQJ�

resources (e.g., networks, servers, storage, applications, and services) 

that can be rapidly provisioned and released with minimal management 

effort or service provider interaction.10Cloud computing give users 

PRUH�ÀH[LELOLW\� FRPSDUHG� WR� WKH� WUDGLWLRQDO� KDUGZDUH�EDVHG� V\VWHPV��

,W� LV� EHFRPLQJ� HI¿FLHQW� DQG� HDVLO\� DFFHVVLEOH� E\� GLIIHUHQW� GHYLFHV�

while providing the opportunity for users to share data across multiple 

locations.  Customers can access their data just on demand.  It provides 

similar opportunities for different SMEs with different background and 

resources since all are leveraging on and through the same platform. Such 

D�OHYHOOLQJ�RI�WKH�SOD\LQJ�¿HOG�SURYLGHV�WKH�HGJH�LQ�FRPSHWLWLRQ�LI�XVHG�

HI¿FLHQWO\��&ORXG�FRPSXWLQJ�WHFKQRORJLHV�FRPSULVH�SXEOLF��SULYDWH��DQG�

a hybrid of both. Private clouds are owned or leased by the enterprise, 

public cloud is sold to the public, while the hybrid is a combination of 

both. Cloud computing is deemed as the next generation of technological 

advancement and has become the basis for new business models and 

far-reaching business innovations. It not only reduces operational costs 

10�3HWHU�0HOO	�7LPRWK\�*UDQFH��7KH�1LVW�'H¿QLWLRQ�RI�&ORXG�&RPSXWLQJ���63�����

����������
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but allows for major improvements over the traditional business and 

resource applications. This has led to tremendous productivity growth, 

HQKDQFHG�DFFHVVLELOLW\�DQG�ÀH[LELOLW\��DQG�PRUH�VHDPOHVV�RSHUDWLRQV�11

7KH� JOREDO� YDOXH� RI� FORXG� FRPSXWLQJ� LV� H[SHFWHG� WR� UHDFK� �����

ELOOLRQ� LQ� �������Cloud computing may assist ASEAN countries 

to achieve stronger economic development through enabling an 

interconnected and interoperable digital economy. The primary focus of 

the ASEAN economic communityis to move beyond trade liberalization 

and to build an integrated economy based on four interrelated pillars 

as outlined in the AEC blueprint. Shared cloud computing started in 

HDUO\�������FRQWLQXLQJ�WR�JURZ�DW�FRPSRXQG�DQQXDO�UDWHV�DQG�DVVLVWLQJ�

the industry in generating millions of new and creative jobs globally. 

Economic growth cannot be reached without the 4 pillars of ASEAN 

economic integration and supporting the pillars require collaboration 

among member states. Cloud computing empowers enterprises and 

consumers located across borders. It provides the conditions for users 

and consumers to have their data in multiple locations and countries 

and this will assist ASEAN member states to generate and use data at 

low costs and in a timely manner.13

7KH� ,7� UHYROXWLRQ� KDV� EHQH¿WHG� KXPDQ� WUHPHQGRXVO\�� &ORXG�

computing empowers human beings to have access to vast amounts 

of data and collapses distances in a way that has never occurred 

before. It allows companies to operate seamlessly in the global market 

using lower levels of energy consumption while governments seek 

applications of the information ecosystem at national and international 

OHYHOV��7KH\�XQGHUVWDQG�KRZ�FORXG�FRPSXWLQJ�FDQ�GHOLYHU�EHQH¿WV� WR�

their economies.

11 Red Akrim, The Growth of Cloud Computing in Emerging Asian Market, https://

www.cloudswave.com/blog/the-growth-of-cloud-computing-in-emerging-asian-mar-

ket/
�� Red Akrim, The Growth of Cloud Computing in Emerging Asian Market, https://

www.cloudswave.com/blog/the-growth-of-cloud-computing-in-emerging-asian-mar-

ket/
13 
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III. GREEN TECHNOLOGIES FOR ENVIRONMENTAL PRO-

TECTION AND SUSTAINABLE DEVELOPMENT (GREEN 

CLOUD COMPUTING)

Energy consumption arising from the use of information and 

communication technology equipment has been the focus of much 

attention in recent years with much emphasis placed on managing it 

across the entire process and sectors. Cloud computing encourages 

the application of cleantech such as smart grids. It also encourages the 

substitution of resource-heavy physical products with virtual services. 

Cloud computing utilizes enormous amounts of energy and forms much 

of the total operational costs of users that is estimated at up to 10% and 

IRUHFDVW�WR�ULVH�E\�����RYHU�WKH�QH[W�IHZ�\HDUV��6XFK�KLJK�SRZHU�XVDJH�

JHQHUDWHV�KHDW�ZKLFK�UHTXLUH�FRROLQJ�V\VWHPVZKLFK�FRVWV�EHWZHHQ����

PLOOLRQ�WR����PLOOLRQ�DQQXDOO\��*UHHQ�FORXG�FRPSXWLQJ�FDQ�UHGXFH�VXFK�

HQHUJ\�UHODWHG�H[SHQVHV��'DWD�FHQWHUV�XVH�QHDUO\�����SHUFHQW�RI�JOREDO�

electricity and this has climbed steadily despite the recent economic 

slowdown and is expected to continue to grow substantially. Cloud 

computing will involve an increase in the size and capacity of data 

centers and of networksbut, if properly managed, can potentially lead 

to overall energy savings. Currently, power consumption in data centers 

LV�PDQDJHG�ZKLFK�KDV�OHG�WR�VXEVWDQWLDO�SURJUHVV�LQ�HQHUJ\�HI¿FLHQF\��

&ORXG� FRPSXWLQJ� LQIUDVWUXFWXUH� KDV� EHQH¿WHG�YDVWO\�ZKHQ� ORFDWHG� LQ�

GDWD� FHQWHUV�� 6HYHUDO� QHZ� WHFKQLTXHV� LPSURYH� WKH� HQHUJ\� HI¿FLHQF\�

of cloud computing indata centers, such as  sleep scheduling and 

virtualization of computing resources. Further, the required enery to 

transport data to and from the end users and the energy consumed by 

the  end-user interface is very important and cannot be ignored.14

5HVRXUFH�XWLOL]DWLRQ�DQG�HQHUJ\�HI¿FLHQF\�VKRXOG�EH�FRQVLGHUHG�LQ�

data centers as having an impact on the climate. Some scholars believe 

that the cloud is a key feature of environmental sustainability since it 

addresses two pivotal elements of a green IT approach namely energy 

HI¿FLHQF\�DQG�UHVRXUFH�HI¿FLHQF\��� The three considerations in carbon 

14�-�%DOLJD��5:$�$\UH��.�+LQWRQ��*UHHQ�FORXG�FRPSXWLQJ��%DODQFLQJ�HQHUJ\�LQ�SUR-

FHVVLQJ��VWRUDJH��DQG�WUDQVSRUW��3URFHHGLQJV�RI�WKH�,(((���������S�������KWWS���LHHH[-

plore.ieee.org.
�� Ryan Schuchard,  Former Associate Director, Climate Change, BSR. http://www.

bsr.org/en/our-insights/blog-view/taking-ethics-to-the-cloud
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emissions are the number of servers being used, the energy consumption 

of each server, and the carbon intensity of energy sources utilized in 

powering them.16

��� (QHUJ\�HI¿FLHQW�FORXG�FRPSXWLQJ

The increased usage of cloud computing has led to higher energy 

consumption of networks and computing resources needed resulting 

in the emission of enormous quantities of CO
�
. It is thus important 

for cloud resource providers to reduce such consumption to achieve 

operational cost savings and to improve system reliability.��This has led 

WR�QHZ�³ORZ�FDUERQ´�FORXGFRPSXWLQJ�VROXWLRQV��DQG�UHQHZDEOH�HQHUJ\�

sources promise to be major players in the effort to drastically reduce 

CO
�
 emissions and cope with the growing power requirements of data 

centers.

Although numerous academic and commercial endeavors have been 

made  to reduce power costs and carbon footprints by applying better 

HQHUJ\�SURSRUWLRQDO�FRPSXWLQJ�WHFKQRORJLHV�DQG�PRUH�HI¿FLHQW�SRZHU�

GHOLYHU\�DQG�FRROLQJ�V\VWHPV��HQHUJ\�HI¿FLHQF\�DORQH�ZLOO�VORZ�GRZQ�

the growth of the IT carbon footprint. Microsoft conducted research with 

Accenture, a leading technology, consulting, and outsourcing company, 

to compare energy use and the carbon footprint of Microsoft-facilitated 

business applications with corresponding on-premise deployments.18 

The study focused on three Microssoft’s mainstream business 

applicationsnamely, Microsoft Exchange®, Microsoft SharePoint®, 

and Microsoft  Dynamics® CRM. Each application was available both 

in the on-premise and cloud-based versions and their environmental 

impact of IT delivery peruser were compared. The study found that 

enery usage and carbon emissions could be reduced by more than 30% 

by using microsoft cloud and that shared cloud services can reduce 

HQHUJ\�XVH�DQG�HPLVVLRQV�E\�PRUH�WKDQ������7KLV�ZDV�DWWULEXWDEOH�WR�

factors such as dynamic provisioning, multi-tenancy, server utilization, 

DQG�GDWD� FHQWHU� HI¿FLHQF\��$V� VXFK��$6($1�PHPEHU� VWDWHV� FDQ� WDNH�

16 https://aws.amazon.com/about-aws/sustainability/
���<XQ1L�;LD��0HPEHU�� ,(((��0HQJ&KX�=KRX��)HOORZ�� ,(((��;LQ�/XR��6KDQ&KHQ�

Pang, and QingSheng Zhu, IEEE Transactions on Systems, Man, and Cybernetics: 

6\VWHPV�����������������3�����
18��&ORXG�&RPSXWLQJ�	6XVWDLQDELOLW\��7KH�(QYLURQPHQWDO�%HQH¿WV�RI�0RYLQJ�WR�WKH�

&ORXG��$FFHQWXUH��:63��S���
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DGYDQWDJH� RI� KLJKO\� HI¿FLHQW� FORXG� LQIUDVWUXFWXUHV� E\� KDYLQJ� WKHLU�

own data centers and using cloud services to reduce the environmental 

impact of IT services. Besides cost savings and easy-accessibility 

advantages, cloud computing can reduce the carbon footprint of 

business applications which is important for ASEAN member states 

as carbon emissions have been rising fast in the region due to rapid 

economic growth, and as a means to improve the collective capacity 

to address climate change. Although some member states have started 

taking adaptive actions to address climate change, cloud computing 

VHUYLFHV�FDQ�EH�D�VLJQL¿FDQW�VROXWLRQ�WR�DFKLHYH�WKH�PLWLJDWLRQ�WDUJHWV�

adopted by them. For instance, Indonesia plans to reduce emissionsby 

����IURP�EXVLQHVV�DV�XVXDO��%$8��E\�������0DOD\VLD�VHHNV�WR�UHGXFH�

KHU�HQHUJ\�LQWHQVLW\�RI�*'3�E\�����E\������FRPSDUHG�WR������OHYHOV��

WKH�3KLOLSSLQHV�DLPV� WR�GHYLDWH�E\�����IURP�%$8�RI� WKHLU�HPLVVLRQ�

growth path, and Singapore has targeted emission reductions of 16% 

EHORZ�%$8�E\�������7KLV�FDQ�DOVR�UHLQIRUFH�WKH�JRDOV�RI�WKH�$6($1�

Socio-Cultural Community (ASCC) Blueprint of enhancing regional 

and international cooperation to address the issue of climate change. ��

Currently, IT companies prefer to choose renewable energy 

resources to power their rapidly expanding datacenter infrastructures 

and maintain safe levels of global greenhouse gases. As such, many 

governments have instituted measures and standards such as incentives 

for green power generation and consumption. According to the 

LQWHUQDWLRQDO� HQYLURQPHQWDO� RUJDQL]DWLRQ� *UHHQSHDFH�� � ³*UHHQ� ,7�  �

(QHUJ\� (I¿FLHQF\� �� 5HQHZDEOH� (QHUJ\´��� Besides the pressures of 

reducing huge energy consumptionand carbon emission, applying 

green energy providesmany unique opportunities to cloud datacenters. 

7KH�¿UVW�LPSRWDQW�RSSRUWXQLW\�LV�WKDW�FORXG�VHUYLFH�SURYLGHUV�ZLOO�RZQ�

geographically distributed datacenters which can distribute workloads 

among geo-dispersed datacenters, while supporting a wide host of IT 

ZRUNORDGV�� LQFOXGLQJ� ERWK� GHOD\�VHQVLWLYH� QRQ�ÀH[LEOH� DSSOLFDWLRQV�

VXFK�DV�ZHE�EURZVLQJ�DQG�GHOD\�WROHUDQW�ÀH[LEOH�DSSOLFDWLRQV�VXFK�DV�

VFLHQWL¿F�FRPSXWDWLRQDO�MREV��7KH\�PLWLJDWH�WKH�ULVN�DJDLQVW�WKH�IXWXUH�

�� ASEAN Cooperation on Climate Change. http://environment.asean.org/asean-

working-group-on-climate-change/
��  G. Cook, How Clean is Your Cloud?, Greenpeace International Tech. Rep., Apr. 

�����



Feasibility of sustainable development by cloud computing

���Volume 13 Number 4 July 2016

rise in power prices by connecting to grids at different jurisdictions 

with time-varying electricity prices. They are alsousuallyequipped 

with uninterrupted power supply (UPS) to avoid interruptions caused 

by power outages. Since UPS battery is usually over-provisioned, 

energy can be stored during periods of generation and supply it when 

the renewable energy is inadequate. Cloud computing in ASEAN needs 

to utilize datacenters to provide common cloud computing services 

or data centers for member state to facilitate their communication. 

The utilisation of renewable energy is most commonly achieved by 

deploying on-site generation equipment at the datacenter facility.��

Guidelines and reference for using shared cloud computing in 

ASEAN must be established as soon as possible. For this purpose 

FHUWDLQ� FULWHULDV� DUH� VLJQL¿FDQW� DQG�PXVW� EH� GHYHORSHG� DQG� HQGRUVHG�

by the ASEAN environment ministers. They must serve as a reference 

point for regional standardsbased on environmentally friendly model 

countries in the region in order to assist them to achieve sustainable 

economic growth through shared cloud computing services. This can 

contribute to the implementation of ASEAN Socio-Cultural Community 

%OXHSULQ�DQG�$6($1�,&7�0DVWHUSODQ�������

IV. ADOPTING CLOUD COMPUTING IN ASEAN 

0DQ\�FRXQWULHV�WHQG�WR�DGRSW�SROLFLHV�WKDW�ZRXOG�UHVWULFW�WKH�ÀRZ�

of data across their borders or require data servers to be located in their 

jurisdiction if they serve the local market. However, havinga free trade 

agreement and an ASEAN Economic Community (AEC) for promoting 

a single market and enhancing competitiveness and attractiveness of 

the region for foreign direct investment will require strongand effective 

collaboration among ASEAN member states. 

7KH� DLP� RI� WKH� ,&7� PDVWHUSODQ� ����� LV� WR� SURPRWH� GLJLWDO�

transformation. This can help connect individuals and communities 

regardless of their location by facilitating faster access to services and 

create new technology for improved methods of doing business. Akey 

REMHFWLYH� RI�$,0������ LV� WR� HQDEOH� WKH� WUDQVIRUPDWLRQ� WR� WKH� GLJLWDO�

���:HL�'HQJ��)DQJPLQJ�/LX��DQG�+DL�-LQ��+DUQHVVLQJ�UHQHZDEOH�HQHUJ\�LQ�FORXG�GDWD-

FHQWHUV��RSSRUWXQLWLHV�DQG�FKDOOHQJHV���,(((�1HWZRUN��������SS�������
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economy and facilitating the emergence of a single integrated market 

to make it attractive for investment and to motivate human capacity to 

participate and build a digital environment which is safe and trusted. 

Shared cloud computing in ASEAN is a tool to equip its citizens 

with the latest technology and application services for a trusted ICT 

HQYLURQPHQW�E\�HQKDQFLQJ�FRQ¿GHQFH�LQ�RQOLQH�WUDQVDFWLRQ�YLD�D�UREXVW�

infrastructure. 

The main aspect of adopting cloud computing in the ASEAN region 

is the legal framework.As ASEAN ICT seeks to reinforce regional 

connectivity through sustainable and green ICT use, it is crucialto 

adopt cloud initiative under its ICT masterplan. There is an urgent need 

for the ASEAN community to launch an ASEAN Cloud Computing 

,QLWLDWLYH�ZLWK�WKH�DLP�RI�EXLOG�WUXVW�DQG�FRQ¿GHQFH�LQ�FORXG�FRPSXWLQJ�

in the region as shown by the European Union example.��Achieving 

D�VLQJOH�GLJLWDO�PDUNHW�ZKLFK� LV� WKH�¿UVW�JRDO�RI�$6($1�ZLOO�QRW�EH�

possible without such an initiative. A study conducted by the European 

&RPPLVVLRQ�LQGLFDWHG�WKDW�IURP������WR�������FORXG�FRPSXWLQJ�FRXOG�

DGG�¼���ELOOLRQ� WR� WKH�(8���*'3��LQFO�� WKH�SXEOLF� VHFWRU���RI�ZKLFK�

¼���ELOOLRQ� ZRXOG� EH� LQ� ����� DORQH�� D� VKDUH� RI� ������ RI� WRWDO� (8�

*'3�ZKLFK�LV�PRUH�WKDW���WLPHV�WKDW�LQ�������,W�DOVR�QRWHG�WKDW�DOPRVW�

��������QHZ�EXVLQHVVHV�ZRXOG�EH�FUHDWHG�EHWZHHQ������DQG�������DQG�

����PLOOLRQ�MREV�ZRXOG�EH�FUHDWHG�XQWLO�������DOPRVW���PLOOLRQ�RI�ZKLFK�

ZRXOG� EH� LQ� WKH� ¿YH� \HDUV� XS� WR� ������7KH� VWXG\� H[DPLQHG� YDULRXV�

baseline to worst-case scenarios and found that expenditures on cloud 

would replace that on other IT systems and services. 

'DWD� ZLOO� EH� WUDQVIHUUHG� LQWHUQDWLRQDOO\�� DQG� WKH� ¿UVW� LVVXH� RI�

consequence would be the protection of the data. Securing it appears 

to be one of the most common restrictions in various jurisdictions. 

It is obvious that by adopting cloud computing within the ASEAN 

region companies can gain fast access to the best-of-breed business 

applications and increase their infrastructure with reasonable cost.

There are many obstacles and barriers that hindercloud adoption in 

these countries and even in the region, and these challenges need to be 

addressed and overcome.  It is necessary for countries in the ASEAN 

�� Digital Single Market,  European Commission, https://ec.europa.eu/digital-single-

market/en/digital-single-market.
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region to have a single cloud market to assist them to collaborate in 

PRUH�HIIHFWLYH�DQG�HI¿FLHQW�ZD\V��&ORXG�FRPSXWLQJ�KDV�D�VLJQL¿FDQW�

impact on economies and provide major employment opportunities. 

In other words, sustainable economic growth is a prerequisite for the 

ASEAN region to tackle poverty and environmental problems. A shared 

cloud computing platform allows companies to have unparalleled levels 

of connectivity between suppliers, employees, and customers.

The rate of cloud adaptation is growing at a remarkable pace in 

Asia although the degree varies across countries. Some countries such 

as Singapore, Taiwan, and Australia have comparatively higher rates 

of adaptation compared to China, India, Indonesia, the Philippines, 

Thailand, and Vietnam. The factors driving the adoption of cloud 

solutions in Asia include the mobile revolution which requires consumers 

to have access to corporate services from anywhere in the globe. The 

Asia Assocation of Cloud Computing studied the attractiveness of 

cloud computing in 14 of its member countries countries. It evaluated 

cloud computing attractiveness in terms of the potential market size of 

SMEs, and their readiness and awareness capacity for accessing it. The 

parameters included addressable market, adoption suitability, demand 

GULYHUV�DQG�DIIRUGDELOLW\��DQG�¿QDQFLDO�VXSSRUW�IURP�JRYHUQPHQWV��2QO\�

some of the ASEAN member states, namely Singapore, the Philippines, 

0DOD\VLD��7KDLODQG��9LHWQDP��DQG�,QGRQHVLD�UDQNHG��������������DQG����

respectively had those parameters.The main issuesto be considered in 

DGRSWLQJ�FORXG�FRPSXWLQJ�LQ�$6($1�LQFOXGH�FRQ¿GHQWLDOLW\��SULYDF\��

and data protection; regulatory compliance; and intellectual property.

,W� LV�ZRUWK�QRWLQJ� WKDW� EDVHG�RQ� WKH������ LQGH[� UHOHDVHG�E\�$VLD�

Cloud Computing Assocation,Asian economies lead the world in cloud 

UHDGLQHVV��7KH�VXUYH\�FRPSDUHG����PDUNHWV�LQ�WKH�$VLD�3DFL¿F�LQFOXGLQJ�

a sample of six non-Asian markets. The CRIused ten parameters to 

measure the preparedness of countries in adopting and rolling out cloud 

computing. It compared countries in relation to each other rather than 

XVLQJ�DEVROXWH�VFRUHV��)RXU�SDUDPHWHUV�PHDVXUHG�³KDUG�LQIUDVWUXFWXUH´�

capacity, i.e., international connectivity; broadband quality; power grid, 

green policy and sustainability; and data centre risk, and six parameters 

PHDVXUHG� WKH� ³VRIW� LQIUDVWUXFWXUH´� L�H��� F\EHU� VHFXULW\�� SULYDF\��

government  regulatory environment and usage; intellectual property 
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(IP) protection; business sophistication; and freedom of information. 

%HUQLH�7UXGHO��&KDLUPDQ�RI�WKH�$&&$�VWDWHG�WKDW��³7KH�UHVXOWV�SXW�$VLD�

in a very strong position to lead the next wave of global innovation 

DQG� WHFKQRORJ\�´6KH� DOVR� DGGHG� WKDW�� ³WKH�$VLD� 3DFL¿F� LV� SRLVHG� WR�

outperform as they lead the world into the digital age, driven by cloud 

FRPSXWLQJ� WHFKQRORJLHV�´�� Thus, ASEAN must initiate a strategy on 

cloud computing to promote the use of off-site data storage in order to 

reduce information technology costs and create new jobs. Establishing 

a harmonized set of regulation like what the European Union did is a 

basic requirement. 

Regardless of the cloud computing used by an installer many 

challenges exist, and the area of risk analysis in deploying shared cloud 

computing within ASEAN must be considered. In other words, it is 

necessary to analyse the legal issues impacting the cloud environment. 

In fact, as cloud computing grows substantially, so would the number 

of legal issues in its environment. 

$�� &21)/,&7� 2)� /$:�$021*� &28175,(6� 3(5621$/� ,1-

FORMATION AND THE CLOUD

3ULYDF\� ODZV� WKDW� LPSDFW� WKH�ÀRZ�RI� GDWD� YDULHV� DPRQJ�GLIIHUHQW�

legal jurisdictions. The level of security required by users is different 

based on the sensitivity of their data. It is not possible for users to 

make providers undertake additional security measures, although major 

institutions such as banks, should and do. Most providers refuse to 

follow the user’s security policies, and even if they do, the changes 

would be minor. If users demand extra security, providers feel that they 

are simply not ready to move to the cloud. Countries follow different 

laws regulating the location of different types of data storage. Thus, it 

is necessary that such restrictions and regulations are handled by an 

overriding organization.

The lack of harmony among legal and political regimes makes 

LW� GLI¿FXOW� WR� DSSO\� VWDQGDUG� OHJDO� IUDPHZRUNV� UHODWLQJ� WR� WKH�

cloud as it involves various data locations and unclear divisions of 

����$VLD�&ORXG�&RPSXWLQJ�$VVRFLDWLRQ��$&&$��������&ORXG�5HDGLQHVV�,QGH[�KWWS���

ZZZ�DVLDFORXGFRPSXWLQJ�RUJ�UHVHDUFK�FUL����"XWPBFRQWHQW EXIIHU�H���	XWPB

PHGLXP VRFLDO	XWPBVRXUFH OLQNHGLQ�FRP	XWPBFDPSDLJQ EXIIHU
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responsibilities among stakeholders.��Among others, differences in 

international privacylegislation can be a trade barrier and prevent 

innovation.��Depending on their level of development, countries 

H[SHULHQFH�VLJQL¿FDQW�GLIIHUHQFHV�LQ�OHJLVODWLYH�DQG�HQIRUFHPHQW�LVVXHV�

involving the personal data protection. Cloud providers are required to 

contacttheir users in the event of a data security.The Euroepan Union 

Data Protection directive has similar rules to protect users’ personal 

data throughout the European Union.�� New regulations of the European 

Union in data protection or the EU Directive enables its citizens to not 

just sue companies that hold their personal data, but also organisations 

that process it on their behalf. The experience of the European Union 

indicates that having a directive is not a practical solution, since it is 

interpreted based on a state’s own laws which has led to wide variations 

in interpretation and enforcement, while regulations make member 

states apply them directly without any change. ASEAN member states 

are required to harmonize data protection across ASEAN in order to 

HVWDEOLVK�D�XQL¿HG�PDUNHW�LQ�GLJLWDO�VHUYLFHV��6XFK�KDUPRQL]DWLRQ�DFURVV�

ten countries will indeed contribute to economic growth.The experience 

of the EU as mentioned above proves that this method works perfectly 

well, since it gives member states a single point of contact to contribute 

and collaborate.  Initially, ASEAN must establish an ASEAN Sales 

Law to deal with divergent national sales laws by providing contracting 

parties with a uniform set of rules.

&RQÀLFWLQJ�GDWD�SURWHFWLRQ�OHJLVODWLRQ�H[LVWV�HYHQ�DPRQJ�GHYHORSHG�

countries and is a barrier for personal data transfers across borders. 

An example would be developed countries which apply restricted 

provisions of cloud services to local companies within the country. 

B. PRIVACY AND SECURITY

According to Russ McRee, a security researcher and manager of 

incident response at Microsoft Online Services, an entity that shifts a 

legacy application into a cloud computing environment loses control 

over the networking infrastructure, including servers, access to logs, 

���,78�7�7HFKQRORJ\�:DWFK�5HSRUW�0DUFK�������3ULYDF\�LQ�&ORXG�&RPSXWLQJ��S����
���ZZZ�HFRQRPLVW�FRP�QRGH�����������
���5REHUW�%��0LWFKHOO��/HJDO�,VVXHV�6XUURXQGLQJ�&ORXG��&RPSXWLQJ�������5HIHUHHG�

Proceedings, Association of Business Information Systems, New Orleans, Louisiana.
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incident response and patch management. Despite the widespread pen-

etration and adoption of cloud computing, many challenges remain re-

garding privacy and security. Two main concerns in this area are loss 

of control over data and dependence on the cloud computing provider 

since data protection laws require the provider to take appropriate mea-

sures to protect personal data. These two issues may lead to a number 

of legal challenges such as identity management, access control, risk 

management, and regulatory and legislative compliance.�� According to 

�����UHSRUW��PRVW�SURYLGHUV�GLG�QRW�SULRULWL]H�VHFXULW\�LQ�WKHLU�FRQWUDFWV�

DV�ZHOO�DV�KDG�SUREOHPV�ZLWK�DXGLW�ULJKWV��7KLV�LV�RI�PXFK�FRQFHUQ�WR�¿-

nancial service users who need to retain comprehensive audit rights for 

themselves, their auditors, and regulators��as providers usually do not 

want to cede their audit rights. Generally, such rights are an issue with 

shared services. Some users ask for audit rights due to their own lack of 

knowledge while providers only offer application software running on 

the user’s own infrastructure. 

C. LOCATION OF DATA

The primary location of the data and any backup sites are crucial 

VLQFH�LW� UHÀHFWV� WKH� ODZ�DQG�UHJXODWLRQVRI� WKH� MXULVGLFWLRQ��6XFK�ORFD-

tions need to be established. Amazon.com Inc., for example, has large 

datacenters in the United States and Ireland, which could be an issue 

if used as backup centers for certain types of data. The data protection 

laws of the European Union member states and of other regions, are 

H[WUHPHO\�FRPSOH[�DQG�LQVLVW�RQ�KDYLQJ�LQ�SODFH�FHUWDLQ�GH¿QLWLYH�UH-

quirements where the movement of personal data outside these regions 

need to follow strict protocols. For instance, the EU requires that indi-

viduals must be informed by the data controller if their data is moved 

to a region outside the EU. The data controller and end processor must 

also have contracts approved by the Data Protection Authority, and this 

can be problematical as it depends on the region where the data is pro-

cessed. The United States and EU have a reciprocal agreement, and a 

recipient in the former only has to self-certify its data procedures by 

�� Cloud Computing Security and Privacy Issues, Council of European Professional 

,QIRUPDWLFV�6RFLHWLHV��KWWS���ZZZ�FHSLV�RUJ�LQGH[�MVS"S ���	Q ���	D ����
��  Financial Services Authority, Senior Management Arrangements, Systems and 

&RQWUROV���������������8�.���KWWSV���ZZZ�KDQGERRN�IFD�RUJ�XN�KDQGERRN�6<6&�SGI
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registering with the U.S. Department of Commerce. As such, provid-

ers must be sure about the regulations of other jurisdictions where they 

may host their data, have primary and backup locations, and intermedi-

ate locations if data is being transferred between jurisdictions. Since, 

their data is deposited with a third party, they need to ensure there is 

adequate security and meet allregulatory and legal requirements as well 

as comply with procedures and local laws where the server is located. 

For instance, if the provider’s company is in the United States but they 

host their data on a server in the EU, it is likely that the users have to 

abide by EU laws if the data is to be transferred into and out of the 

system. This procedure may be more onerous for regions where local 

governments allow unlimited access to the data regardless of its sen-

sitivity, such as China, where the provider may have limited scope for 

encrypting data if the local authority does not permit it.

Due to the expansion of the cloud computing market, some compa-

nies subcontract to others in another region especially those providers 

who offer large-scale applications. However, it is obligatory for them 

to comply with the laws and regulations of referred region. If the cloud 

provider go bankrupt or cease operating and data where located in an-

other region’s jurisdiction, the data would be subject to completely dif-

ferent access rules.�� Generally, in IT sourcing, the supplier will provide 

a commitment as a warranty or undertaking to comply with applicable 

laws. It is normal for users to enquire about the performance of the pro-

vider and its obligations under the agreement. Users in cloud comput-

ing services must carefully check whether the providerwarrants that its 

services comply with applicable law. Further, such warranty must not 

only be limited to the provisions but must also cover the receipt of the 

service. They need notmeet the user’s requirement if the provider only 

complies with the laws where the servers are based and from where the 

service is provided but must comply with applicable laws in the area 

where the services are actually accessed and used. 30

����&ORXG�&RPSXWLQJ��'DWD�3ULYDF\�LQ�WKH�&ORXG��9LF��-�5���:LQNOHU��7HFK1HW�0DJD-

]LQH�!�+RPH�!�,VVXHV�!������!�$XJXVW�!��KWWSV���WHFKQHW�PLFURVRIW�FRP�HQ�XV�PDJD-

]LQH�MM�������DVS[������)HE�������
30  Andrew Joint, Edwin Baker, Knowing the past to understand the presentissues in 

WKHFRQWUDFWLQJ�IRU�FORXG�EDVHG�VHUYLFHV��&RPSXWHU�/DZ�	�6HFXULW\�5HYLHZ�������������

�������������
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D. COLLECTING AND ANALYZING

Data stored in the cloud environment is subject to less stringent le-

gal standards in terms of search and seizure when an offence occurs. 

7KH�YHU\�¿UVW�VWHS�LV�WR�GHWHUPLQH�ZKHWKHU�LW�LV�SRVVLEOH�WR�FROOHFW�YROD-

tile data and, if so, the investigator gathers the content of physical mem-

ory. In case of non-volatile data which are obtainable, the investigators 

JDWKHU� GDWD� IURP� WKH� LQWHUQHW� KLVWRU\�� ORJ� ¿OHV�� ¿OHV�� DQG� GLUHFWRULHV��

The data collected from PCs and smartphones are analyzed to establish 

whether traces of a cloud storage service exist in the collected data. 

The ID and password of the user’s cloud spacecannot be used until the 

search and seizure warrant is issued because it is a private storage and 

data collected without a warrant would not be valid. One of the main 

steps is to geta search and seizure warrant associated with the use of 

data stored in the cloud. If the warrant is not securedonly the remain-

ing artifacts in the PCs and smartphones can likely be analysed. The 

investigator can access the suspect’s cloud storage without the suspect’s 

,'�DQG�SDVVZRUG�E\�XVLQJ�FRQ¿J�GE�ZKLFK�FRQWDLQV�LPSRUWDQW�LQIRUPD-

WLRQ��7KH�LQYHVWLJDWRU�FDQ�¿QG�WKH�VXVSHFW¶V�GURSER[BSDWK�E\�FROOHFWLQJ�

FRQ¿J�GE�IURP�WKH�VXVSHFW¶V�3&��7KH�LQYHVWLJDWRU�LQVWDOOV�'URSER[�RQ�

WKHLU�3&��FRSLHV�FRQ¿J�GE�WR�WKDW�3&��DQG�WKHQ�SODFHV�FRQ¿J�GE�LQ�WKH�

same path as the suspect’s dropbox_path. Through this process the in-

vestigator is able to access the suspect’s cloud storage.31

V. CONCLUSION

The long history of ASEAN’s role in trade and economic integration 

in the region are strong indications that the same can be done for free 

trade in information offered through cloud computing. Various surveys 

conducted by the ACCA, ICT Master plan and...indicate that carbon 

HPLVVLRQV� FDQ� EH� UHGXFHG� WR� ����E\� VZLWFKLQJ� WR� FORXG� FRPSXWLQJ��

Having centralized cloud computing ruleswill lead to more integrated 

economies. A recent survey by ACCA shows that Asian countries are 

in a very strong position to lead the next wave of global innovation and 

31  Hyunji Chung a, Jungheum Park a, Sangjin Lee a, Cheulhoon Kang b, Digital 

IRUHQVLF� LQYHVWLJDWLRQ�RI�FORXG�VWRUDJH�VHUYLFHV��'LJLWDO� ,QYHVWLJDWLRQ�� ����������3S�

��±����
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technology. Cloud computing will have major implications in emerg-

ing the economies of Asia. Digital transformation can connect ASEAN 

citizens regardless of their location. It facilitates their access to services 

and creates new methods of doing business. However, countries need 

WR�KDYH�VHFXUH�DQG�UHOLDEOH�GDWD�ÀRZV�DFURVV�ERUGHUV��7KH\�PXVW�SODFH�

cloud computing as an integral part of their national ICT plans in order 

to have secure and long-term access to cloud services which can lead 

them to continued sustainable growth in an era of increasingly digitized 

economies. In fact, data privacy restrictions inhibit the development 

DQG�HI¿FLHQW�XVH�RI�FORXG�VHUYLFHV�DOWKRXJK�WKH\�KDYH�EHHQ�HQDFWHG�WR�

enhance national security. Cloud users will use the facility if they are 

FRQ¿GHQW� WKDW� WKH�VHFXULW\�DQG�SULYDF\�RI� WKHLU�GDWD�ZLOO�QRW� IDOO� LQWR�

the hands of unauthorized parties. Therefore, effective privacy regula-

WLRQV�DQG�HQIRUFHPHQW�DUH�DPRQJ�WKH�PRVW�VLJQL¿FDQW�DVSHFWV�RI�FORXG�

computing readiness which must be adopted by ASEAN member states 

through directives or harmonized regulations. Progress in various other 

ASEAN sectors such as the ASEAN Australia Development Coopera-

tion Program on harmonising e-commerce legal frameworks and the 

APEC Privacy Framework provides a solid platform for further devel-

opment in enhancing initiatives related to policies on such technology.
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