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 a b s t r a c t

The integration of smart sensors and actuators in industrial environments has expanded the cyber-physical attack 
surface, making it increasingly difficult to distinguish anomalies caused by cyberattacks from those due to me-
chanical or electrical faults. This challenge is exacerbated by stealthy, multi-stage attacks leveraging Living off 
the Land (LOTL) techniques, which often evade conventional anomaly detection or intrusion detection systems 
(IDS).
 This study presents a Digital Twin-based testbed for safe, repeatable simulation of multi-stage cyber-physical 
attacks targeting Cyber-Physical Systems (CPS) and Industrial Control Systems (ICS). We propose a two-level 
decision fusion method that aggregates and aligns anomalies across network, process, and host domains in syn-
chronized 1-minute intervals. The first-level fusion improves OT-layer detection by applying confidence-aware 
decision logic to outputs combined from (a) a supervised deep learning model (LSTM-FCN) for process anoma-
lies, (b) an unsupervised model (Isolation Forest) for OPC UA network anomalies, and (c) process alarm signals. 
The second-level fusion integrates these results with host-based anomalies, computed through point-based scor-
ing of Wazuh alerts, to provide comprehensive IT/OT situational awareness. Experimental results demonstrate 
improved detection of stealthy, multi-stage APT attack behaviours. Additionally, Large Language Models (LLM) 
provide summarization of the integrated IT/OT anomaly logs into human-readable insights, enhancing inter-
pretability and supporting cyber threat hunting.

1.  Introduction

The increasing adoption of TCP/IP-based communication protocols 
in industries is enhancing interoperability between Information Tech-
nology (IT) and Operational Technology (OT), enabling more efficient 
monitoring and control of physical processes [1]. However, this IT/OT 
convergence also expands the cyber-physical attack surface, exposing 
critical infrastructure to sophisticated threats [2]. For instance, Modbus 
TCP is unencrypted, making physical processes vulnerable to intercep-
tion, spoofing, and replay attacks [3].

A major challenge is distinguishing between anomalies caused by 
legitimate faults (e.g. mechanical degradation) and those triggered by 
cyberattacks [4]. Misdiagnosing a cyber-induced disruption can delay 
incident response and recovery [5]. Conventional anomaly detection or 
intrusion detection systems (IDS) typically analyse on either network 
data or physical process data alone, limiting their detection capability 
[6].

This problem is intensified by Advanced Persistent Threats (APTs), 
which use stealthy, multi-stage attacks over prolonged campaigns. Liv-

∗ Corresponding author.
 E-mail address: carol.lo@uwe.ac.uk (C. Lo).

ing off the Land (LOTL) techniques, which abuse trusted tools or proto-
cols already present in the target environment, are increasingly used 
to evade detection by blending into normal behaviours [7–10]. For 
instance, APT Group Sandworm Team remotely used operators’ Hu-
man Machine Interface (HMI) to intermittently open and close substa-
tion breakers, disrupting Ukraine’s power grid (MITRE ATT&CK T0823) 
[11].

Cyber-physical attacks typically span two domains: beginning with 
network-based attacks via IT infrastructure, followed by attempts to dis-
rupt physical processes [12] through lateral movement. Early detection 
and situational awareness are critical to prevent irreversible damage and 
timely response to multi-stage attacks [13]. As such, the cross-domain 
nature of cyber-physical attacks necessitates an integrated detection ap-
proach that correlates IT/OT anomalies.

A Digital Twin is a virtual replica of a physical system or process 
[14], and has emerged as a viable platform for simulating threat scenar-
ios in a safe and scalable industrial environment [15]. It enables evalu-
ation of not only the impact of cyber-physical threats targeting Cyber-
Physical Systems (CPS) and Industrial Control Systems (ICS), but also 
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validation of detection capabilities [16]. This study leverages a Digital 
Twin-based testbed to simulate stealthy, multi-stage attacks and assess 
the performance of multimodal anomaly detection techniques across IT 
and OT domains.

1.1.  Research questions (RQ)

Based on the challenges outlined above, we hypothesize that cor-
relating physical anomaly data (captured by a Digital Twin) with net-
work and host anomalies can enhance the visibility across the IT/OT 
domain, thereby facilitating the early detection of stealthy, multi-stage 
cyber-physical attacks. To investigate this hypothesis, we propose a two-
level decision fusion approach that combines anomalies across hetero-
geneous data modalities to offer a holistic view of cross-domain attack 
behaviours. This approach is evaluated using data captured from a Dig-
ital Twin-based testbed that recently simulated an APT attack chain. 
Accordingly, this study addresses the following research questions:

RQ1: How can we model the stages of a LOTL attack chain using a 
Digital Twin simulated environment?

RQ2: How effective is the two-level decision fusion between OT net-
work anomalies and physical process anomalies in improving the detec-
tion of stealthy cyber-physical threats compared to single-source mod-
els?

RQ3: How effective are continuous host-based security analytics 
within a Digital Twin-based testbed of a CPS in detecting multi-stage 
cyber-physical threats?

These research questions guide the design, implementation, and 
evaluation of the proposed method.

1.2.  Novelty and contributions

The novelty of this research lies in the use of a coordinated, Digital 
Twin-based testbed that enables safe, repeatable evaluation of cross-
domain anomaly detection strategies using realistic IT/OT attack sce-
narios. Unlike prior studies that focus on individual data sources, this 
work demonstrates the feasibility of correlating heterogeneous anoma-
lies within a synchronised framework. The testbed integrates industrial-
grade ICS/OT applications, the Open Platform Communications Unified 
Architecture protocol (OPC UA), and open-source tools such as Zeek 
[17], Wazuh [18] and PostgreSQL [19], allowing for efficient acquisi-
tion and analysis of multimodal data. It also reduces the hardware and 
infrastructure cost and complexity associated with maintaining physi-
cal testbeds, while also addressing the scarcity of APT-specific datasets, 
which are difficult to obtain in real-world industrial systems. Using this 
platform, the study offers two key contributions:
1. Multimodal anomaly fusion for OT-centric threat detection: We 
develop the first-level fusion strategy combining supervised time-
series classification of process anomalies with unsupervised detec-
tion on OPC UA network anomalies and process alarm signals. A 
confidence-aware decision logic is used to handle missing data and 
conflicting predictions (Section 4.3). This fusion approach breaks 
the data silos, and OT-layer threat detection, outperforms individ-
ual modalities.

2. IT/OT anomaly correlation for early detection of stealthy, multi-
stage APT attack behaviours: We use the second-level fusion strat-
egy to correlate OT anomalies with host-based anomalies, using a 
point-based binary scoring system to quantify and visualise attack 
progression over time (Section 4.1.3). The resulting threat summary 
integrates IT/OT anomalies, and provides transparent scores and 
explanations of triggered rules (refer to Fig. 10 for an example of 
anomaly record and Fig. 11 for log summarisation by LLM). The 
dataset and code are released on GitHub for reproducibility.
The Digital Twin plays an indispensable role in our proposed 

anomaly detection methodology. It serves as a high-fidelity data synthe-
sizer, enabling the controlled creation of multi-modal, labelled datasets 

for OT process and network behaviours. This fidelity is essential for 
training and evaluating our multi-class anomaly detection model, whose 
outputs feed directly into the first-level decision fusion strategy and sup-
port LLM-based threat summarisation for continuous monitoring, proac-
tive detection and enhanced cyber situational awareness - a critical ap-
plication in Digital Twin ecosystems and industries. The Digital Twin is 
also a structural component of the coordinated testbed that enables eval-
uation of the proposed two-level decision fusion strategy. Without the 
Digital Twin, neither cross-domain simulation nor rigorous evaluation 
of the proposed IT/OT detection approach would be possible.

1.3.  Structure of the paper

Section 2 reviews related work. Section 3 presents the Digital Twin-
based testbed. Section 4 describes the detection methodology. Section 5 
reports the experimental results. Section 6 discusses benefits and limi-
tations. Section 7 concludes the paper and outlines future work.

2.  Related work

2.1.  Digital twin as a testbed for threat detection

ICS/OT testbeds, including physical, virtual, and hybrid setups, have 
long supported cybersecurity research by enabling controlled environ-
ments for simulating attacks, testing detection capabilities, and gener-
ating datasets for intrusion or anomaly detection [12,20,21].

However, physical testbeds are costly to setup, subject to safety con-
straints, and difficult to replicate [22]. Virtual testbeds, while more ac-
cessible, are often criticised for limited realism in process simulation 
[23]. Hybrid testbeds seek to balance these trade-offs, but still require 
specialized hardware knowledge and careful planning for hardware/ 
software integration [24].

Digital Twin technology has recently gained traction in securing in-
dustrial systems as a safe option. The NIST SP 800-82 Rev. 3 guide-
line [25] explicitly recommand the use of Digital Twins for real-time 
anomaly detection by replicating and analysing data from operational 
environments. Several studies, including [4,26,27], have demonstrated 
the Digital Twins-driven anomaly detection using techniques ranging 
from heuristics or deep learning.

Beyond replicating industrial processes for anomaly detection, Digi-
tal Twin also offer a risk-free platform for simulating cyber-physical at-
tacks [28]. For instance, Dietz et al. [29] suggested integrating simulated 
incidents into Security Information and Event Management (SIEM) sys-
tems, while Empl and Pernul[30] proposed generating security insights 
from Digital Twin simulations.

However, these efforts do not explicitly address stealthy, multi-stage 
APT attack behaviours leveraging LOTL techniques - a critical gap in 
current literature. Recent survey studies [31,32] revealed that the pri-
mary focus of LOTL detection has been on techniques involving Pow-
erShell and fileless malware. Detection approaches that consider multi-
stage APT scenarios targeting OT-layer cyber-physical threats remain 
lacking. To address this gap, our study develops a Digital Twin-based 
testbed integrating HMI and Engineering Workstations to simulate APT-
style attacks that traverse IT and OT boundaries using LOTL techniques.

Recent Digital Twin-based detection frameworks have different 
threat scopes. For example, Alcaraz and Lopez[33] focused on Modbus 
protocol misuse. Different from their work, when simulating the abuse 
of standard OT network traffic as per MITRE ATT&CK Technique T0869 
[11], we focused on OPC UA - a widely adopted machine-to-machine 
protocols in Industry 4.0 environments.

Despite its design for secure communication, the security of OPC 
UA is heavily dependent on proper configuration. For instance, ’None’
security policy disables encryption or authentication, making systems 
vulnerable to interception and tampering [3]. Dahlmanns et al. [34] sur-
veyed Internet-exposed OPC UA servers, and reported that 92% exhibit 
insecure configurations, revealing a widespread false sense of security. 
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Although OPC UA is widely used, its security remains under-explored 
in research community. Our work addresses this gap through focused 
simulation and analysis of OPC UA-based threats within a Digital Twin-
based testbed.

2.2.  Anomaly detection in OT network and systems

In response to the evolving threat landscape, IDS are commonly im-
plemented to detect anomalies across networks and systems. IDS can be 
classified into network-based (NIDS) or host-based (HIDS), which monitor 
network traffic and host-level activities [12,35].

Among NIDS, signature-based systems like Snort [36] and Suricata 
[37] are widely used to detect known attack patterns using predefined 
signatures [38,39]. They have low false positives but struggle to detect 
novel attacks and require frequent rule updates [35].

OT traffic typically exhibits periodic, predictable patterns due to 
cyclic polling. In stable ICS/OT environments, communication patterns 
tend to be consistent and predictable [40]. However, when adversaries 
abuse standard OT protocols using LOTL techniques (e.g., via HMI or 
OPC UA clients already present), the traffic may closely resemble legit-
imate client/server polling. This makes it difficult for signature-based 
NIDS to distinguish benign variation from subtle malicious activity.

Retuerta et al. [41] observed that OPC UA encryption limits Suri-
cata’s ability to inspect packet contents effectively. They proposed sup-
plementing NIDS with HIDS deployed at endpoints, capable of analysing 
network packets before encryption, or after decryption. Nonetheless, 
NIDS can still be valuable for detecting anomalous traffic patterns, such 
as sudden increases in data flow, even without decrypting packet con-
tent.

Examples of open-source HIDS include Wazuh [18] and OSSEC [42], 
which monitor host-level telemetry such as system logs, file integrity, 
and user activity. Sysmon [43], a native Windows utility, records de-
tailed system-level events, such as process creation, PowerShell script 
execution, and network connections. These tools are particularly useful 
in detecting LOTL behaviours that exploit native binaries and command-
line utilities within the Windows operating systems.

Machine learning-based anomaly detection is gaining popularity be-
cause it does not require attack signatures and can adapt to dynamic 
environments [35]. However, the lack of high-quality labelled datasets 
remains a challenge for model training [39].

Despite the increasing adoption of OPC UA, research on machine 
learning-based intrusion or anomaly detection specifically targeting 
OPC UA traffic remains limited. This highlights the need for investi-
gation into OPC UA-specific anomaly detection strategies, particularly 
stealthy attacks leveraging LOTL techniques.

2.3.  Anomaly detection in physical process data

Detecting anomalies in physical process data - such as sensor read-
ings, actuator states, and PLC control signals - is a crucial aspect of fault 
detection and CPS security, contributing to overall system safety and 
availability. Process-level anomalies could be monitored by operators 
using HMI or SCADA software. For basic anomaly detection, threshold-
based alarms can be configured to alert operators when sensor/ actu-
ator values fall outside acceptable ranges. However, these approaches 
struggle to identify anomalies that involve small perturbation within the 
tolerable range [44].

Unlike threshold-based system, anomaly-based systems can detect 
otherwise undetectable attacks [45]. The knowledge base of the system 
could be the fundamental physical laws of CPS (e.g., fluid dynamics, 
Newton’s laws, electromagnetic laws). To detect potential false control 
commands, or false sensors readings, the monitoring system observes 
sensor readings and actuator outputs to detect deviations from physical 
laws, such as unexpected movement trajectories, or mismatch between 
control commands and system responses. While this method can detect 

obvious anomalies, it may not detect subtle or stealthy attacks that grad-
ually and incrementally drive the system toward unsafe states [7].

Recent research increasingly applies machine learning to develop 
anomaly detection systems, driven by two main factors: (1) the growing 
availability of TCP/IP-enabled process data, and (2) reduced reliance on 
expert-defined detection rules. Unsupervised machine learning is often 
used to formulate the baseline of the anomaly detection system, through 
observing live or historical process data over time. Alert is triggered 
when there are deviations from baseline [35].

In earlier work, a container-based Digital Twin was set up for cap-
turing data for training unsupervised machine-learning anomaly detec-
tion, focusing on detecting subtle deviations on physical process at an 
early stage [46]. However, the detection was limited to binary outcomes 
(normal vs. abnormal), without distinguishing between different types 
of attack or process failure. Moreover, although unsupervised machine 
learning can detect unknown attacks, it comes with the cost of many 
false positives [7,35], hindering adoption [47].

To reduce false positives, Urbina et al. [23] proposed to consider the 
attack impact and tune the detection algorithm to increase the chance 
of detecting high-risk attacks. Umsonst and Sandberg[48] used a game 
theory-based approach, but focused on detecting stealthy attacks target-
ing sensors only.

Compared to unsupervised models, supervised machine learning 
achieves higher detection accuracy and more precise classification. To 
address the limitations of binary detection and high false positives, 
supervised learning approaches have been explored. Our earlier work 
demonstrated the capability of detecting and predicting multi-class clas-
sification of different attack scenarios (e.g., sensor manipulation, actu-
ator failure, normal operations), offering fine-grained insights into the 
nature of process anomalies, allowing better situational awareness for 
operators and incident responders [49].

However, supervised machine may struggle to detect novel or zero-
day attacks. To address the issues, Faramondi et al. [50] suggested to 
build a better knowledge base about the system dynamics by extract-
ing temporal features indicating specific cyber- or physical anomalies. 
However, variability in industrial processes and the limited availability 
of labelled datasets for attack scenarios further complicate the applica-
tion of supervised machine learning models to detect physical process 
anomalies.

Overall, significant challenges remain in confirming whether physi-
cal anomalies are caused by physical degradation or from cyberattacks 
[4]. Ahmed et al. [47] suggested to have more detailed feature extrac-
tion from process data, and separate detection scope between physical 
anomalies and cyber/network anomalies. Contextual information is also 
required to distinguish faults and attacks.

2.4.  Multimodal data fusion for anomaly detection

Defined by Lahat et. al. [51], a data modality refers to a dataset 
produced through a specific acquisition framework. Data fusion is the 
analytical process of integrating multiple modalities to extract insights 
unattainable from a single source. This technique is particularly rele-
vant for detecting cyber-physical attacks spanning IT and OT domains, 
where information silos remain a significant challenge in industrial en-
vironment.

Fusion strategies are classified into early and late [52]. Early 
(feature-level) fusion, combines raw or preprocessed data before model 
training, while late (decision-level) fusion preserves the uniqueness of 
each modality by combining model outputs. This work adopts late fusion 
to retain modality-specific interpretability, and support explainable, ac-
tionable predictions for identifying cyber-physical threats.

While most CPS anomaly detection approaches rely on either net-
work data or physical process data alone, such as [53] focused on de-
tecting physical anomalies in robotic arms without correlating network 
or host-level anomalies. Some recent studies show the benefit of com-
bining both. For example, Canonico et al. [6] demonstrated that decision 
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fusion of network and process data can detect subtle attacks. Building 
upon this direction, our work focuses on detecting multi-stage APT at-
tack behaviours across IT and OT domains. To achieve this, we incor-
porate host-level anomalies and process alarms signals in addition to 
process and network data.

To address the latency and alignment issues often encountered in 
distributed IDS environments, Abid et al. [54] proposed a cloud-based, 
big data streaming approach. In contrast, our study adopts a simpler 
time-based aggregation strategy, aligning multimodal anomalies into 
one-minute time intervals to reduce computational overhead and com-
plexity, as further discussed in Section 3.2. While this resolution offers 
practical benefits, it may reduce visibility of short-lived or transient 
anomalies.

Finally, as noted by [51], several types of data uncertainty compli-
cate the data fusion process: (1) missing data caused by logging fail-
ures or asynchronous sampling can disrupt alignment across modalities, 
(2) conflicting predictions between modalities, (3) noise such as errors 
in real-world dataset hindering evaluation. Our methodology explicitly 
considers these challenges to mitigate the risk of false correlations and 
improve the robustness of the detection process.

3.  Experimental testbed design for decision fusion

This section states our decision fusion approach for multimodal 
anomaly detection and outlines the design and implementation of a Dig-
ital Twin-based testbed.

3.1.  Overview of two-level decision fusion

Real-world multi-stage APT threats often originate as network-based 
intrusions and escalate to physical process attacks targeting CPS. Ac-
cordingly, our decision fusion approach spans multimodal data from IT 
and OT systems across Levels 0 to 3 of the Purdue Reference Model [55], 
with further details of the testbed design presented in Section 3.3.

As illustrated in Fig. 1, a two-level decision fusion strategy is pro-
posed to correlate anomalies detected across diverse sources. Rather 
than replacing IDS, this strategy serves as a decision support layer to en-
hance cyber situational awareness by integrating heterogeneous anoma-
lies into a unified, explainable output.

First-level decision fusion operates within the OT domain. It com-
bines predictions from two classifiers with process alarm signals using 
confidence-aware decision logic. This logic serves two key purposes: (1) 
to bridge the data gaps due to logging failures or limited sensor visibility 
in one modality, and (2) to resolve conflicting or uncertain predictions 
across classifiers.

Second-level decision fusion correlates IT-centric host anomalies 
with the outputs of the first-level OT fusion. The final output is a cyber-
physical threat summary that consolidates cross-domain anomalies in 
chronological order, improving visibility into multi-stage APT attack be-
haviours.

3.2.  Aggregation and alignment strategy

Temporal aggregation and alignment are used to merge anomalies 
from all modalities in one-minute intervals, enabling time-based syn-
chronisation across heterogeneous data sources - including host logs, 
network traffic, process alarms, and physical process telemetry. The one-
minute window was chosen as a time anchor for two key reasons:
1. Practical data engineering - it simplifies data extraction and synchro-
nisation by avoiding the complexity of aligning sub-second events, 
handling variable sampling rates, latency issues, and timestamp in-
consistencies across devices.

2. Level of granularity - it sufficiently supports the detection of low-
and-slow APT behaviours, while also facilitating intuitive visual 
analysis by amplifying significant or sustained anomalies and en-
hancing visibility into stealthy attack progression.

Fig. 1. An overview of two-level decision fusion.

A batch processing strategy was selected over real-time processing 
for two practical reasons. First, it mitigates alert fatigue issues by re-
ducing the volume of less significant or transient alerts commonly seen 
in real-time IDS. Second, it provides a temporal buffer to accommo-
date data quality issues possibly caused by transmission latency, while 
also reducing computational overhead for processing data from multi-
sources.

While this temporal resolution offers practical benefits for detect-
ing stealthy, low-and-slow APT-style attack behaviours, it may come at 
the cost of averaging out short-lived, transient anomalies. Nonetheless, 
this trade-off was considered acceptable to prioritise computational ef-
ficiency and deployment simplicity.

3.3.  Testbed design and implementation

Our detection methodology reflects the adoption of Secure-by-Design 
principles in Digital Twin ecosystems engineering. In the current stage, 
the Digital Twin is intentionally operated in a ’disconnected state’ [56] 
to enable iterative refinement and safe early-stage testing of the detec-
tion pipeline. The Digital Twin and associated software components sup-
port future hardware-in-the-loop (HITL) validation, providing a clear 
progression toward further testing and eventual deployment within the 
Digital Twin lifecycle.

Our Digital Twin-based testbed spans IT and OT systems within Level 
0 to Level 3 of the Purdue Reference Model [55], as illustrated in Fig. 2, 
enabling the simulation of real-world multi-stage APT threats that typ-
ically originate from network-based intrusions and escalate to physical 
process attacks targeting CPS.
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Fig. 2. Digital twin testbed for multi-stage threat simulation.

The simulated attack sequence in Fig. 2 comprises five LOTL-based 
steps: (1) initial access via Operator Desk, (2) discovery and exe-
cution through command-line tools, (3) manipulation of the physi-
cal process via remote HMI access, (4) lateral movement to Engi-
neering Workstation, and (5) process manipulation using diagnostic 
tools. A detailed analysis of how these steps were simulated and de-
tected is provided in Section 5.5. Furthermore, while we have se-
lected a set of commonly used attack techniques that are well-suited 
to the current case study, we believe the framework is flexible enough 
to accommodate a broader range of techniques. To explore this fur-
ther, a separate case study is currently being developed to include 
Debian-based attacks. However, its details fall outside the scope of this
paper.

This setup enables cross-domain anomaly detection across process 
telemetry, network traffic and host activity, providing a holistic view 
of stealthy, multi-stage cyber-physical threat scenarios. It offers a safe 
and repeatable environment for evaluating attack progression, detec-
tion performance, and decision fusion under realistic conditions, while 
avoiding operational disruption and preserving fidelity for experimental 
validation.

The testbed integrates industrial-grade Digital Twin technologies at 
Level 0 to Level 1, including Siemens NX Mechatronics Concept Designer 
(NX MCD) [57] for simulating physical process and network behaviour, 
and Siemens S7-PLCSIM Advanced [58] for PLC logic and control. These 
tools were selected for their high-fidelity modelling of OT processes and 
networks using software widely deployed in industry, while supporting 
future hardware-in-the-loop scalability. The emulated process involves a 
robot gripper and conveyor belts representing a typically pick-and-place 
operation. Virtual sensors and actuators operate autonomously, without 
manual intervention, as illustrated in Fig. 3.

At Level 2, a Windows-based Operator Desk runs Ignition HMI 
(Maker Edition) [59] for supervisory control. At Level 3, Engineering 
Workstation hosts Siemens TIA Portal [60] for PLC project management, 
PostgresSQL [19] for threshold-based alarm logging, and UA Expert [61] 
for diagnostic inspection. Both tools can observe and influence the sys-
tem state, enabling operator control during simulation. This choice of 
components reflects the prevalence of Windows-based HMI and engi-
neering tools.

To simulate and detect LOTL techniques - including remote access 
via legitimate services, command-line abuse for discovery, lateral move-
ment, data exfiltration, and physical disruption - the testbed integrates 
several open-source security tools. Wazuh agents (host-based IDS) [18] 
are installed on both the Operator Desk and Engineering Workstation 
to forward host telemetry to Wazuh SIEM in Ubuntu for centralised log-
ging and monitoring. Also, Wireshark [62] and Zeek with an OPC UA 
plug-in [17] are used for enriched network traffic logging and packet 
analysis.

3.4.  Threat simulation

For modelling stealthy APT threats that leverage LOTL techniques, 
the attack scenario is inspired by the operations of the Sandworm Team 
which conducted various cyber-physical attacks on Ukraine’s energy sys-
tem. We also made reference to the CISA guideline [63] and MITRE 
ATT&CK [11] framework and open-source penetration testing tools 
within Kali Linux [64] for emulating Tactics, Techniques, and Proce-
dures (TTP) employed by the real-world APT groups.

The five-step cyber-physical attack chain in Fig. 2 was performed us-
ing Kali Linux [64] on our Digital Twin-based testbed, over a time period 
of 2 hours and 30 minutes. Out of the five steps shown in Fig. 2, Steps 1, 
2, and 4 involved activities confined to hosts and TCP/IP network lay-
ers between hosts, without affecting actuators states. In contrast, Steps 
3 and 5 directly manipulated actuators in the pick-and-place process, 
and were expected to exhibit anomalous actuator behaviours detectable 
in physical and network data.

To identify potentially disruptive risk events in the pick-and-place 
process, a what-if analysis was conducted to assess the physical impact 
and its severity. The risk assessment involved changing the states of sen-
sors and actuators individually to visualise its physical effects in the Dig-
ital Twin. Based on their potential to cause operational disruption, four 
threat scenarios were identified, as shown in Fig. 3, involving actuator-
level manipulation of either the conveyor belts or the robot gripper. This 
evaluation guided the development of supervised models for classifying 
physical anomalies.

Sensor-level attack scenarios were excluded following the what-if 
analysis showed that persistent false sensor injection is infeasible in the 
current pick-and-place process. Any changed sensor value is automati-
cally restored by the PLC using real-time feedback from the Digital Twin. 
Therefore, our study focused on actuator-level manipulation, including 
subtle changes in conveyor belt speed, suction, rotation angle, and the 
Z-axis speed of the robot gripper.

3.5.  Data collection

To enable a holistic view of multi-stage cyber-physical attack scenar-
ios, data collection was systematically conducted across three aspects 
from the Digital Twin testbed: process, network, and host.

3.5.1.  Collecting process data
During the simulation of the pick-and-place process in Digital Twin, 

sensors and actuators’ state values were extracted using the Export func-
tion within Runtime Inspector at a sampling rate of 0.03 seconds. Each 
export file produces a time-series dataset (csv files), with each row rep-
resenting a timepoint.
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Fig. 3. Normal and threat scenarios simulated in digital twin.

Two categories of process data were collected - one for model devel-
opment in Section 4.1.1 and the other for first-level decision fusion in 
Section 4.2.
1. Data for Model Development: For creating a balanced time-series 
dataset suitable for supervised model development, each normal and 
threat class mentioned in Fig. 3 were equally simulated ten times for 
more than one minute. Sixty csv files were generated in total.

2. Data For Model Inference: During the simulation of the five-step at-
tack chain described in Fig. 2, the same Export function in NX MCD 
was used to extract process data after performing each step, span-
ning five csv files. Although immediate export was made after each 
step during the simulation period, missing time intervals were ob-
served between files, likely due to NX MCD’s memory constraints. 
The problem was resolved by reconstructing the timestamps by using 
the file creation time (i.e. export completion time) as factual refer-
ence points. The corresponding start time of the simulation were de-
duced based on the number of rows in each csv file and known sam-
pling rate (0.03 seconds). After reconstructing the timestamps across 
the five csv files, it was noted that 50 of 148 minutes were missed 
out during the simulation of the multi-stage attack. Therefore, the 
remaining 98 minutes were used for model inference. Nevertheless, 
the missing data issue was handled by the confidence-aware decision 
logic in Section 4.3.

3.5.2.  Collecting network data
Network traffic was captured using Wireshark [62] during the sim-

ulation. Similar to collection of process data, two categories of network 
data were collected - one for model development in Section 4.1.2 and 
one for model inference in Section 4.2.

1. Data for Model Development: Each scenario was run and recorded 
as a standalone simulation lasting over 60 seconds. These simula-
tions produced 60 pcap files for unsupervised model development. 
Because each file was explicitly started and stopped after the full 
simulation had completed, no data loss or timestamp misalignment 
was observed.

2. Data for Model Inference: Network traffic related to OPC UA network 
communications was continuously captured throughout the full five-
step attack simulation using Wireshark [62], with no file breakage 
or missing records.

3.5.3.  Collecting data in hosts
Mimicking industrial practice for operational and compliance needs, 

process alarms were configured in Ignition gateway [59] on Engineering 
Workstation. Alarms were triggered when actuator states became intol-
erable (e.g. excessive conveyor speed), displayed on Operator’s HMI, 
and automatically stored in PostgreSQL database [19]. During multi-
step attack simulation, alarms were triggered and then suppressed in 
Step 3. Alarm records were exported as csv files using SQL queries to 
facilitate first-level decision fusion.

Additionally, for second-level decision fusion, host-level teleme-
try were captured using native Windows event audit logging features, 
alongside System Monitor (Sysmon) [43]. Specific advanced audit poli-
cies were enabled to capture command-line activity, PowerShell script 
block execution, user activities, process activities, and network connec-
tions.

To facilitate centralised logging and analysis of events, Wazuh agents 
were installed on Operator Desk and Engineering Workstation, function-
ing as a host-based IDS. The Wazuh agents forward Windows events to 
Wazuh SIEM hosted on Ubuntu operating system for analysing using 
Wazuh’s community-driven detection rules. Event data was extracted 
from the Threat Hunting module of the Wazuh dashboard. Specific data 
filters were applied to extract metadata, such as MITRE ATT&CK tactics 
and techniques, to enhance the explainability of the second-level fused 
results.

4.  Detection methodology

Building upon the data collected through the Digital Twin-based 
testbed, this section describes the methodology for detecting and fus-
ing anomalies across process, network, and host layers.

4.1.  Model development

Different models were used to identify anomalies in process, net-
work, and hosts, considering the data nature and complexity for recog-
nising anomalous patterns. The end-to-end decision fusion - including 
data preprocessing, feature extraction, detection model development 
and visualisation - was primarily conducted using Python [65] as sepa-
rate scripts and Jupyter Notebooks [66] for reproducibility and verifi-
cation.

4.1.1.  Process data - supervised deep learning
To detect abnormal behaviours in physical processes, a supervised 

deep learning time series classifier was developed using the LSTM-FCN
architecture from the sktime library [67]. LSTM-FCN was selected as it 
outperformed CNN, InceptionTime, MCDCNN, and ResNet in our pre-
vious validation work [49]. The model classified five process states (1 
normal and 4 attack scenarios), as shown in Fig. 3.

Data preprocessing was conducted prior to model development. All 
60 csv files collected as discussed in Section 3.5.1 underwent systematic 
pre-processing to ensure structural consistency, completeness, and data 
integrity. This included checks for column headers, missing values, and 
uniform row counts. The time-series datasets were standardized to 2000 
timepoints per instance, with consistent formatting of instance identi-
fiers, timestamps, and labels. All files were then merged into a unified 
dataset in one csv file.
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For feature extraction, a custom Python script was developed and 
used on the merged csv file to extract five domain-specific features. 
These features reflected abnormal discrete values and irregular temporal 
actuator behaviours. Anomaly flags were created to support the model 
development, including flags to indicate abnormal conveyor belt speed, 
abnormal gripper rotation, unexpected gripper Z-axis directional flips. 
Raw signals related to gripper suction, including MCD_GetBoxDone and 
GetBox_signal, were also used for model training.

For model training and validation, a 70:30 train-test split was applied 
to the first 50 labelled instances (label 0 with no attacks, and labels 1 to 4 
with single-vector attacks). The model training achieved 73% accuracy 
during validation. Evaluation on the withheld unseen instances (label 5 
with multi-vector attacks) resulted in 100% classification accuracy. The 
trained model was subsequently used for inference in Section 5.2.

The supervised classifier outputs probabilities (value from 0% to 
100%) and class labels (label 0 for normal case, and label 1 to 4 for 
threat cases). In first-level decision fusion, the class probabilities serves 
as the process anomaly scores. Instances with probabilities below 0.2 are 
considered confidently normal, above 0.8 as confidently anomalous, and 
values in between are treated as marginal. These thresholds were empir-
ically chosen to convert the 5-class outputs into a standardised anomaly 
score for fusion. This margin is adjustable depending on the tolerance 
level for uncertainty - a wider margin (e.g., 0.1 - 0.9) enforces stricter 
confidence filtering.

4.1.2.  Network data - unsupervised machine learning
To detect abnormal write command requests via OPC UA clients, an 

unsupervised anomaly detection model was developed to analyse OPC 
UA network traffic using IsolationForest model from scikit-learn library 
[68]. The detection objective was to develop a baseline of normal be-
haviours, such that any deviations from the baseline would be distin-
guished as anomalies.

Isolation Forest was selected for its robustness in detecting rare and 
subtle anomalies in unlabelled OPC UA network traffic. It natively gen-
erates anomaly scores based on how easily rare cases can be isolated. 
This unsupervised model complements supervised learning on process 
data, helping to reduce the risk of missed detections from unknown 
sources issuing unauthorised write commands that impact the physical 
process.

Data preprocessing was conducted prior to model development. 
All 60 .pcapng files collected as discussed in Section 3.5.2 under-
went systematic pre-processing to convert and structure for consistency 
across instances. Raw .pcapng files were first converted into Zeek with 
icsnpp-opcua-binary parser [17] to extract metadata related to OPC 
UA protocol. Two specific Zeek logs (opcua_binary.log and opcua_bi-
nary_write.log) were correlated and parsed into 60 structured csv files.

For feature extraction, semantic features were extracted to support 
anomaly detection. Features included message size anomalies, write re-
quest frequency, and write operation ratios. Additional metadata were 
extracted to support the detection of abnormal WriteRequest operations. 
For instance, source ports, indicator of message originator, and the iden-
tifier 673 (which denotes a WriteRequest in OPC UA protocol specifica-
tion). The data were merged into a single csv file and segmented to fixed 
1-minute intervals using the last 60 seconds of the packet capture.

For model training and validation, the unlabelled instances that rep-
resented normal operations (instance 1 to 10) were used for pattern 
recognition. The remaining instances (instance 11 to 60 - include only 
threat scenarios) were used for model evaluation. Contamination pa-
rameters for Isolation Forest were empirically tuned to minimize false 
positives while retaining precision. The model achieved 93% accuracy 
and 96% for F1-score (attack) during validation.

The anomaly score output by the model is a range from -1 to 1, 
where any values below 0 indicate anomalies, whereas values above 0 
indicates normal behaviour. In first-level decision fusion, the instance is 
regarded as marginal case when its network anomaly score falls within 
the range from -0.01 and 0.01.

4.1.3.  Host data - point-based binary scoring
A point-based binary scoring system was developed to quantify the 

number of anomalous host activities occurring in each one-minute in-
terval. The detection objective is to provide anomaly scores with inter-
pretability, leveraging Wazuh’s native detection capabilities, to explain 
the cyber situations for better incident response.

To detect LOTL techniques, 23 features were extracted from Wazuh 
for scoring. Each feature corresponds to a specific behavioural indica-
tor, including suspicious connection or logon, suspicious command line 
usage or scripts, lateral movement and file transfer.

Lower-confidence indicators were excluded to reduce false positives, 
as their legitimacy is difficult to verify without additional context, in-
cluding generic account logon or process creation events. Yet, the fea-
tures are extendible to provide customisable security analytics to suit 
the needs of different operating requirements.

To support interpretable frequency-based analysis of LOTL activity 
across time windows, a binary anomaly score of 1 was assigned when a 
feature has been observed. Scores were then aggregated within each 1-
minute interval to generate a composite anomaly score for each minute, 
representing the frequency and intensity of potentially malicious host 
activity. The scores were used in the second-level decision fusion (refer 
to Section 3.2 for aggregation rationale).

4.2.  Identification of cyber-physical threats with first-level decision fusion

To generate a unified view of OT-level anomalies within synchro-
nised time intervals, the process anomalies are correlated with network 
anomalies (specially focusing on OPC UA anomalous write commands) 
to assist operators in determining whether observed process deviations 
on CPS are indicative of cyber-attacks.

The effectiveness of the detection relies on the assumption that 
changes on the physical processes via manual intervention are less fre-
quent in automated industrial processes. If such changes are needed, 
operators usually trigger such change via the use of legitimate user in-
terface, such as HMI and diagnostics tools.

In such cases, a corresponding write command request would be is-
sued from the OPC UA client (such as HMI and diagnostic tools) to OPC 
UA server (such as PLC), a corresponding write command request could 
be found on the network traffic.

When process anomalies were observed by operators without corre-
sponding network anomaly, it is likely that the process anomalies were 
not induced from write commands initiated from OPC UA client, but it 
was resulted from situations that did not initiate OPC UA write com-
mands, such as wear and tear, equipment degradation or other mechan-
ical or electric issues.

Furthermore, other than the predictions by the machine learning or 
deep learning models, process alarms are integrated into the first-level 
decision fusion as additional evidence to substantiate the existence of 
the cyber-physical threats. When the process alarm coincides with de-
tected anomalies in either the physical process or network layer in CPS, 
it reinforces the likelihood of a true cyber-physical attack.

4.3.  Confidence-aware decision logic for first-Level decision fusion

A confidence-aware decision logic was developed to handle poten-
tial issues during aggregation and alignment process, as discussed in Sec-
tion 3.2. As shown in Fig. 4, the availability of process and network data 
is checked at the start of the evaluation. When process data is missing, 
network data becomes the primary signal for decision-making. When 
network data is unavailable, decisions default to process-level indicators 
and the process alarm records. This design ensures maximum coverage 
and interpretability, even under incomplete data conditions. When both 
process and network outputs are available, a confidence-aware decision 
logic is applied to align predictions and resolve conflicts.

In this case, the workflow considers two possible outcomes - aligned 
predictions, or conflicting predictions. When outputs of both models 
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Fig. 4. Activity diagram for first-level decision fusion.

agree, the result is adopted directly. When predictions diverge, conflicts 
are resolved based on confidence scores. Specifically, when the process 
model predicts ’normal’ and the network model indicates ’threat’, the 
process model’s threat class probability is compared against the network 
anomaly score to determine the final label.

However, when the process model predicts ’threat’ and the network 
model indicates ’normal’, the process model’s prediction is prioritised - 
in part due to its supervised nature and higher precision when detecting 
unseen threat cases, as demonstrated in the model evaluation in Sec-
tions 4.1.1 and 4.1.2.

4.4.  Second-level decision fusion for multi-stage APT attack detection

The second-level decision fusion correlates host-based anomalies 
with the OT-level fused results to identify stealthy, multi-stage APT at-
tacks, which typically leverage compromised machines in IT domain as 
a pivot point, and then propagate into OT domain for physical process 
manipulation and disruption.

Correlating multimodal anomalies across IT and OT domains facil-
itates earlier detection of multi-stage APT attack. Host-based IDS gen-
erally lacks visibility into OT process anomalies. Therefore, anomalies 
detected in hosts - such as suspicious abuse of PowerShell-based recon-
naissance and other IT-centric anomalous behaviours - provide Indica-
tors of Attacks (IOA) and Indicators of Compromise (IOC) as upstream 
evidence of adversary presence.

Without periodic cross-domain correlation, a complete understand-
ing of attack progression across IT/OT boundary remains fragmented. 
Therefore, under the assumption that host anomalies do not contradict 
OT anomalies, host anomalies are merged with first-level OT fused re-
sults. This provides a more comprehensive view of threat activity, en-
hancing the visibility across IT/OT domains and reducing the effects of 
data silo.

5.  Experimental result

The effectiveness of the two-level decision fusion approach on de-
tecting multi-stage LOTL attacks in CPS was assessed using the data col-
lected during the simulation of the five-step cyber-physical attack chain 
shown in Fig. 2. Steps 1, 2, and 4 were threats in IT domain such 
as PowerShell-based execution and lateral movement, whereas Steps 3 
and 5 were threats in OT domain related to unauthorised OPC UA 
write commands that impacted the physical process.

5.1.  Result of network anomaly detection model

The performance of the unsupervised model is summarised in Ta-
ble 1. The model is more sensitive but less precise, achieving 45% pre-
cision and 65% recall for attack cases. Many normal instances were mis-
classified as attacks, leading to an overall 76% accuracy.

Fig. 5. Network anomaly scores and write commands count.

Fig. 6. Process anomaly scores and alarm count.

Fig. 5 shows network anomaly scores over 148 one-minute intervals. 
The left Y-axis represents the network anomaly score, where values be-
low 0 indicate anomalies, and values above 0 suggest normal behaviour. 
The right Y-axis tracks the number of unique write targets observed per 
minute.

The orange-shaded region denotes Attack Step 3 (manipulation via 
HMI), the anomaly scores largely remain above 0 (normal) with a few 
anomaly scores with values below 0 (anomaly). This indicates that the 
model struggled to identify subtle changes originating from the HMI. 
In contrast, the red-shaded region denotes Attack Step 5 (manipulation 
via diagnostics tool), shows a cluster of negative anomaly scores, clearly 
detecting command injection via OPC UA diagnostics tool. Non-shaded 
regions do not have adversarial activity over the OPC UA network. Spo-
radic false positives suggest occasional misclassification causing false 
alarms, while twelve borderline cases (8%) fall into marginal zone (-
0.01 and +0.01) in grey-shaded area.

5.2.  Result of process anomaly detection model

The performance of the supervised model is summarised in Table 1. 
It was highly conservative, achieving 100% precision and 38% recall for 
attack cases. It only predicts the attack cases when highly confident, but 
misses 62% of attacks. Overall accuracy was 87%.

Fig. 6 populates the model inference results for the 98 instances. The 
coloured lines (blue, orange, green, red, and purple) represent the pre-
dicted probabilities for five classes. The right Y-axis shows the number 
of alarm triggered, scaled by a factor of 10 for visual clarity.
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Fig. 7. Result of first-level decision fusion.

Table 1 
Performance of individual modalities and fused decision.
 Metric  Network Only  Process Only  1st-Level Fusion
 True Normal (TP)  93  77  107
 False Positive (FP)  24  0  10
 False Negative (FN)  11  13  11
 True Attack (TP)  20  8  20
 Precision (Attack)  45%  100%  67%
 Recall (Attack)  65%  38%  65%
 Accuracy  76%  87%  86%
 F1-score (Attack)  53%  55%  66%
 Macro F1-score  69%  74%  78%

The probabilities of the four threat classes are close to zero for most 
instances, causing their lines to appear visually suppressed beneath the 
dominant normal class (Class 0) curve. No borderline cases with prob-
abilities below 80% for the four threat cases. Notably, the model not 
only flagged the anomalies but also provided interpretable class labels, 
such as conveyor speed manipulation (orange line), enhancing situa-
tional awareness.

5.3.  Result of first-level decision fusion

The confidence-aware logic discussed in Section 4.3 is applied on the 
merged network and process data to handle three critical cases. Firstly, 
to resolve the uncertainty due to missing process data mentioned in 
Section 4.1.1. Secondly, to resolve the borderline cases in network data. 
Lastly, to resolve conflicting predictions between network and process 
models. Fig. 7 shows the result of first-level decision fusion. Ground 
truth labels are shown as red circles and crosses, while light red bars 
denote fused decisions. The fused decisions effectively covered majority 
of the Attack Steps 3 and 5.

To evaluate the impact of first-level OT fusion, we compared detec-
tion performance across network-only, process-only, and fused detec-
tion models altogether in Table 1. The result shows that the first-level 
decision fusion effectively balances precision (67%) and recall (65%) for 
attack cases, reducing false alarms while improving detection compared 
to individual modalities.

The outcome of the first-level decision fusion highlights the com-
plementary nature of the models as different detection models exhibit 
varying performance characteristics. The network model is sensitive 
but noisy, while the process model is conservative but precise. The 
confidence-aware decision logic achieves a balanced detection strat-
egy, improving overall F1-score by 11% or 13% over individual models, 
showcasing it is beneficial to fuse the predictions. Although the fused 
result slightly reduced accuracy (from 87% to 86%), this trade-off is 
justified in detecting rare but potentially devastating incidents. As such, 
recall becomes a more critical metric than precision - failing to detect 
an attack poses a greater risk than tolerating occasional false positives 
for early detection of stealthy attack behaviours.

5.4.  Result of host anomaly detection

Point-based binary scoring is used to calculate the anomaly scores 
on the event logs generated from Wazuh SIEM [18]. As shown on Fig. 8, 

Fig. 8. Host anomaly score.

Table 2 
Detection delays reduced by second-level fusion.
 Attack Step  Step Start  1st-Level Fusion  2nd-Level Fusion  Delays Reduced
 1  14:06  14:10  14:07  3 Min
 2  14:24  14:49  14:24  25 Min
 3  14:58  14:59  14:59  Nil
 4  15:15  15:16  15:16  Nil
 5  15:49  15:51  15:50  Nil

significant anomaly scores are concentrated almost entirely within the 
defined attack window, from 14:00 to 16:00 UTC time.

Anomaly scores in normal operation stage (non-coloured areas) are 
near zero. Then, emerging anomaly scores are observed in Attack Step 
1 (light yellow). Spikes of high anomaly scores are observed in Step 
2 (light green) and Step 4 (purple), demonstrating the current scoring 
mechanisms effectively detect IT-centric threats related to LOTL tech-
niques.

5.5.  Result of second-level decision fusion

Referring back to the multi-stage attack chain in Fig. 2, the follow-
ing analysis discusses how each stage was simulated and detected. Fig. 9 
overlays host anomaly scores with first-level OT fusion results, incorpo-
rating process alarms, OPC UA write requests, and OT anomalies. Ta-
ble 2 shows that second-level fusion detects earlier than first-level fu-
sion, reducing delays by 3 minutes (Step 1) and 25 minutes (Step 2), 
which is critical for detecting cyber-initiated physical threats.

Attack Step 1 (Initial Access to Operator Desk) is mainly dominated 
by host anomaly scoring, reflecting stealthy IT-centric attacks. Indeed, 
this step simulates attackers leveraging Windows-native Server Message 
Block (SMB) remote services (T0886) via CrackMapExec and smbmap 
on Kali Linux [64]. The fused anomaly log highlights abuse of NTLMSSP 
authentication service.

Attack Step 2 (Discovery and Execution) triggers elevated host 
anomaly scores despite no observations in OT anomalies. The spike re-
flected unsuccessful attempts to download LOLBins (e.g., procdump.exe) 
using Invoke-WebRequest cmdlet. Except for this spike, the point-
based binary scoring was able to detect stealthy information extraction 
from Operator Desk to Kali Linux, involving PowerShell, command-line 
scripts (T0807) and Impacket (S0357).

Attack Step 3 (Manipulation of Physical Process via HMI) shows 
overlapping spikes in host anomaly scores, process alarm counts, and 
OT anomalies, reinforcing this step as a critical crossover point. A spike 
on host anomaly score was observed at the start of Attack Step 3, which 
was related to remote login using xfreerdp3 from Kali Linux. Upon suc-
cessful remote access to Operator Desk, subsequent manipulations via 
HMI were detected through OT anomalies. The spikes on threshold-
based process alarms and OPC UA write requests confirmed safety issues 
and cyber-physical threats, even when process alarms were immediately 
suppressed during simulation.

Attack Step 4 (Lateral Movement to Engineering Workstation) again 
shows elevated host anomalies, with no OT anomalies observed. This 
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Fig. 9. Result of second-level decision fusion.

Fig. 10. One record extracted from the fused anomaly log.

aligned with the expectation that the attack simulated during the period 
were mostly related to reconnaissance and exfiltration of project files in 
Engineering Workstation using PowerShell on compromised Operator 
Desk.

Attack Step 5 (Manipulation of Physical Process via Diagnostics 
Tool) displayed multiple indicators, including multiple instances of OT 
anomalies, increased write commands and process alarms. The result 
confirmed remote manipulation using OPC UA diagnostics tools was 
done to read tags and issue write commands, resulting in observable 
disruptions to physical processes.

Crucially, no significant false positives in normal time windows (be-
fore 14:00), highlighting the precision of the fusion logic. The temporal 
aggregation and alignment strategy in the two-level decision fusion ap-
proach showed not only an understanding of what occurred, but also
when and how each attack stage progressed from IT-based attacks to 
physical manipulation.

Overall, this approach support early detection, enables contextual 
linking of adversarial activities across IT/OT domains, and enhances 
situational awareness of multi-stage threats, supported by data visual-
isation and cyber-physical threat summary. The outcome of the exper-
imentation reinforces the value of multimodal correlation in detecting 
stealthy, multi-stage cyber-physical attacks that leverages LOTL tech-
niques.

To aid interpretation, a fused anomaly log integrates detections into 
unified, time-aligned records with interpretable justifications. A repre-
sentative case is shown in Fig. 10: host anomaly score of 12 reflects 
NTLM relay abuse and privilege escalation, while the OT anomaly was 
detected via network score of -0.044. Associated MITRE ATT&CK [11] 
techniques such as T1550.002 (Authentication by Pass the Hash) and 
T1105 (Ingress Tool Transfer) are shown.

Fig. 11. LLM-generated text related to Fig. 10.

Fig. 12. LLM-generated summary for entire anomaly log.

To further improve interpretability and enhance cyber situational 
awareness, we experimented with a publicly available Large Language 
Model (LLM), Gemini 2.5 Flash [69], to automatically summarize fused 
anomaly logs. Fig. 11 highlighted what and when happened across 
IT/OT domains.

Furthermore, Fig. 12 shows an LLM-based threat summary. Schedul-
ing periodic reports (e.g., hourly or daily) from the LLM could sup-
port continuous monitoring across domains, giving analysts situational 
awareness to identify stealthy LOTL campaigns that single-alert triage 
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might miss, and this approach may warrant future validation in opera-
tional settings.

6.  Discussion

While it is possible to detect APT attack behaviours using traditional 
security monitoring approaches - such as host-based IDS, network traf-
fic analysis, or rule-based event correlation - these methods often siloed 
and lack visibility into the physical impact of cyber attacks. In contrast, a 
Digital Twin-based testbed enables safe, repeatable simulation of IT/OT 
threats and facilitated evaluation of detection capability, i.e. multimodal 
anomaly correlation from heterogeneous data sources demonstrated in 
this study. The testbed added significant value by enabling validation 
of our two-level decision fusion approach, supporting proactive threat 
hunting and detection engineering without impacting physical opera-
tions in real world.

6.1.  Responding to research questions (RQ)

This study hypothesised that correlating physical anomalies (cap-
tured using a Digital Twin) with network and host anomalies would 
facilitate early detection of stealthy, multi-stage cyber-physical attacks. 
The experimental results provide empirical support for this hypothesis. 
In light of our findings, we address the research questions stated in Sec-
tion 1.1 as follows:

RQ1: Integrating commercial IT/OT software and open-source secu-
rity tools enabled the creation of a realistic yet safe simulation envi-
ronment, allowing for safe and repeatable simulation and detection of 
multi-stage LOTL techniques that cannot be tested in production envi-
ronments due to safety and availability concerns.

RQ2: The one-minute temporal aggregation and alignment strategy 
proved effective in correlating OT network and process anomalies. While 
neither modality alone provided sufficient visibility of the attack pro-
gression, the confidence-aware decision logic in the first-level fusion 
successfully balanced precision and recall for attack cases, resulting in 
reduced false positives.

RQ3: The host anomaly scoring method effectively captured stealthy 
LOTL activity at a per-minute resolution. By correlating host and OT 
anomalies, a unified and interpretable anomaly log was generated. Ad-
ditionally, LLM enabled the summarization of anomaly logs into human-
readable insights, enhancing analyst interpretability and improving sit-
uational awareness.

Overall, our approach unifies host, network, and process data via 
time-synchronised decision fusion, offering a holistic, interpretable view 
of multi-stage APT activity that would otherwise remain fragmented.

6.2.  Strengths of our approach

Holistic Visibility Across IT/OT Domains: The two-level decision 
fusion provides unified anomaly view across cyber-physical layers. The 
first-level fusion, which focused on process and OT network anoma-
lies, has limited visibility over host-based intrusion such as malicious 
user activities (e.g. pass-the-hash). As shown in Table 2, the second-
level fusion compensates for this gap by reducing detection delays for 
initial access and discovery steps, whereas later attack steps were suffi-
ciently captured by first-level fusion. The one-minute aggregation ampli-
fies stealthy, staged patterns, and helps trace attack progression across 
modalities, reducing the risk of misinterpreting isolated signals.

Explainability and Interpretability: The models for OT anomalies 
provides contextual anomaly scores, while the scoring method for host 
anomalies, leveraging existing open-source host-based IDS, maps detec-
tions to MITRE ATT&CK techniques. This approach avoids model train-
ing complexity while yielding actionable insights, supporting human-in-
the-loop decision-making.

Flexibility and Extensibility: The host anomaly scoring system is 
extensible to include data from NIDS (e.g., Suricata [37]) or host teleme-

try (e.g., CPU, memory usage). Likewise, the confidence margins in the 
first-level fusion can be tuned based on the organisational risk appetite. 
This enables adaptable detection strategies tailored to different risk pro-
files.

6.3.  Limitations and opportunities

Visibility of Short-Lived or Transient Anomalies: As outlined in 
Section 3.2, the one-minute aggregation strategy may reduce visibility 
into brief attacks. However, it was intentionally selected for balancing 
detection efficacy and deployment simplicity. Importantly, it remains 
suitable for detecting LOTL attacks, which tend to unfold gradually 
rather than brief bursts.

Limited Root Cause Analysis: The system highlights behavioural 
anomalies and indicators of staged attacks, but does not infer root 
causes. Future work will explore mapping detection results to MITRE 
ATT&CK mitigations [11] and incorporating this into a dashboard for 
proactive threat hunting and investigation support. Additionally, we aim 
to explore the critical question of ’When is the optimal time to alert?’ in 
multi-stage attack scenarios, with a focus on triggering alerts based on 
inferred root causes rather than isolated symptoms.

Scalability: The current implementation, focused on a pick-and-
place process, run on a Windows 11 workstation (Intel Core i5 @ 
2.6GHz, 16 GB RAM) for 2.5 hours, with a Tesla T4 GPU for model 
training and inference. Results suggest that initial experimentation is 
feasible on a standard workstation running several virtual machines. 
The architecture based on Siemens NX MCD [57] and PLCSim Advanced 
[58] also supports hardware-in-the-loop configurations and can extend 
to multi-Digital Twin setups or physical assets via OPC UA and other in-
dustrial protocols. Future work will assess resource needs in large-scale 
industrial settings.

Generalisability: While the fusion strategy is demonstrated through 
a single detailed case study as a proof of concept, our work is delib-
erately designed as a technology- and model-agnostic framework that 
provides that a flexible foundation for incorporating other cross-domain 
LOTL attack techniques or physical processes. More generalisable stud-
ies can be built upon this detection framework without altering the core 
architecture, enabling detection across larger datasets or multi-process 
environments, provided thta the underlying detectors (e.g., for process, 
network, or host data) are appropriately trained and configured, and 
that outputs from multiple processes can be aligned to a common time 
anchor. While the framework is theoretically generalisable, further em-
pirical validation through additional case studies is necessary to sub-
stantiate this claim and this lies beyond the scope of the current work.

Dataset Benchmarking Limitation: While our dataset benefits from 
high fidelity and repeatability, and captured a representative multi-stage 
LOTL attack chain, it is constrained to a single pick-and-place process, 
limiting generalisability. A further limitation is the loss of 50 minutes 
of process data during simulation due to Siemens NX MCD memory 
constraints. These gaps were reconstructed using timestamps (see Sec-
tion 3.5.1) and mitigated through confidence-aware fusion logic (see 
Section 4.3). Another limitation is the lack of publicly available multi-
modal datasets combining IT and OT evidence - host logs, OPC UA net-
work traffic, and process signals - for multi-stage APT detection. As such, 
direct benchmarking against datasets such as Secure Water Treatment 
(SWaT) dataset [20] is infeasible. Instead, we established internal base-
lines for evaluating detection performance across individual and fused 
modalities. To enhance realism and reproducibility, the testbed incor-
porated commercial-grade ICS applications, OPC UA, and emulated APT 
scenarios using security tools in Kali Linux [64]. For transparency, our 
dataset and code are released on GitHub.

Reliance on Expert-Defined Fusion Rules: The fusion logic is 
knowledge-driven, offering interpretability but reduced adaptability. 
Future work could explore supervised learning methods (e.g., decision 
tree-based fusion) to automate correlation rule learning once labelled 
fusion datasets are available.
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7.  Conclusion and future work

This study presented a two-level decision fusion approach using a 
Digital Twin-based testbed to detect stealthy, multi-stage cyber-physical 
attacks leveraging Living off the Land (LOTL) techniques in industrial 
CPS and ICS. To provide comprehensive, realistic experimentation, we 
integrated commercial-grade ICS software, OPC UA protocol, and secu-
rity monitoring tools to simulate a five-step APT-style attack chain.

Experimental results shows that the first-level fusion strategy en-
hances OT-level visibility by combining supervised deep learning pre-
dictions on process data, unsupervised anomaly detection on OPC UA 
network traffic, and process alarm signals. The second-level fusion en-
hances situational awareness by integrating host-based anomaly scores 
derived from Wazuh alerts. Together, this layered fusion approach en-
ables a holistic and interpretable view of cyber-physical threat progres-
sion, improving detection performance than models using single modal-
ity alone. Overall, we show multimodal anomaly correlation signifi-
cantly improves early threat detection across IT and OT domains.

Future work will focus on extending this approach to real-world envi-
ronments, through hardware-in-the-loop integration and validating the 
fusion strategy across diverse industrial settings. We also plan to explore 
automated decision fusion logic using supervised models, once sufficient 
labelled data are available. In addition, we aim to map fused alerts to 
MITRE ATT&CK mitigations and use an LLM-based playbook to guide 
analysts on both immediate responses (e.g., threat investigation) and 
longer-term root-cause actions, such as reviewing user account man-
agement on affected devices (e.g. ATT&CK mitigations M1018), helping 
to prevent recurrence and reduce reactive responses. Finally, we will 
expand scenario diversity - such as incorporating Linux-based LOTL at-
tacks and Command-and-Control (C2) infrastructure - and collaborate 
with the research community to establish benchmarking standards for 
cyber-physical attack detection datasets.
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