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Wha t  is  Online  
S urve illa nc e ?

• Soc ia l me dia  = 
conne c tion, ma inta in 
re la tions hips , 
be longingne s s  (Kus s  & 
Griffiths , 20 11)

• Proble matic , 
Pre occupa tion & 
Dis inhibite d (Acquis ti, 
Brandimarte , & 
Loe we ns te in., 20 20 )

• Soc ia l Me dia  prope lle d 
individua ls  into a  
s urve illance  culture , 
promoting obs e rvant 
ac tions  and s ta lking 
me nta litie s  (Lyon, 20 17).

• “Cre e ping, Lurking, 
Online  Monitoring, 
Ele c tronic  Surve illance , 
Informa tion Se e king, 
Cybe rs ta lking” 

The  Re s e a rc h Ga p  

• Exis ting s ca le s  ofte n 
focus  na rrowly on 
e xtre me  be haviours  
(e .g., cybe rs ta lking) 

• Ne gle c ting the  wide  
s pe c trum of e ve ryday 
s urve illance . 

• Cre a te s  a  knowle dge  
gap on how normalis e d 
online  be haviours  (e .g., 
Cre e ping) can e s ca la te  
into de viance . 

• Without a  me as ure , it is  
difficult to inve s tiga te . 

P ros oc ia l 
Conne c t ion Cyb e rs ta lking

The  Und e fine d  
Mid d le  Ground



A Mult i-P ha s e  J ourne y from  Conc e p t  to  Va lida te d  
S c a le



La ying  the  Founda t ion (Ite m  De ve lopm e nt )

Part 1: Induc tive  Approach (Qua lita tive  S tudy) 

Pa rt 2: De duc tive  Approach (Lite ra ture  Re vie w) 

166 items were created to capture the full behavioural spectrum

Qualita tive  
Ins ights

Lite ra ture  & 
Evide nce

Us e r Ac tions  
Sub-Sca le  

Pas s ive

Active  

Inte rac tive

Motive s / Inte nt 
Subs ca le

Emotiona l S ta te

Re la tiona l 
Conne c tion

Initia l Ite m 
De ve lopme nt



Conte nt  Va lid ity: Expert Review Process 



Fa c e  Va lid ity: Cognitive Interviews

16 8  initia l ite ms

151 ite ms  re ta ine d 
pos t e xpe rt re vie w

113  ite ms  
re ta ine d pos t 

cognitive  
inte rvie ws

P roc e s s

• Aim: Eva lua te  face  va lidity; whe the r ite ms  a re  
unde rs tandable  and appe ar re le vant to non-
e xpe rts

• Method: 12 pa rtic ipants  individua l cognitive  
inte rvie ws ; a  te chnique  us e d to e va lua te  
inte rpre tability of s ca le  ite ms . 

• Techniques used: ‘Think a loud’ e xe rc is e s , 
pa raphras ing, compre he ns ion and ge ne ra l probe s .

• Analysis: d’Arde nne  and Collins  (20 15) cognitive  
frame work of s urve y re s ponding.

• Outcome: 
• Fe e dback le d to ke y re vis ions  for c la rity and 

inc lus ivity or de le tion of ite ms . 
• E.g., Wording was  re fine d, “brows e ” change d to 

“s c roll”



P ilo t  S tudy: Pretesting items

Group Form a t N KMO Fa c to rs Va ria nc e
Re ta ine d  
Mode l

A Labe lle d 172 .75 6 4 5.7%  S ix-fac tor

B Unlabe lle d 135 .6 4 5 4 6 .3% —

Purpose: To compare  two ve rs ions  of 7-point Like rt s ca le ; one  with e ve ry point labe lle d, and one  with only 
e ndpoints  labe lle d.
Method:
• 30 7 pa rtic ipants  comple te d 113  ite m s ca le  online
• Explora tory Fac tor Ana lys is  (EFA) us ing Princ ipa l Axis  Fac toring
Results:

Decision: The  labe lle d ve rs ion produce d more  dis tinc t cons truc ts  and was  s e le c te d for full e va lua tion.



S c a le  Eva lua t ion: Item Reduction and  Cross-
Va lida tion
S a m p le  (N = 16 4 1)

• Re cruite d via  Prolific  (s oc ia l me dia  us e rs , >18  ye ars ).

• De mographics : 
• Fe male  = 8 70 , Ma le  = 758 , NB = 9 , Othe r = 4 ; 

• Mage = 42.65;

• Dive rs e  re la tions hip s ta tus e s . 

Me thodology:

• Data screening: Rigorous  che cks  for accuracy, mis s ingne s s  and outlie rs  (Maha lanobis  D² > 159 .4 ; 
n = 9 ). Non-normality was  e xpe c te d and addre s s e d with appropria te  s ta tis tica l me thods . 

• Cross-validation design: Sample  was  randomly s plit us ing a  Soloman (duple x) me thod to c re a te  2  
inde pe nde nt s ubs ample s , e ns uring ge ne ra lis ability. 

Tota l Sample  (N 
= 16 41)

Subs ample  A (n 
= 8 21) EFA

Subs ample  B (n 
= 8 20 ) CFA



S c a le  Eva lua t ion: Item Reduction and  Cross-
Va lida tion
S ta ge  1: EFA S ubs a m ple  A

• 113  ite ms  ana lys e d us ing Princ ipa l Axis  Fac toring with oblimin rota tion and polychoric  
corre la tions  to  handle  ordina l da ta .

• Initia l mode l s howe d poor fit (CFI = .41, RMSEA = .187).

• Ite ms  with low communalitie s  < .30 , we ak loadings  < .40 , or c ros s -loadings  ≥ .30  we re  
ite ra tive ly re move d.

S ta ge  2 : CFA S ubs a m ple  B

• The  re fine d mode ls  from the  EFA we re  te s te d on the  inde pe nde nt s e cond s ubs ample . 

Mode l Com pa ris on

Mode l χ²(df) CFI TLI RMSEA [9 0 % CI] De c is ion

5-Fac tor 43 ,439  (2,773) .36 .35 .13  [.13–.14] Poor fit

6 -Fa c to r 11,3 4 7 (1,0 6 5 ) .9 8 .9 8 .11 [ .11–.12] Re ta ine d



S c a le  
Eva lua t ion: Item 

Reduction and  
Cross-Va lida tion



S c a le  Eva lua t ion: Construct Va lid ity 



S c a le  Eva lua t ion: Construct Va lid ity 
Curre ntly ana lys ing the  re s ults ! 

S MS S  S t ruc tura l 
Va lida t ion  (EFA/ CFA)

Conve rge nt  Va lid ity
• S D3
• GAD-7
• BS MAS

Dive rge nt  Va lid ity
• TEQ
• P TM-R

De m ogra phic  Te s t ingRe s pons e  Form a t  S t ruc tura l Equa t ion  
m ode lling



Cont ribut ion 

Re s e a rc he rs : 
Enable s  pre c is e  
inve s tiga tion into 
the  be ne fits  and 

cons e que nce s  of a  
wide  s pe c trum of 
online  be haviours

Clin ic ia ns : Offe rs  
a  tool to a s s e s s  

pa tte rns  of online  
monitoring tha t 

may indica te  
re la tiona l dis tre s s  

or obs e s s ive  
te nde nc ie s

P olic y & 
Educ a t ion: 

Informs  
inte rve ntions  

a ime d a t 
promoting digita l 

we llbe ing and 
mitiga ting online  

ha rms . 



Tha nk you fo r 
lis te ning!
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