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Abstract—Data privacy protection and secure sharing are the
main issues faced by smart healthcare IoT systems. In medical
uses, patient health information is frequently kept in the cloud,
which limits the user’s ability to entirely control their data. Ad-
ditionally, standard encryption keys do not sufficiently mitigate
the risks posed by malicious entities like compromised cloud
service providers. To address these issues, blockchain technology,
combined with Internet of Medical Things (IoMT) can securely
safeguard patient medical records through a peer-to-peer, secure,
and collective ledger. Therefore, we propose a novel IoT-driven
architecture that leverages blockchain technology to protect
patient medical files from tampering and unauthorized access.
This architecture integrates patient medical files with blockchain
and is enhanced by a combination of Bidirectional Long Short-
Term Memory (BiLSTM) networks and Convolutional Neural
Networks (CNN). Utilizing blockchain for the transmission of
encrypted data significantly strengthens data security and min-
imizes the risk of data breaches. The process of generating
encryption and decryption keys through a coupled CNN and
BiLSTM ensures the robustness and uniqueness of these keys.
Additionally, the selection of the best key is performed using
the Gradient Descent Optimization Algorithm (GDOA), which
demonstrates the effectiveness and efficiency of the encryption
and decryption process. We also compare the implementation of
our model with existing technologies, assessing its performance
based on various metrics, including restoration efficiency, re-
sponse time, record time, key generation time, encryption time,
decryption time, turnaround time, and overall running time. Qur
proposed method is confirmed to be more effective than current
techniques in terms of these performance metrics.

Index Terms—Blockchain, Hyperledger Fabric, IoMT, AES +
Twofish, BILSTM, GDOA.

I. INTRODUCTION

FTER decades of development, healthcare management

systems have leveraged the rapid advancement of Internet
technologies to achieve remarkable progress in various areas,
including both front-end and back-end systems [1]. This
evolution has streamlined traditional record-keeping systems
designed for diagnosis, patient management, equipment man-
agement, treatment, and so on [2], [3]. Meanwhile, maintaining
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personal healthcare data or patient medical files remains a
crucial responsibility for hospitals.

Data confidentiality must be carefully protected, whether
during personal use by patients or in academic exchanges
between hospitals. Ultimately, the beneficiaries of these data
movements are the patients themselves. Therefore, it is im-
perative to address the challenges associated with patient file
storage systems as a critical issue to ensure accurate diagnoses,
high-quality services, and effective treatments for patients [4],
(51, [6].

The healthcare industry is undergoing a major transfor-
mation due to the integration of Internet of Things (IoT)
technologies. This development facilitates the use of con-
nected IoT devices that can collect, process, and exchange
healthcare data across various operational tasks [7]. The IoT
offers significant potential for improving healthcare outcomes,
enhancing care quality, and increasing operational efficiency
while reducing costs through the continuous collection, anal-
ysis, and sharing of data. Modern medical remote monitoring
tools, sensors, wearable devices, and mobile applications are
fundamental in this specific field [8]. Compared to outdated
healthcare infrastructures, the IoT integrates these technologies
to enable constant data gathering, transmission, and analysis,
creating new avenues for medical record monitoring and
exchange. The implementation of IoT in healthcare has already
shown promise in reducing hospital visits, shortening patient
stays, and cutting associated healthcare costs [9]. Additionally,
IoT technology addresses multiple challenges in traditional
healthcare systems by providing real-time access to patient
information, empowering patients, enhancing telemedicine ca-
pabilities, predicting disease outbreaks, improving operational
workflows, and optimizing resource distribution [10].

IoT is a persuasively growing communication technology
that aims to dominate the conventional concepts of network
communication. It is significantly expanding to assist every as-
pect of our lives through its applications, such as smart homes,
smart agriculture, smart transportation, and smart health care
[2], [3]. The applications of IoT in the industrial sector are
also grabbing considerable attention in the present era and
are intensively acknowledged as industrial IoT. While IoT
has great potential to transform healthcare, several significant
challenges still impede its widespread adoption. Data security,
privacy, transparency, interoperability, reliability, and scalabil-
ity concerns are among the most critical issues. Additionally,
problems such as data manipulation, risk of single points of
failure and data overload should be considered to confirm
the safe use of IoT devices in healthcare [11]. Protecting
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sensitive patient data requires the implementation of robust
strategies to mitigate vulnerabilities within medical IoT de-
vices. The diversity of IoT healthcare devices from different
manufacturers often creates challenges with interoperability,
both between the devices and with existing healthcare systems.
This underscores the urgent need for effective solutions to
ensure seamless interoperability. Additionally, scalability is
a significant concern, especially as healthcare systems in-
creasingly adopt IoT devices and encounter growing demands
for infrastructure and data management [12], [13]. Many
healthcare [oT systems depend on centralized platforms, which
can present significant vulnerabilities and potentially result
in single points of failure. Moreover, ensuring reliable, low-
latency and stable connectivity for Internet of Medical-Things
devices within smart hospitals is still a considerable challenge
for research scholars [14], [15].

The application of blockchain technology to healthcare
holds significant promise in solving various problems. How-
ever, several critical challenges remain for blockchain-based
healthcare, particularly in enhancing security protocols to pro-
tect against attacks that target trust-building consensus mecha-
nisms [16]. Research of healthcare blockchain should address
scalability concerns, minimize computational requirements,
establish robust regulatory frameworks to protect privacy,
and foster confidence among shareholders involved in patient
medical file sharing [17]. Future advancements should focus
on enhancing blockchain interoperability in improving IoT
healthcare techniques for larger ability, optimizing consensus
algorithms and pharmacological supply chains, and assimi-
lating blockchain technology with cloud setup to minimize
storage overhead and streamline control [17]. Also, research
should focus on enhancing usability through improved user
interfaces, the implementation of incentive systems, the vali-
dation of personal health records, and biometric authentication
regarding cost-effectiveness and security [18], [19].

Blockchain applications in the healthcare sector are diverse,
including patient data management, supply chain management,
clinical trials, medicine traceability, invoicing, and claims
adjudication [20]. Supply chain management is a particu-
larly interesting area for blockchain integration. Healthcare
organizations face increasing pressure due to rising patient
dissatisfaction, escalating healthcare costs, and decreasing re-
imbursements for services [21]. These demands have prompted
healthcare providers to seek solutions capable of tackling such
difficulties while accommodating technology improvements
and growing expenses [22], [23]. Supply chain management
is essential for minimizing costs and achieving organizational
goals. It involves overseeing the movement of products, infor-
mation, and finances among supply chain participants to ef-
fectively meet customer demand. However, healthcare supply
chain management faces unique challenges, as any disruptions
in this system can jeopardize patient safety and potentially lead
to tampering or breaches of medical information [24], [25].

1) Research gaps: In the medical field, there are many
benefits of IoT sensors to collect patient data, which has led
to the creation of enormous quantities of health information
that must be securely transmitted and stored. However, this
poses a substantial issue as the data can be intercepted by

unauthorized entities, theoretically leading to confidentiality
breaches. Therefore, the absence of collective safety measures
across many Internet of Medical Things (IoMT) platforms
presents a severe difficulty in protecting the security and
privacy of IoMT data.

To address these issues, this work proposes the development
of a patient medical file and supply chain management model
that integrates the Hyperledger Fabric blockchain with an IoT-
based architecture [17], [26]. Therefore, the envisioned method
increases privacy and security in terms of access control. Ac-
cess control policies are well-defined to confirm that only the
consumers who have the authorization can access the patient’s
medical file, whereas contracts are stored inside the blockchain
[27]. These rules, describing distinct user roles, are recorded
in X.509 digital certificates [28]. The suggested IoT-based
blockchain approach tackles scalability and interoperability
difficulties typical in smart health applications. A personalized
consensus code will be created to address the special require-
ments of blockchain-based IoT hospital applications [29], [30].
This protocol enables consensus via data transaction valida-
tion, as opposed to concentrating exclusively on transaction
syntax. Given the dense topologies characteristic of healthcare
facilities, such as hospitals, creating data-centric consensus
methods is vital for efficient IoT integration [31]. The ability
estimation stage will focus on the computational resources and
time required for tasks such as creating, reading, updating,
and retrieving asset history, which are commonly associated
with blockchain applications, to assess the viability of the
proposed system [32]. By integrating blockchain technology
with a comprehensive access control management system that
governs resource sharing, the main goal is to mitigate risks to
data security and integrity.

To improve security and avoid privacy violations, remote
patient and other healthcare institutions often set up their
wellness programs in safe settings, such as private networks
with firewalls [33]. This makes it difficult to conduct col-
laborative medical research and provide services since many
healthcare organizations have disjointed medical data silos
[34]. Therefore, maintaining patient confidentiality, avoiding
data breaches, and guaranteeing the safe delivery of healthcare
via cloud-based platforms all depend on securing the privacy
and security of IoT-based medical data [35]. To safeguard
IoT medical data, strong security mechanisms like access
restriction and encryption must be put in place. Also, privacy
and security can be improved by examining intricate patterns
in the data, assisting in the creation of robust encryption keys,
enabling proactive threat mitigation and enhancing anomaly
detection via deep learning techniques and real-time monitor-
ing [28].

2) Main contribution: The novelty and contribution of this
work is summarized as follows.

(a) We propose a novel deep learning-based encryption and
decryption key generation model that combines a Bi-
directional Long Short-Term Memory (BiLSTM) neu-
ral network model with Convolutional Neural Networks
(CNN). This model ensures the safe transmission of
medical data that is collected from IoT sensors.
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(b) We further optimize the encryption and decryption pro-
cess by selecting the most appropriate cryptographic key
through the Gradient Descent Optimization Algorithm
(GDOA). This optimization approach enhances the sys-
tem’s efficiency and robustness, ensuring that the key
selection process contributes to the overall performance
of the encryption framework.

(c) We enhance symmetric searchable encryption with a
Bloom filter, keywords within medical data that are
hashed and mapped to the filter, enabling secure and
efficient searches on the encrypted data. This approach
ensures that patient privacy is protected during data
sharing while meeting the need for safe data access.

(d) We evaluate performance of the proposed solution and
discuss the comparative analysis of the experiments. The
proposed solution is a reliable way to protect patient med-
ical files through a peer-to-peer distributed, secure, and
shared ledger. Experimental results prove the efficiency
of the proposed scheme over the existing schemes.

This paper is organized as follows. Section II reviews the
existing solutions that use blockchain technology for managing
patient medical files. Section III provides an overview of
Hyperledger Fabric as a blockchain platform. Section IV
discusses the system model and method of the proposed
system. Section V shows the experimental results, performance
evaluation, and comparative analysis of the proposed solution.
Finally, Section VI concludes this paper and suggests future
work.Table I presents the notations and symbols used in this

paper.

II. RELATED WORK

The security of patient medical files presents critical chal-
lenges in healthcare systems. These records contain com-
prehensive patient data vital for treatment and diagnosis,
necessitating robust protection to ensure patient privacy [26],
[36]. Real-time monitoring, improved patient experiences, and
improved treatment results are just a few of the notable ad-
vancements brought about through the IoMT’s quick develop-
ment in the healthcare industry [37]. Patient data is usually sent
to cloud servers and edge devices in an IoMT environment for
processing and analysis. IoMT equipment, such as biosensors
and smart wearables, is used by healthcare practitioners to
remotely monitor patients and make data-driven choices in
real-time. However, there are several difficulties in using these
devices because of their sensitive nature and the amount of
data they produce. The IoMT ecosystem’s cybersecurity flaws
and experts’ growing knowledge of these threats have been
the subject of in-depth research [38].

Cloud-based solutions are frequently used to manage the
substantial data produced by IoMT devices, given their
scalability, privacy, safety, remote accessibility, and cost-
effectiveness [39]. Despite these advantages, cloud environ-
ments introduce several security concerns. Several recent data
breaches have exposed the risks associated with cloud-hosted
data, highlighting the potential for unauthorized access to
sensitive information [40]. Data created by IoMT that includes
private and sensitive information shouldn’t be made public

TABLE I: LIST OF NOTATIONS

Symbols Description

E Encryption function

D Decryption function

AES Advanced Encryption Standard

CDOA Detailed Descent Optimization Algorithm
CNN Convolutional Neural Network
BILSTM  Bidirectional Long Short-Term Memory
R? Coefficient of determination (accuracy metric)
MAE Mean Absolute Error

RMSE Root Mean Square Error

IoMT Intranet of Medical Things

ZKP Zero-Knowledge Proof

KK Cryptographic key

Tene Encryption time

Tdec Decryption time

Tresp Response time

CRL Certificate Revocation List

(C] Sigmoid functions

b Bias vectors

w Weight matrices

Yt Input vector

qt—1 Memory cell state

R Self-attention layer

Dt Stored cell

[41]. There are serious privacy and integrity issues when
this data is stored in external cloud services. Because cloud
operations are opaque, cloud service providers (CSPs) may
employ backup copies to keep access to stored data. Although
encryption provides some security, it may ultimately be broken
by advances in computing power, giving hackers access to
private data. CSPs may nevertheless have administrative access
to the data without user authorization, even though access
control systems are intended to prevent unwanted access [42].
As a result, cloud-based IoMT data is still susceptible to
external attackers as well as malevolent CSPs, highlighting
the need for stronger security protocols and more openness.
Several research initiatives have concentrated on improving
security and privacy to solve the issues surrounding the
sharing of personal health data. For example, Kabra et al.
[43] suggested a new frontier blockchain to secure patient
data, which effectively detects cyberattacks by combining
cloud computing with a unique BiLSTM network. Rehman
et al. [44] created a more effective and reversible blockchain-
based hybrid technique for [oMT-based systems in response to
concerns about data confidentiality. Additionally, Ramani et al.
[45] used a federated learning method by combining key blind-
ing, proxy re-encryption, and the Ciphertext-based Encryption
algorithm to define a new fine-grained data-sharing system. In
cloud-assisted IoMT systems, this technique provides flexible
modifications to user access rights. Table II shows overview
of existing solutions over different features like scalability,
privacy, storage, CIA (Confidentiality, Integrity, Availability),
and consensus. The table demonstrates that some existing solu-
tions use Hyperledger Fabric blockchain, and Kafka consensus
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TABLE II: Our proposed solution comparison with existing work

Solutions Blockchain Scalability Privacy Storage CIA Consensus
[48] Dual-channel No No Decentralized Partial PBAS
[46] Hyperledger Fabric Yes Yes Decentralized Full Kafka
[47] Hyperledger Fabric Yes Yes Hybrid Partial PBFT
[49] Hyperledger Besu Yes No Decentralized Full IBFT
[50] Ethereum Yes No Decentralized Partial PBAS
[43] Ethereum No No Cloud Partial BFT
QOur solution  Hyperledger Fabric Yes Yes Decentralized Full Kafka

mechanism[46], [47]. However, some solutions did not ensure
scalability and privacy[43], [48], [49]. Also, some solutions
are not fully decentralized and did not address CIA [43], [48],
[50].

III. OVERVIEW OF HYPERLEDGER FABRIC

Hyperledger Fabric is a modular, enterprise-grade consor-
tium blockchain platform that supports the development of
scalable and secure distributed applications [36]. Unlike pub-
lic, permissionless blockchains such as Ethereum or Bitcoin,
Fabric provides fine-grained access control and customiz-
able consensus mechanisms, making it ideal for scenarios
where privacy and trust are critical—such as medical data
management [29]. In Hyperledger Fabric based medical data
systems, only registered and authorized individuals can access
sensitive medical information, ensuring data confidentiality.
By leveraging smart contracts, Fabric offers an immutable and
secure transaction history accessible to all relevant parties,
guaranteeing data provenance and eliminating the need for
intermediaries. Hyperledger Fabric has the following features.

o Architecture and Transaction Flow: The platform follows
an execute-order-validate model, dividing transaction pro-
cessing into three distinct phases: execution, ordering,
and validation. These steps are handled by separate
components, allowing for greater flexibility and scalabil-
ity. Fabric’s network components operate within Docker
containers, ensuring resource isolation and deployment
consistency.

o Consensus and Privacy: Hyperledger Fabric supports
pluggable consensus protocols, including Kafka with
Zookeeper and Practical Byzantine Fault Tolerance
(PBFT), which enhance efficiency and reduce energy con-
sumption compared to traditional proof-of-work systems.
Its permissioned architecture, combined with private data
collections, ensures confidentiality and controlled data
sharing between organizations.

e Network Organization and Governance: Participants in
Fabric are grouped into organizations, each representing
a real-world entity. Transactions are governed at the
organizational level, enabling entities that may not fully
trust each other to collaborate under shared governance
models, supported by legal agreements or dispute resolu-
tion processes.

e Smart Contracts and Chaincode: Smart contracts, known
as chaincode in Fabric, define the business logic and
are implemented using general-purpose programming
languages such as Java, Go, and Node.js. Chaincode
packages one or more smart contracts and is deployed
across the network. The ledger consists of a blockchain
for transaction records and a world state database for
current data, both of which smart contracts can interact
with. Endorsement policies specify which organizations
must approve transactions before they are committed to
the ledger.

o Identity and Security: Identity management in Fabric
relies on X.509 digital certificates, issued by trusted Cer-
tificate Authorities (CAs). These certificates use public-
private key pairs and digital signatures to authenticate
participants and secure communications, ensuring data
integrity and trust across the network.

IV. SYSTEM MODEL AND METHOD

This section presents the system model of the proposed
Hyperledger fabric based IoMT system, and the proposed
method of machine learning-based encryption and decryption.

A. System Model

Fig. 1 illustrates the system model of the proposed Hyper-
ledger fabric based IoMT system. Blockchain technology is
utilized to store and protect hashes of patient’ medical files
and their associated access control policies. Access to users’
data is governed by these predefined policies. The proposed
Hyperledger fabric based IoMT system consists of the fol-
lowning four components: 1) IoT Health Manager, 2) Patients’
bodies equipped with sensors, 3) Blockchain network, and 4)
Cloud technology. We explain them in detail as follows.

1) IoT Health Manager: loT-enabled devices have revolu-
tionized patient monitoring in healthcare, offering opportuni-
ties to enhance patient security and well-being while enabling
healthcare professionals to provide high-quality care. The
adoption of these technologies has also led to improved patient
engagement and satisfaction, facilitated by effective commu-
nication between healthcare providers and patients. Far-flung
patient checking helps reduce the likelihood of readmissions
and reduces hospital stays. IoT is reshaping healthcare deliv-
ery by transforming the interaction between medical devices
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Fig. 1: The system model of the proposed Hyperledger fabric based IoMT system.

and healthcare professionals. Wearable medical tools, like
wearable belts, fitness trackers and health monitors, provide
patients with personalized care and real-time health updates.
These tools could be programmed to remind customers to
monitor vital signs like heart rate and to alert healthcare pro-
fessionals and family members to any significant changes. IoT
technology has particularly benefited elderly patients, enabling
continuous monitoring of their health conditions and offering
timely alerts for necessary interventions. Beyond monitoring
patient health, IoT devices serve various critical functions in
hospital settings. Sensors attached to medical equipment allow
for real-time tracking of their location, and the positioning of
healthcare staff can be monitored as well. Infection control is
another vital application of IoT, as hygiene monitoring devices
can help reduce the spread of illnesses. Additionally, IoT
devices support asset management tasks, including managing
pharmacy inventories and monitoring patients’ body tempera-
tures.

2) Patient’s Bodies Equipped with Sensors: The health-
care industry presents opportunities for the application of
wearable medical devices. These technologies can greatly
enhance patient care by enabling the continuous monitoring
of individual health metrics and preventing certain medical
conditions. Wearable devices, such as those used to monitor
vital signs, are integrated with health apps that help track
various health parameters. The usage of wearable devices
such as brain-computer interfaces, blood pressure monitors,
healing chips, fitness trackers, cyber pills, and similar tools is
increasing in the healthcare sector worldwide. When coupled
with mobile technology, these devices can effectively monitor
and potentially prevent various health issues, including chronic
conditions like diabetes and respiratory diseases.

3) Blockchain Network: A distributed ledger is maintained
by a multitude of linked systems that make up a blockchain
network. This ledger is made up of several coupled blocks.
Each successive block refers to the hash of its predecessor.
Additionally, each block also carries a timestamp element and
the preceding block’s cryptographic hash and node. In the net-
work, each node has a copy of a ledger and verifies the contacts
in its logs. In the field of information security, blockchain has
emerged as a key tool for guaranteeing tamper-proof data and

strong data integrity. Blockchain functions as a decentralized
network where information is stored across multiple nodes.
This network offers an ideal solution for securing sensitive
data, enabling the secure and private exchange of information.
It serves as an efficient mechanism for the centralized, yet
secure, storage of critical records. In addition, blockchain aids
in expediting the identification of candidates who meet specific
clinical trial criteria by utilizing individual patient records.
Blockchain represents a distributed peer-to-peer framework
containing nodes that store, track, and display transaction
data. When leveraged properly, this technology facilitates the
integration of different networks, highlighting the value of
personalized care. The key advantages of blockchain lie in
its immutability and robust security. Its foundational elements
include blocks, nodes, and miners.

4) Cloud Technology: Integrating cloud computing technol-
ogy into healthcare services can lead to simplified data sharing,
significant cost savings, telehealth applications, personalized
medicine and other benefits. Many healthcare providers utilize
cloud-based systems for secure data storage, backup, and
easy access to digital records. The detail of cloud technology
in the healthcare sector is presented in Tang et al. [51].
We explain the process as follows: The major goal is to
secure the transfer of patient medical files acquired by sensors
implanted in the patient to the personal arithmetical assistant
for analysis. The acquired files are secured by utilizing a
coupled encryption technique (AES + Twofish) to confirm
privacy during transformation. The encoded medical files are
subsequently kept in the cloud location, which is secured by
strict access restrictions and additional encryption measures to
ensure safe retrieval. Blockchain is used to transport encrypted
files, increasing the security of file exchanges and lowering
the risk of file breaches. A coupled BiLSTM and CNN are
used to create encryption and decryption keys, which confirms
their rareness and resilience. A Gradient Descent Optimization
Algorithm (GDOA) is applied to pick the best encryption key
and increase the efficiency of the decryption and encryption
operations.

Cloud-based healthcare solutions enhance various aspects of
the healthcare sector, including improved monitoring of patient
health data, vast storage capacity for hospital records, access to
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computing resources, and more precise data analysis. Overall,
these solutions ensure that medical data is securely transmitted
and stored, prevent unauthorized access, and maintain the
security and privacy of patient information.

B. Methodology

The flowchart of the proposed deep learning-based encryp-
tion and decryption method as depicted in Fig. 2. The proposed
method consists of three main parts, which are: 1) data
encryption, 2) key generation, and 3) optimal key selection.
We present the design details of them in the following.

1) Data Encryption: In this paper, we use AES + Twofish
algorithm for data encryption. The medical record is first
encrypted with AES using the initialization vector. Data en-
cryption secures a message, ensuring that only the sender and
recipient can understand it. In our work, we use encryption
algorithm (AES + Twofish) to scramble the collected medical
data, safeguarding it during transmission. Advanced Encryp-
tion Standard (AES + Twofish) is an extensively adopted and
strong symmetric encryption algorithm that provides record
safety for apps, networks, and other systems. This standard
considers special ciphers with manifold substitution sequences,
mixing, and shifting to encode data securely using 128-256 bit
keys [52], [53]. The Twofish algorithm is a symmetric block
cipher with a variable length of 128, 192, or 256 bits and
a block of 128 bits. This encoding method is enhanced for
32-bit processing units and is perfect for software [54], [55].
Here, an AES algorithm coupled with the Twofish encryption
method is used to encode the acquired medical file in the
manner described below:

First, the unencrypted data is separated carefully into blocks
of a predetermined size. Then, with the help of a randomly
generated key, an AES encryption algorithm is used on each
block to create the ciphertext. Finally, an encrypted block is
obtained by further encoding the ciphertext block using the
Twofish approach with an additional randomly generated key.

We denote the randomly generated keys for AES and
Twofish by A, and A, respectively, denote the plaintext data
by p, and denote the ciphertext data by ¢. Here, p is divided
into fixed-size blocks: pi, p2, p,. For each block, p; AES
encryption is applied with Ay AES(/L, p;) = ¢;. Bach ¢; is
further encrypted using Twofish with Ay: Twofish(Ag, ;)&
The final encrypted data is D = (Dy, Dy, Dy,).

The encrypted data (including two randomly generated
initialization vectors and the ciphertext) is inserted into a
block structure. A simple hash of the block’s contents is
computed using SHA-256 to serve as the block’s identifier.
In a full blockchain system, additional steps, such as proof-
of-work, distributed consensus, and linking to previous blocks,
are applied using the AES algorithm.

2) Key Generation: After defining the ciphertext, a coupled
machine learning method (BiLSTM and CNN) is used to
create encryption and decryption keys. This hybrid method
is prepared by using a kernel value as an input parameter. The
model uses BILSTM to create a series of important candidates.
Then, the CNN evaluates the set of key candidates and picks
the optimal key with the help of a fitness function. A coupled
BiLSTM and CNN machine learning model is used to confirm
the uniqueness and robustness of the optimal keys during the
encryption and decryption process. The details of BiLSTM are
given below.

BiLSTM network: The BiLSTM framework is a particular
form of Recurrent Neural Network (RNN) that is developed
to reduce threatened and exploding gradients that often arise
during training [56]. The important feature of a BiLSTM
network is its capacity to manage the flow of information
through a memory control mechanism, which modifies the
cell state via three distinct gates: input, output, and forget
gates. These gates provide the network with the capability to
selectively retain or discard information. The network contains
the smooth layer, which turns the multi-size output of a self-
attention layer into a smooth vector, as illustrated in Fig. 3.
This selective memory mechanism significantly enhances the
LSTM’s capacity to filter out noise and recognize temporal
patterns over varying time scales, as noted in recent work
[57]. However, the traditional LSTM network is limited in
its capability to process medical records in both directions at
the same time. To address this limitation, a BILSTM network
integrates both forward and backward layers into a single
architecture, enabling the system to consider both past and
future contexts effectively.

Integrating the current input vector g, the previous hidden
state g;—1, and the memory cell state g;—;, the following
equations describe the mathematical formulation of an LSTM
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Fig. 3: The BiLSTM network model.

model:
it = O(Waiys + Whihs—1 + Weigqe—1 + by) (D
fi =OWarys + Wighi—1 + Wepqe—1 + by) 2
@ = frqe—1 + iy tanh(Wyewy + Whehi—1 + be) 3)
Pt = O(Waoht + Whogi—1 + Weogr—1 + bo) 4
gt = ostang(cy) (5)

where i, ¢, f, and p represent the input gate, memory cell state,
forget gate, and output gate at time ¢, respectively. ©, b, and
W are sigmoid functions, bias vectors, and weight matrices,
respectively. BILSTM model proves to be particularly effective
in blockchain technology for the retention of information in
both forward and backward directions, as shown in Fig. 3.

The forward hidden layer (h/,) and the backward hidden
layer (hfn) are two distinct hidden layers in the BiLSTM
mathematical model. Layer h{; takes input vector y; in the
forward direction as m = 1,2,3,..., M, and layer h?, in the
backward direction as m = M, M —1, M —2,..., 1. Finally,
the output oy is created by merging the outcomes of hf, and
ht. as:

hi, = tanh(W/, 2 + Wi, bE, — 14 b)) (©6)
Y = tanh(WP, 2y + W2 AL, — 1+ b0) 9
Om = tanh(W}{yh,J; + Weyhb, +by) @®)

To minimize the range of production vectors in regression
or classification tasks, fully connected layers often follow
BiLSTM layers, as shown in Fig. 3. The output of a BiLSTM
algorithm, in this case, is a combination of Tand ] , represented
as I = [I; Ir], signifying that the data for each time step has
been consolidated into two vectors. This strategy complicates
the effective use of critical time intervals, leading to a definite
amount of data loss. This problem is resolved by the concept
of self-attention [58], which posits that when the self-attention
layer is implemented after the BiLSTM layer, the output
layer is preserved as a matrix UT x L, where L signifies the
dimension of the input vector and 7" indicates the time steps.
The procedure in a self-attention layer starts by multiplying
the layer’s input by three distinct weight matrices.

The matrices, representing the Key (K), Query (Q), and
Value (V), are produced as the following:

K= RWg
Q= RWy 9)
V = RWy

where the input of a self-attention layer is indicated by R
parameters. The weight matrices, designated Wx, Wq, and
Wy are applied to turn R into the Key (K), Query (@), and
Value (V') components, respectively. The dot-product attention
approach is the most often used scoring function for this
purpose, and its calculation is given by

QK"
vV Dy
where s(Q, K) denotes the attention of dot-product and Dy,
shows the dimension of K. Third, in the following, the softmax

function normalizes the attention score before multiplying by
value to get the result:

s(Q, K) = (10)

Y

where s0ft,,4, shows the softmax function and context is an
output of a self-attention layer.

CNN: A Convolutional Neural Network (CNN) is used here
to automatically and adaptively learn the order of longitudinal
features from patient medical records. CNNs’ main innovation
is the introduction of convolutional layers, which allow for
more efficient image and spatial data processing. The yield of
the convolutional layer is governed by feature maps, which are
created by applying a set of spatial filters to the input. These
feature maps capture the activations of the filters throughout
the input data.

Architecture of BiLSTM + CNN: Both BiLSTM and
CNN models utilize an observation window to process data
in real-time [59]. In contrast, models such as Genetic Al-
gorithm (GA), Ant Colony Algorithm (ACA), and Particle
Swarm Algorithm (PSA), which do not natively support two-
dimensional data inputs, require preprocessing of the input
data. For these models, statistical metrics, including standard
deviation and mean deviation, are generated for all features.
In the case of GA, patient health was combined with other
input features, resulting in a feature set of 317. On the
other hand, the Particle Swarm Algorithm (PSA) can directly
handle categorical features, eliminating the need for one-hot
encoding and reducing the total number of input features to
308. The methodology proposed by Alkhammash [59] was
applied here to capture the performance of the BiLSTM model
considering the Convolutional layer, Max pooling layer and
fully connected layer.

The dimensionality of the datasets is typically reduced
through the pooling layer. Max pooling, one of the most com-
mon pooling techniques, outputs the maximum value found
within a given 2x2 pooling filter. Other pooling techniques
include averaging and summation. Max pooling is particularly
effective as it significantly reduces the input size, often by as
much as 75%, while preserving the most important features.
On the other hand, in a CNN framework, the flattening layer

context = 50 ftmaq.(s(Q, K))V
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Fig. 4: The architectural diagram of BiLSTM+CNN.

converts the output of the CNN into a one-dimensional array
via a neural network, as illustrated in Fig. 4. Two-dimensional
arrays created with the help of the combined feature contours
are flattened into a continuous, single and long vector. This
flattened vector is then sent as an input dataset to the fully
connected layer for further classification.

Neural networks may enhance historical data by using
a chain-like neural network architecture. When the space
between two time steps increases, typical neural networks
diminish their capacity to separate long-term dependencies.
To tackle this problem, BiILSTM was first established as a
very effective architecture that generates excellent outcomes
in numerical machine learning. The output of a module is
directed through several gates in R%™¢"s at each time interval.
Here, hidden;;, m; and forget;, ins, and output; are the
preceding hidden layer, present input, forget gate, input gate
and the output gate, respectively. In addition, the term dim ens
is utilized to show the capacity of the memory in the BiLSTM
network. The BiLSTM transition processes are given by

Int = o(Cy, - [hiddeni—1,my] + Vip) (12)
forgety = 0(Crorget - [Riddens—1,my] + Viorger)  (13)
st = tanh hidden(Cs.[hiddens—1,m:] + Vs)  (14)
outputy = 0(Coytpus - [iddens—1,my] + Vourpue)  (15)
P, = forget;Op;_1 + in;Osy (16)

hidden; = output,©(p;) a7
where O represents the sigmoid feature. Tanh is the hyperbolic
tangent function. To understand the architecture’s system,
consider forget, as the capacity to control the amount of
dataset in the memory cell is discarded, and p; is the stored
cell. Because BiLSTM is specially designed for learning
dependency, therefore, it must be applied after the CNN layer.

By combining BIiLSTM and CNN, the hybrid machine
learning model leverages the strengths of both architectures.
BiLSTM can sequentially process relevant features, capturing
temporal context and relationships, and CNN can then extract
these features. Fig.5 illustrates the workflow of key generation
process using a hybrid BiLSTM and CNN approach. BiLSTM
first generates multiple cryptographic key candidates by learn-
ing temporal dependencies from patient data features. These
candidates are then evaluated by the CNN, which assigns a

IoMT Dataset

BIiLSTM Model —Generates
Multiple Key Candidates
3
'

Set Kernel Value and Resulting
Encryption/Decryption Key
+

Create a Succession of Key

B
CNN Model — Evaluates Key
Candidates with Fimess Score

!
GDOA - Selects the Optimal Key
|
Final Key — Used in AES +
Twofish Encryption

Fig. 5: The workflow of key generation process using a hybrid
BiLSTM+CNN.

robustness score to each based on structural characteristics. Fi-
nally, the Gradient Descent Optimization Algorithm (GDOA)
selects the optimal key from the pool, which is used for
encryption and decryption. This layered process ensures high
entropy and uniqueness in key generation, improving resis-
tance to brute-force or pattern-based attacks. Since BiLSTM
+ CNN is specifically made for learning dependencies that last
from time-series data, it should be used after the convolution
layer for what is required in the progression of higher-level
factors.

3) Optimal Key Selection: Finally, a Gradient Descent
Optimization Algorithm (GDOA) is applied to pick the optimal
key. The fitness function of the GDOA is evaluated using the
candidate key and the efficiency of the encoding processes.
The GDOA optimization algorithm frequently improves the
primary population of candidate keys that the algorithm begins
with. In the final population, the key that performs the best is
chosen as the ideal key for optimization. Gradient Descent is
an optimization algorithm used for minimizing the cost func-
tion in machine learning, deep learning, and other optimization
problems. It is an iterative method for finding the minimum of
a function by moving in the direction of the steepest descent,
i.e., the negative of the gradient of the function.

The key objective of gradient descent is to find the optimal
parameters (weights) that minimize a cost or loss function
J(0). In addition, gradient descent aims to minimize this
function by adjusting the parameters 6:

0:=60—aVJh) (18)
where 6 is the weight parameter to be optimized, and « is the
learning rate or a hyperparameter that controls the step size.
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VJ(0) is the gradient (the vector of partial derivatives) of the
cost function concerning 6.

The gradient of the cost function J(6) at any given point
0 is calculated. The gradient tells you about the direction in
which the function increases the fastest. After calculating the
gradient, the parameters are updated by subtracting a fraction
of the gradient. This fraction is controlled by the learning
rate . This process is repeated iteratively until convergence,
meaning the parameters stop changing significantly or reach
a predefined stopping criterion (e.g., number of iterations, or
the change in cost function is small).

The gradient V.J(6) is the vector of partial derivatives of
the cost function concerning each parameter:

oJ(0) 0J(0) 0J(0)
001 7 06y’ " 00,
where n is the number of parameters (dimensions). For ex-

ample, in linear regression, the cost function J(#) is typically
the Mean Squared Error (MSE), which is given by:

19)

VJ(0) = [

m

J(0) = % > (ho(x@) - y(i))2

(20)

where m is the number of training examples.
To update the weights, we compute the gradient of the MSE
concerning 6:

1 m
- My — D) 2O
V() = — 121 <h¢(:1: )~y ) @ 21)
The update rule then becomes:
0:=0—a-VJO) (22)

where « is the learning rate.

The gradient of the cost function is computed using the
entire dataset. Pseudocode 1 demonstrates the process of data
encryption and key generation using a hybrid approach.

Pseudocode 1: Data Encryption and Key Generation Pseu-
docode
Apply AES + Twofish for Data Encryption.

Divided p into fixed-size blocks as p1,pa,...,pn

Do encryption for p; AES for Ay (1211, P)=¢

Further encrypt ¢; by using Twofish with Ay:
Twofish(Ay, &) = &,

Obtain results for
D = (Dy,Ds,...,Dy,)

Save the record and update the AES + Twofish model
end for
Apply BiLSTM + CNN for Key Generation
Set the Kernel value and the resulting encryption/decryption
key as S and R, respectively

Use BiLSTM to create a succession of key candidates:
[R1,Ra, ..., Ry]

Find optimal key R using CNN based on a fitness
function: R = CNN([Ry, Ry, ..., Ry, 5)

Apply a BiLSTM classifier as a fitness function
end for
Use the GDOA Algorithm for the Best Key Selection

encrypted data as

Define the encryption/decryption key as R and the
fitness value v(R)

Apply GDOA with an
H[Ry, Ry, ..., Ry]

Assess the performance of the encryption/decryption
procedure: v(R) = £(Encrypt(P, R), Decrypt(C, R))

Improve population using mutation, selection, and
crossover operators with the help of the Gradient Descent
Optimization Algorithm

Pick the best key for the final population as Rx =
arg max(y(P))
end for

initial candidate key:

The proposed GDOA provides an accurate estimate of the
gradient. This technique converges to the minimum more
smoothly for convex functions. However, GDOA is slow,
especially with large datasets and requires holding the entire
dataset in memory.

C. System Layers of the Proposed Method

The proposed method is based on Hyperledger Fabric and
features an architecture that can be divided into three distinct
layers: the IoMT Layer, the Blockchain Layer, and the Storage
Layer. The IoMT Layer is made up of smart devices that
communicate with Hyperledger Fabric, using the blockchain’s
capabilities and services. The Blockchain Layer performs two
functions: it works as a system for ownership and managing
metadata for patient files saved in a decentralized data storage
system, as well as regulating permission management. This
enables secure data transfer among possibly untrustworthy
parties. The storage layer delivers an off-chain scattered file
scheme that securely stores encoded patient files, which are
structured and identifiable using appropriate cryptographic
hashes.

V. EVALUATION AND DISCUSSION

In this section, we present the experimental evaluation of
our proposed method along with the associated discussion.
We used Python 3.10 to implement our proposed method.
We conducted all experiments on a system with the following
specifications:

o Processor: Intel Core i7-12700H

« RAM: 16 GB DDR4

o Operating System: Windows 10 (64-bit)

o Dataset size: 2 GB (UCI Heart Disease Dataset used for
testing IoMT performance)

e Blockchain platform: Hyperledger Fabric v2.3 running on
Docker

We conducted experiments to evaluate performance using
several metrics, including Encryption Time Evaluation, De-
cryption Time Evaluation, Record Time Evaluation, Restora-
tion Efficiency Evaluation, Key Generation Time Evaluation,
Turnaround Time Evaluation, and Running Time Evaluation.
We compare these metrics with other optimization algorithms,
such as the Genetic Algorithm (GA), Ant Colony Algorithm
(ACA), and Particle Swarm Algorithm (PSA). Additional
criteria for comparison included Delivery Ratio, Security,
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Fig. 6: The performance evaluation of encryption time.

Trust Score, and Throughput. We also present the training of
machine learning models for the proposed solution and discuss
the comparative analysis of the experiments. In the following
sections, we will discuss these aspects in detail.

A. Encryption Time Evaluation

Encryption is a procedure by which readable text is trans-
formed into an unreadable form to prevent unauthorized parties
from reading it. Encryption time is an important measure for
encryption algorithms since it represents the time necessary to
safeguard data. Encryption time is the total amount of time that
is required for an encryption algorithm to turn plaintext into
ciphertext. This feature indicates the algorithm’s efficiency.
Fig. 6 depicts the encryption times for GA, ACA, PSA, and
the proposed method. The encryption time increased slowly as
the data size or file size increased, as can be observed in Fig.
6. The suggested approach has the shortest encryption time,
measured at 0.32 seconds for a file size of 25 kB, making
it the quickest of the techniques studied. Shorter encryption
times improve system efficiency by allowing quicker data
processing, resulting in better overall system performance.

B. Decryption Time Evaluation

Decryption is the process of converting an encrypted mes-
sage to its original (readable) format. The original message is
called the plaintext message. Decryption time is an important
feature for encoding algorithms, as it estimates the duration
required to decrypt encrypted data. Fig. 7 shows the decryption
time of GA, ACA, PSA, and the proposed technique. As we
can see from Fig. 7, the decryption time of the proposed
method is the smallest as compared to other methods. A lower
decryption time enhances system performance, ensuring that
data can be quickly restored to its original form for further
use or analysis.

C. Record Time Evaluation

Record time refers to the time taken to log, capture, or
document a specific event, transaction, or activity. In medical,
data processing, and computing contexts, it indicates how long
it takes to input or store information into a system. Record
time is an important statistic that measures the time needed
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Fig. 7: The performance evaluation of decryption time.
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Fig. 8: The performance evaluation of record time.

to write and read medical records from the storage tool. This
statistic is particularly essential for encoding techniques that
need numerous write and read tasks, such as those used in
big data management schemes, where rapid data processing
is critical to good performance. The time required to store
and retrieve medical records from the blockchain or cloud,
including transaction finalization [60]. A faster record time
is essential in healthcare to reduce clinician workload and
increase efficiency. However, speed should not compromise the
accuracy and completeness of the information being recorded.
Fig. 8 presents the record times for GA, ACA, PSA, and
the proposed method. We observe that the record time of the
proposed solution take 7 seconds, emphasizing the algorithm’s
ability to perform tasks quickly as compared to other algo-
rithms.

D. Restoration Efficiency Evaluation

Restoration efficiency refers to the effectiveness of a process
designed to restore data, systems, or services to their original
or optimal state. This term measures how effectively the
system recovers encrypted data without errors after storage or
transmission disruptions [61]. It is calculated as the ratio of
successfully recovered data to total encrypted data. This term
can be applied in various contexts, but generally, it measures
how effectively the restoration process recovers the intended
data or service with minimal loss or delay [60]. In addition,
the restoration efficiency shows the algorithm’s capacity to
maintain the integrity and security of encrypted data. Fig. 9
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Fig. 9: The performance evaluation of restoration efficiency.
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Fig. 10: The performance analysis of key generation time.

depicts the restoration efficiency of the GA, ACA, PSA and
proposed solution. As we can see from Fig. 9, the proposed
solution has a maximum restoration efficiency of 0.814648
seconds, demonstrating its exceptional capacity to restore the
system after damage or security breaches.

E. Key Generation Time Evaluation

Key generation time is the amount of time that is necessary
to produce a cryptographic key for secure communication.
Key generation time is an essential parameter in encryp-
tion algorithms since it counts the time required to produce
cryptographic keys used in both encryption and decryption
procedures. Fig. 10 depicts the key generation times for GA,
ACA, PSA and the proposed method. Key generation time
increased slowly as the data size or file size increased, as
shown in Fig. 10. The key generation time might vary based on
the algorithm’s complexity, available computer resources, and
the degree of security needed. As we can observe from Fig.
10, the proposed algorithm has the smallest duration of 0.05
seconds as data size increases. Our proposed solution generates
cryptographic keys faster as compared to other algorithms. The
smallest key generation time enhances the algorithm’s overall
efficiency, resulting in quicker data processing and system
performance.

F. Turnaround Time Evaluation

Turnaround time is the total time that is necessary to
complete a particular task from begining to final, including all
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Fig. 11: The performance evaluation of turnaround time.

phases of data processing and data transformation. It represents
the elapsed time from when a job or task is initiated until
it is completed and ready for the next step or delivery [62].
Turnaround time is a remarkable metric for assessing the over-
all efficiency and responsiveness of an algorithm in completing
its designated tasks. Fig. 11 demonstrates the turnaround time
of GA, ACA, PSA, and the proposed methond. We observe
that, the turnaround time of the proposed solution is less
as compared to the other three algorithms. It shows that
the proposed solution has better performance than existing
methods.

G. Running Time Evaluation

Running time is used to measure the total running period
required by the algorithm to execute or register users. Fig.
12 presents the running time for query execution and user’s
registration. Fig. 12 shows the time required to extract infor-
mation from the blockchain for datasets ranging from 500 to
5000 entries. We observe that, in the case of query execution
time, the running time increased from 103 milliseconds to 632
milliseconds as the number of register devices increased from
500 to 5000 when the proposed method was used. The running
time increased from 1055 milliseconds to 3258 milliseconds,
in case of user registration time, as the number of registered
devices increased from 500 to 5000 when the proposed method
was used. The data show a significant rise in running time
as the number of register devices increases. However, the
response curve increases slowly, indicating consistent perfor-
mance and allowing for the calculation of transaction running
efficiency, particularly in the absence of system cramming.
These findings illustrate the effect of device size on running
time, however, stressing the stability of transaction reactions
under changing circumstances. The Fig. 12 clearly shows that
the number of data records has a substantial influence on
latency, with larger datasets resulting in longer delays.

H. Machine Learning Model Training Evaluation

We utilize neural networks as the machine learning model,
leveraging the advantages of the graphics processing unit and
the rapid development of computational power. To ensure
high accuracy and avoid underfitting or overfitting models,
we implemented three approaches by adding a dropout layer,
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Fig. 12: The performance evaluation of running time: (a) query
execution time, and (b) user’s registration execution time.

cross-validation, and a batch normalization layer. Furthermore,
a set of suitable hyper parameters is important for finding
operative network models, which usually contain the opti-
mization algorithm, the activation function, the number of
hidden layers, the initialization of biases and weights, and the
number of nodes in each hidden layer. To assess the accuracy
of the proposed method, we typically use the determination
coefficient (R?), and root mean squared error (RMSE). The
R? value indicates the goodness of fit for the method, serving
as a statistical measure of how well the technique predicts real
data sets. The RMSE is also employed to evaluate the model’s
performance; a RMSE of zero signifies excellent performance.
If there is any discrepancy between the predicted and observed
values, the RMSE will exceed zero. Smaller values of RMSE,
along with a larger R?, suggest high forecasting precision of
the method.

Fig. 13 shows the prediction accuracy of the proposed
method based on deep neural networks with different hyper
parameters. The ReLU activation function was utilized here.
We widely observed the impacts of various hyper parameters
on the accuracy and convergence of deep learning models.

1. Comparative Analysis of Experiments

In the process of using the Paillier cryptosystem for data
encryption and decryption, the size of the public key plays a
significant role in determining the complexity of the key and
impacts the time required for both encryption and decryption
operations. In this paper, we generate different lengths of keys,
including 500 bits, 1000 bits, 1500 bits, 2000 bits, 2500 bits,
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Fig. 13: The prediction accuracy of the proposed method based on
deep neural networks with different hyper parameters.

3000 bits, 3500 bits, 4000 bits, 4500 bits, and 5000 bits.
We conduct a series of experiments using randomly generated
data of consistent length, and the results were analyzed and
organized accordingly. From the results shown in Fig.14(a), it
is evident that the time required for encryption and decryption
increases as the key size increase.

Typically, larger key sizes ensure better theoretical security,
however, they suffer increased computational and communi-
cation overhead. In this paper, we choose a key size of 2500
bits, because it meets the security requirements of the system
while maintaining relatively fast encryption and decryption
speeds. The Fig. 14 further highlights that the encryption time
in the proposed scheme is lower than the latest scheme [60],
while the decryption time remains comparable. Overall, the
proposed scheme demonstrates superior efficiency compared
to the original algorithm, primarily due to the optimization of
encryption and decryption processes through the use of the fast
exponentiation algorithm, which reduces time consumption.

Furthermore, we analyze the efficiency of ciphertext re-
trieval in an encrypted state and conduct tests at different
ciphertext data volumes. We compared results to other recent
schemes, as presented in Fig. 14(b). As shown in Fig. 14(b),
the time overhead for ciphertext retrieval in the scheme
increases as the volume of ciphertext data increases, with a
more significant increase observed for larger datasets [1]. In
contrast, the proposed scheme maintains a nearly constant
time overhead, which is also substantially smaller. This im-
provement is attributed to the use of a Bloom filter in the
proposed scheme, which maps query keywords to integer IDs
and significantly enhances search efficiency. The Bloom filter,
employing multiple hash functions, can determine whether an
element is present in the dataset in constant time, meaning
that its query speed is independent of the dataset size, thus
keeping the time overhead nearly constant.

From Fig. 15, it is evident that as the size of the encrypted
files increases, both the encryption time of the scheme in
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Fig. 14: (a) Time consumption of encryption and decryption for
different key sizes. (b) Ciphertext retrieval time for different medical
record sizes.

Sutradhar et al. [29] and the proposed scheme rise gradually,
while the decryption time remains relatively constant. This
is because encryption operations in homomorphic encryption
exhibit higher computational complexity, involving numerous
mathematical calculations. The complexity of these operations
is influenced by the amount of input data, meaning that as the
size of the encrypted files grows, the encryption time tends
to increase linearly. On the other hand, the time required
for decryption operations remains relatively small and stable.
In homomorphic encryption schemes, the decryption time is
typically less sensitive to the size of the encrypted data, which
results in a consistent decryption time despite the increase in
the size of the files being processed.

In this paper, the use of the fast exponentiation algorithm
significantly reduces the time complexity of modular ex-
ponentiation operations. Traditional homomorphic encryption
typically requires multiple computational steps for modular
exponentiation, but the time complexity of fast exponentiation
is reduced from O(n) to O(logn), leading to a reduction
in time consumption for both encryption and decryption
when handling large-scale medical files. Experimental results
demonstrate that, compared to the non-optimized scheme, the
optimized encryption and decryption times are reduced by an
average of 28%. This improvement boosts the efficiency of
processing encrypted data while retaining the security benefits
of homomorphic encryption, making the scheme more prac-
tical and effective in applications such as wearable medical
devices and IoMT systems.

Overall, the proposed algorithm excels in encryption and
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Fig. 15: Time consumption of encryption and decryption for different
file sizes.

TABLE III: Comparative Analysis of Encryption Methods

Algorithm Speed Key Size Security IoMT
(bits) Level Suitability
AES + High 128-256 Strong Excellent
Twofish
RSA Low 1024— Strong Poor
4096
ECC Medium 160-512 Strong Good
Blowfish High 128 Moderate  Acceptable

decryption speed, key generation, system recovery, and task
completion, outperforming the other algorithms across several
performance metrics. However, it is crucial to note that these
findings are based on specific patient medical records and may
differ depending on the data collection, system configuration,
and hardware and software configurations utilized throughout
the encryption process.

We selected AES + Twofish as our encryption scheme due
to its balance of high performance and strong cryptographic
resistance. As seen in Table III, the Rivest Shamir Adleman
(RSA) algorithm and Elliptic Curve Cryptography (ECC) offer
strong security but suffer from slower performance, making
them less ideal for latency-sensitive IoMT scenarios. Twofish
complements AES by strengthening key expansion and sub-
stitution operations, ensuring efficient encryption even in
resource-constrained environments. This combination proved
most efficient in our experimental setup.

VI. CONCLUSION

Medical file management has become an important focus
of research recently. Since patient data is highly valuable,
maintaining patient privacy can be challenging. Healthcare
applications often store patient data in the cloud, which limits
users’ ability to have full control over their information.
This paper proposed a new Hyperledger Fabric based IoMT
architecture that leverages a coupled algorithm for protecting
patients’ records from external adversaries and illegal cloud
service providers. For this purpose, IoMT sensors were in-
stalled in patients to collect medical data, which was then
processed by a personal assistant. The collected medical data
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are transmitted securely by a hybrid encryption algorithm.
We used the cloud to store encrypted data for later retrieval,
with the proper encryption and access controls in place. The
use of blockchain to store encrypted data further improves
data security and lowers the possibility of data breaches. The
robustness and uniqueness of the encryption and decryption
keys were guaranteed by using a hybrid deep learning model
integrating Bidirectional Long Short-Term Memory (BiLSTM)
and Convolutional Neural Networks (CNN). The Gradient
Descent Optimization Algorithm (GDOA) was used to pick
the best key, guaranteeing the speed and effectiveness of the
encryption and decryption procedures. The proposed method
could be guaranteed to be a more productive technique than
the existing technique in terms of performance metrics because
the model’s performance was compared with that of the
available technology. As part of our future work, we plan to
integrate Zero-Knowledge Proofs (ZKPs) into the proposed
architecture. ZKPs will allow verification of access rights or
user identities without revealing any underlying patient data,
thereby enhancing privacy and confidentiality. For instance,
a hospital could confirm a doctor’s authorization to view a
record without exposing the record itself. This cryptographic
primitive ensures stronger data minimization and compliance
with privacy standards in decentralized IoMT networks.

DATA AVAILABILITY
The UCI Heart Disease Data utilized in this
paper  which is publicly available and acces-
sible via the UCI Machine Learning Reposi-

tory(https://archive.ics.uci.edu/ml/datasets/Heart+Disease).
This dataset provides useful insights into numerous
cardiovascular parameters and has been crucial to our
research on guaranteeing the privacy and security of IoT
medical data.
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