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Abstract

In practical deployment, the performance of network intrusion detection sys-
tems is often degraded due to class imbalance in the training data and the
distribution discrepancy between the training data and the traffic collected from
real detection environments. To solve the above problems, a domain adaptation
intrusion detection algorithm based on class-balanced knowledge transfer and
multi-structure domain alignment is proposed in this paper. Firstly, the concept
of class separation loss is proposed to reduce the effect of class overlap caused by
data imbalance processing on cross-domain knowledge transfer, and a dynamic
threshold is used to select high-confidence pseudo-labels of the target domain for
subsequent domain alignment. In addition, a multi-structure domain alignment
method is proposed to reduce the discrepancy between the data distributions
of the source domain and the target domain. Domain-invariant features of the
source domain and the target domain are extracted by reducing the domain dis-
crepancy caused by dependency structures across different domains. Through
supervised class prototype discovery and relative structural alignment of class
prototypes, the discrepancy in the local relative structures of class prototypes
across different domains is reduced. Experiments are conducted on four public
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NIDS datasets under two cross-domain scenarios. In the cross-domain exper-
iments from UNSW-NB15 to ToN-IoT and from NSL-KDD to BoT-IoT, the
F1-score of the proposed algorithm reaches 89.73% and 84.10%, respectively,
thereby verifying the effectiveness and superiority of the proposed algorithm.

Keywords: Network intrusion detection, Adversarial domain adaptation, Class
imbalance, pseudo-label, Class prototype, Copula

1 Introduction

Nowadays, Network Intrusion Detection System (NIDS) is important for network
security guarantee. However, the effectiveness of NIDS relies on high-quality and ade-
quately labeled datasets for training and evaluation. Labeling large network traffic
data requires significant resources and expert knowledge, and due to the privacy and
security concerns, most of the Machine Learning (ML) based NIDS uses publicly avail-
able datasets for training [1], such as UNSW-NB15 [2] and KDD99 [3]. Although the
validation experiments are designed rigorous and perform well on many indicators,
the NIDS can not achieve the same excellent results in real network environments,
because of the different traffic features and data distribution, which results in the poor
detection performance for network security.

Domain adaptation aims to address the degradation of model performance caused
by the distribution discrepancy between source domain and target domain data. By
exploiting the knowledge of the source domain with rich annotation information, the
generalization ability of the model in the target domain is improved through feature
alignment, distribution matching, adversarial learning, and other strategies. Ju et al.
[4] proposed a semi-supervised domain adaptation framework based on distillation and
reinforced domain-specific knowledge (DARK). In this framework, the classification
performance in the target domain is improved through three stages, including multi-
view learning, knowledge distillation, and knowledge refinement. Ba et al. [5] proposed
a Trico-based semi-supervised domain adaptation method, which improves class rep-
resentation alignment and target domain structure learning through pseudo-labels
and pseudo-edges. In addition, several other pseudo-label-based domain adaptation
algorithms have also achieved excellent performance. For example, Discriminative Dis-
tribution Alignment (DDA) [6], Weighted Cluster Graph Network (WCGN) [7], and
Geometric Graph Alignment (GGA) [8].

Existing domain adaptation studies have provided effective solutions for cross-
domain intrusion detection. Pseudo-label-based knowledge transfer methods use
unlabeled target-domain data to improve the recognition rate in the target domain,
whereas distribution alignment methods reduce the discrepancy between feature rep-
resentations of the source domain and the target domain. However, several important
issues remain insufficiently addressed by the above methods. Firstly, when the source
domain data are severely imbalanced, the transferred knowledge may be biased toward
the majority class, resulting in unreliable pseudo-labels and weakened detection capa-
bility for minority-class samples in the target domain. Secondly, although methods
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such as Domain Conditioned Adaptation Network (DCAN) [9], Generalized Domain
Conditioned Adaptation Network (GDCAN) [10], and Domain Adaptation Recom-
mendation (DAR) [11] can extract domain-invariant features by minimizing the global
distribution discrepancy of features, the distribution discrepancy caused by differ-
ent feature dependency structures is not identified. In addition, distribution shifts
of features in cross-domain scenarios prevent the classifier from generalizing the
classification decision boundary learned from the source domain to the target domain.

To solve the above problems, this paper proposes a domain adaptation net-
work intrusion detection algorithm based on class-balanced knowledge transfer and
multi-structure domain alignment. The source domain data is processed with class
imbalance, and the source domain knowledge is transferred to the target domain
to generate pseudo label for the target domain data. Then, through multi-structure
domain alignment, the feature dependence structure and class prototype relative struc-
ture are aligned by using pseudo labels, and the classification decision boundary of
the source domain is generalized to the target domain by combining the overall fea-
ture distribution, thus enhancing the domain adaptation ability of the classifier. The
main contributions of this paper are summarized as follows.

(1) A class-balanced knowledge transfer network is proposed in this paper to
address cross-domain intrusion detection under class imbalance. Different from tradi-
tional class imbalance processing methods that generate minority-class samples based
on GANs, a class separation loss is further proposed to reduce the effect of class overlap
on knowledge transfer. A dynamic threshold is used to filter high-confidence target-
domain data, thereby alleviating the imbalance of class proportions between domains
and achieving class-balanced knowledge transfer.

(2) A dynamic pseudo-label generation strategy is proposed in this paper to
improve the target-domain supervision capability under class imbalance and distri-
bution shift. Different from traditional pseudo-labeling methods that directly use
classifier predictions as supervision information of the target domain, the proposed
strategy generates pseudo-labels through a classifier trained with class-balanced source
domain knowledge and filters low-confidence target domain samples using a dynamic
confidence threshold. This strategy reduces noisy and class-biased pseudo-label super-
vision, thereby providing more reliable target domain information for subsequent
domain alignment.

(3) A multi-structure domain alignment mechanism is proposed in this paper to
improve feature alignment and decision boundary transfer. Different from existing
domain adaptation methods that mainly align global feature distributions, the pro-
posed method introduces dependency structure alignment based on copula entropy
to reduce the discrepancy in nonlinear feature dependencies between classes across
domains. In addition, different from traditional prototype alignment methods that
mainly match individual features or class centers across domains, the proposed relative
structural alignment method of class prototypes preserves the geometric relationships
among class prototypes in the source domain and the target domain, thereby enhancing
the transferability of the classification decision boundary.
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2 Related Work

Domain adaptation methods have been widely applied to solve the distribution shift
problem in network intrusion detection. Wu et al. [8] used a geometric map alignment
method to cover the geometric heterogeneity between domains in order to better carry
out knowledge transfer. The rotation avoidance mechanism and center point match-
ing mechanism are used to avoid the dislocation caused by rotation and symmetry
respectively, and the performance of network intrusion detection system is improved
by geometric alignment of intrusion graphs of different granularities. Ba et al. [12]
addressed multi-target domain adaptation by combining source domain representa-
tion extraction with intra-target hierarchical alignment and inter-target collaborative
alignment, thereby enhancing cross-domain classification performance. However, these
methods do not consider the serious class imbalance problem in network intrusion
detection. Class imbalance will exacerbate the distribution shift, and the model may
pay more attention to majority classes and ignore the important minority classes in
the target domain.

In the face of the class imbalance problem in domain adaptation, the re-weighting
methods are commonly used. Chen et al. [13] designed a style mixing module and
a domain style loss module to obtain a generalized domain-invariant representa-
tion without adding any synthetic samples, and a Dual-View classifier composed of
binary classifiers and multi-class classifiers is constructed to achieve accurate fault
classification of imbalanced data by dynamic re-weighting. Ding et al. [14] used cost
sensitive re-weighting and classification alignment to calibrate classification balance
loss and narrow classification feature distribution differences to achieve potential space
matching. The edge loss regularization is introduced to further optimize classifica-
tion boundary and improve the cross-domain generalization ability of fault diagnosis
tasks. However, these methods based on re-weighting have limitations such as insuf-
ficient data diversity and easy over-fitting. Methods based on data enhancement can
effectively increase the data diversity, reduce the risk of over-fitting, and balance the
proportion of samples from different classes. Xia et al. [15] proposed a Generative
Inference Network (GINet) to discover domain-invariant knowledge by estimating the
common potential variables of reliable cross-domain samples, and then generate the
reliable samples of minority classes to improve the discriminant ability. Zhao et al. [16]
proposed a discriminant semantic enhancement network by designing a hybrid strategy
based on semantic regularization to synthesize enough reliable samples to compensate
for minority classes. Yuan et al. [17] proposed a class-balanced pseudo label strategy to
select the same proportion of trusted samples from each class, and then data enhance-
ment techniques are applied to alleviate the class imbalance problem. Although these
methods extend the source domain through data enhancement methods and alleviate
the class imbalance problem, they do not consider the class overlap problem in data
generation. Class overlap will result in highly mixed sample points of different classes
in the feature space, further aggravating the distribution shift of different domains.

Ganin et al. [18] proposed a general domain alignment method Domain Adversarial
Neural Network (DANN). By introducing adversarial training mechanism, it learns fea-
tures that are discriminant and invariant to domain changes to make the distribution
of source domain and target domain in feature space as similar as possible. Therefore,
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the classification performance in the target domain is improved. Ma et al. [19] proposed
a novel adversarial domain adaptation method based on two-domain pairing strategy.
The data enhancement algorithm is used to construct a sample migration model con-
forming to the joint dual domain distribution. Then combined with the dual domain
matching strategy and domain adversarial network, the supervised domain adaptation
is carried out. Chen et al. [20] used the information-enhanced domain adversarial net-
works to improve the detection performance of industrial control intrusion detection
systems in dynamic networks. Convolutional Neural Network (CNN) is used to extract
feature information from different views, the attention mechanism is introduced to
selectively enhance information and suppress the features that contribute less to clas-
sification. However, it is still difficult to achieve the feature alignment. Long et al. [21]
proposed a Conditional Domain Adversarial Network (CDAN) to transfer knowledge
through the conditional generation adversarial network, and conditional constraints
are applied to the adversarial adaptation model according to the discriminant informa-
tion of the classifier prediction. Wu et al. [22] proposed a Adaptive Bi-Recommendation
and Self-Improving Network (ABRSI) by introducing the bi-recommendation match-
ing into domain adaptation, and the training model of the source domain is used
to recommend the closest label to the target domain samples to complete knowl-
edge transfer, which makes the positive mutual cycle of bi-recommendation interest
matching and feature alignment, and realizes the heterogeneous domain adaptation.
Although these methods have achieved some results in domain alignment, they do
not consider the influence of dependence structure differences between features on
distribution shift. In addition, prototype method is often used in domain alignment,
Jiang et al. [23] proposed a domain adaptation method based on prototype contrast
adaptation, which uses contrast learning to align the features of source domain and
target domain. By calculating the similarity score between the image feature vector
of the target domain and the class prototype of the source domain, and minimizing
the contrast loss, the feature of the target domain is adjusted to align with the class
prototype of the source domain. Different from previous prototyping methods, this
paper designs a prototype relative structure alignment mechanism, which focuses on
the local structure between prototypes in domain alignment, so as to obtain better
alignment results.

3 Methodology

The proposed algorithm consist of two parts, as shown in Figure 1. The first com-
ponent is the class-balanced knowledge transfer network, which augments the source
domain data using generative adversarial networks, and trains a classifier to generate
supervision information for the target domain data, and filters the high confidence tar-
get domain data according to the supervision information. Then, the source domain
and target domain data are input into the multi-structure domain alignment network,
domain-invariant features are extracted by dependence structure alignment, and the
source domain and target domain have locally similar decision boundaries by class pro-
totype relative structure alignment. Finally, the decision boundary of source domain
is generalized to the target domain by combining domain adversarial network to align
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Fig. 1: Framework of the proposed algorithm

the overall distribution of source domain and target domain and the overall structure
of class prototype.

3.1 Class-balanced knowledge transfer

Because of the class imbalance of the data, the knowledge learned by the classi-
fier will tend more to the majority classes. The generative adversarial network of
multi-generator structure [24] is used to deal with the problem of data imbalance. It
learns the data distribution of different kinds of data through multiple generators to
achieve the purpose of expanding the data of minority classes. In order to realize the
class-balanced knowledge transfer, a generative adversarial network of dual-generator
structure is designed to expand the benign and attack samples in the source domain,
which consists of two generators and a discriminator. The goal of each generator is
to learn the data distribution of different classes in the source domain. The objective
function is as Equation (1).

min
G1∼2

1

2
[−Ex̃1∼p(z)[D(x̃1)]− Ex̃2∼p(z)[D(x̃2)]] (1)

where G is the generator, x̃ is pseudo-sample generated from the noise distribution,
p(z) is the noise distribution, and the D is the discriminator. The discriminator D is
to distinguish real data from the generated data, and directs the generator training
to fit the distribution of the real data. The objective function of the discriminator is
as Equation (2).

max
D

1

2
[Ex1∼pr [D(x1)]− Ex̃1∼p(z)[D(x̃1)] + Ex2∼pr [D(x2)]− Ex̃2∼p(z)[D(x̃2)]] (2)
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where x is the real data, pr is the distribution of the real data. The ultimate goal of
the model is to enable each generator to learn the true distribution of different classes
of data, and make it impossible for the discriminator to tell whether the data is real
or generated. The objective function is as Equation (3).

min
G1∼2

max
D

1

2
[Ex1∼pr [D(x1)]−Ex̃1∼p(z)[D(x̃1)]+Ex2∼pr [D(x2)]−Ex̃2∼p(z)[D(x̃2)]] (3)

where Ex∼pr [D(x)]− Ex̃∼p(z)[D(x̃)] is the original objective function of WGAN [25].
In order to transfer the knowledge from the source domain to the target domain, a
classifier is designed to learn the discriminant knowledge of the source domain, and
obtain the discriminant information of the target domain data, and provide supervision
information for the subsequent domain alignment. The loss function is cross entropy
loss as Equation (4).

Lce = − 1

M

M∑
i=1

[yi log(pi) + (1− yi) log(1− pi)] (4)

where M is the number of samples, i represents the sample serial number, y represents
the label of the source domain sample, and p is the output of the classifier. The process
of imbalanced data often leads to class overlap of samples [24]. In the case of cross-
domain, overlapping class samples further confuse samples of different classes in the
target domain, which will have an impact on knowledge transfer. This paper proposes
the class separation loss to solve the problem of class overlap. According to [26, 27],
the output entropy of samples from different classes can be used for classification.
Therefore, this paper proposes the class separation loss as Equation (5).

Lcs =
1

N

N∑
k=1

Lcs(px̃k
) + α|H(pxS )−H(pxT )| (5)

Lcs(px̃k
) =

1

N − 1

N∑
j=1

|H(px̃k
)−H(px̃j

)|, j ∈ {1, ..., N} and j ̸= k (6)

Equation (5) is the class separation loss obtained by aggregating Equation (6)
and adding the entropy regularization term, where N represents the number of class,
x̃k represents the kth class of pseudo samples generated by the generator, and x̃j

represents the pseudo samples of the jth class. px̃k
and px̃j

respectively represent the
classifier output of x̃k and x̃j , H(·) represents the entropy, α is the hyper-parameter,
xS and xT represent the source domain data and the target domain data respectively.

The class separation loss encourages generated samples from different classes to
become more distinguishable in the classifier output space, thereby reducing class
overlap caused by data generation. The entropy regularization term further improves
cross-domain consistency by making the output entropy distributions of the source
domain and the target domain closer. In order to transfer the rich source domain
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knowledge to the target domain, this paper uses the trained classifier to generate
pseudo label for the target domain data. The pseudo label is as Equation (7).

ŷTi =

argmax
j

pij max
j

pij > qargmax
j

pij

−1 otherwise
(7)

where ŷTi represents the pseudo label of the target domain data, q is the confidence
threshold, p is the output of the classifier, and −1 indicates that this pseudo label is
not adopted. Pseudo label can provide supervision information for subsequent domain
alignment. The output of the classifier for the target domain data will be used to filter
the target domain data. When the maximum value of the output for a target domain
sample is less than the confidence threshold, the sample will be discarded. Considering
the class imbalance of the target domain, a dynamic adjustment method is adopted
to update the q to adapt imbalanced target domain data as Equation (8).

q = 0.5 + r − 2 ∗ 1

exp
∑M

i=1 1K(ŷTi )
∗ r (8)

where r is a hyper-parameter of control rate, 1K(ŷTi ) is the indicator function as
Equation (9).

1K(ŷTi ) =

{
1 if ŷTi = k

0 if ŷTi ̸= k
(9)

Equation (8) allows the dynamic adjustment of q ∈ [0.5 − r, 0.5 + r] to adapt
the imbalanced target domain data. Under the condition of class imbalance in the
target domain, the dynamic threshold adjusts the selection criterion according to the
prediction distribution of the target domain. This strategy prevents the model from
over-selecting majority-class samples and reduces the influence of noisy pseudo-labels,
thereby improving the reliability of target domain supervision. The filtered target
domain data is used with the source domain data generated by the generator for
subsequent domain alignment.

3.2 Multi-structure domain alignment

Due to the diversity and complexity of data distribution in different domains, cross-
domain feature alignment is a difficult task. Previous studies have mainly adopted
methods such as minimizing the Maximum Mean Discrepancy (MMD) to align the
distribution differences between different domains. MMD achieves domain adapta-
tion by calculating the distance of mean embedding between two distributions in the
Reproducing Kernel Hilbert Space (RKHS), measuring the difference between the two
distributions, and then minimizing this distance so that the two distributions are as
close as possible. However, the domain difference that leads to the distribution shift
may be caused by the difference of the feature dependence structure [28], and feature
dependencies may not be found if only the differences in the overall distribution is
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considered. Therefore, this paper proposes a copula entropy [29] dependence structure
alignment to extract domain-invariant features of different domains.

Domain adversarial training [18] is a common way to align differences between
source and target domains. It tries to learn the feature representation by which the
domain discriminator can not distinguish the source domain from the target domain.
However, this method does not consider the local structure of feature alignment, and
the generalization ability of the decision boundary learned by the classifier is insuffi-
cient. Therefore, this paper proposes to construct the class prototype with supervised
class prototype discovery, and then proposes the relative structure alignment of the
class prototype so that the model can learn the local similar feature representation of
the decision boundary, and finally realizes the alignment of the overall structure of the
class prototype and the overall feature distribution by domain adversarial method.

3.2.1 Domain-invariant feature extraction

To process the high-dimensional feature space of NIDS data, the original traffic fea-
tures are first mapped into a compact low-dimensional latent representation space
by the feature extractor. The feature dependency structures are then measured and
aligned in this latent space. Measuring the correlation between two variables is effec-
tive to capture the dependence structure between features [30]. Mutual information
can be used as a metric to measure the correlation between two distributions, and
also the dependency between features [28]. Suppose the joint distribution of two ran-
dom variables is p(x, y), the marginal distribution is p(x) and p(y), and the mutual
information is as shown in Equation (10).

I(X;Y ) =
∑
x∈X

∑
y∈Y

p(x, y) log
p(x, y)

p(x)p(y)
(10)

Although mutual information can measure the dependency between features, it is
often limited to the case of two variables. For multi-variable deep learning tasks, it
is difficult to capture the dependency between multiple features. Copula entropy [29]
can be used to measure the dependency between random variables, and it is equivalent
to mutual information but can be generalized to arbitrary variables. It is as Equation
(11).

Hc(u1, ..., un) = −
∫ 1

0

...

∫ 1

0

c(u1, ..., un) ln c(u1, ..., un)du1, ..., dun (11)

where u represents the marginal distribution and c(u) is the copula density function.
The discrete form of the above equation is as Equation (12).

Hc(u1, ..., un) = −
n∑

i=1

...
n∑

i=1

Pc(u1, ..., un) lnPc(u1, ..., un) (12)

where Pc is the discrete probability of copula.
The feature dependence structure of the samples with the same class can be cap-

tured by using copula entropy, and the difference between the source domain and
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the target domain can be further minimized to obtain the domain-invariant feature.
Specifically, the data dependence structure of different classes in the source domain is
calculated according to the label of the source domain data, and then the data depen-
dence structure of different classes in the target domain is calculated according to the
pseudo label generated by the classifier. That is, learn a feature extractor to align
the dependence structure differences of the same class in different domain data. The
dependence structure alignment loss function is as Equation (13).

Lca =
1

N

N∑
k=1

|HS
ck −HT

ck| (13)

where N represents the number of classes, S and T represent the source and target
domains respectively, and Hck is the copula entropy of the kth class. The dependency
structure alignment loss measures the inconsistency of feature dependency structures
between the two domains by calculating the difference in copula entropy between
samples of the same class in the source domain and the target domain. Minimizing the
dependency structure alignment loss encourages the feature extractor to learn domain-
invariant representations with similar feature relationships, thereby reducing cross-
domain distribution shifts caused by differences in feature dependency structures.

3.2.2 Class prototype relative structure alignment

Class prototype discovery (CPD) [31] is a new class prototype construction method,
which uses a classifier to match the classification score to a specified class and finds an
optimal prototype for each class. CPD can make full use of samples to build class pro-
totypes but the constructed class prototypes are randomly distributed in the feature
space because CPD is an unsupervised method that does not use label information,
which is not conducive to domain alignment. Therefore, this paper proposes a super-
vised CPD to extract class prototypes, making cross-domain class prototype alignment
possible. Specifically, the source domain and target domain samples are subdivided by
class labels or pseudo labels, respectively, and the confidence weights for each sample
are introduced. It is as Equation (14).

wi,k =
expPi,k∑Mk

j=1 expPj,k

, k = 1, ..., N (14)

where k represents the class, i and j respectively represent the ith and jth samples, e
is the natural logarithm, p is the output of classifier, M is the total number of samples.
Then, using the Exponential Moving Average (EMA) strategy, the class prototype of
each class is updated incrementally with the sample of the same class. It is as Equation
(15).

ck = ηck + (1− η)c
′

k, c
′

k =

Mk∑
i=1

wi,k ∗ fi (15)

where ck represents the class prototype, η represents the momentum of prototype
update, and fi represents the ith sample. In the training process, the knowledge of
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samples from different classes is gradually converged into each prototype to make full
use of all the samples.

Further, this paper proposes class prototype relative structure alignment to mini-
mize the local relative structure difference between source domain and target domain.
A prototype vector is constructed to represent the relative relationship between
prototypes. It is as Equation (16).

v(k, j) = cj − ck (16)

where v represents the prototype vector, c represents the class prototype, k and j
represent the different classes. Then aggregate the prototype vectors of each class to
form a relative structure. It is as Equation (17).

R =
1

N(N − 1)

N∑
k=1

N∑
j=1,j ̸=k

v(k, j) (17)

where R represents the relative structure of the class prototype, N is the number of
class, j and k respectively represent the jth and kth class, v is the prototype vector.
The class-prototype relative-structure alignment loss is as Equation (18).

Lra = |RS −RT | (18)

where S and T represent source and target domains, respectively. By minimizing the
local relative structure differences between source domain and target domain, the
source domain and target domain have locally similar decision boundaries.

3.2.3 Domain adversary

Domain adversarial network [18] is a common algorithm to solve cross-domain distri-
bution shift, which can align the overall distribution of features in different domains in
feature space. In the process of domain adversary, the feature distributions of different
domains are aligned gradually, so the overall structure of the class prototype learned
from the domain-invariant features is implicitly aligned and the decision boundary
of the source domain is generalized to the target domain. The loss of the domain
discriminator is as Equation (19).

LD = ExS∼S̃ log
1

D(f(xS))
+ ExT∼T̃ log

1

D(f(xT ))
(19)

where xS and xT respectively represent the source and target domain data, D rep-
resents the domain discriminator, f(·) represents the output of the feature extractor.
The classifier uses cross entropy loss to learn the decision boundary between source
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domain class prototypes, and the loss function is as Equation (20).

Lcp =
1

N

N∑
k=1

Lce(ck, k) (20)

where Lce is the cross entropy loss, k is the class label. The total loss of the final
multi-structure domain alignment module is as Equation (21).

L = Lca + Lra + LD + Lcp (21)

4 Experimental evaluation

4.1 Datasets

To evaluate the algorithm proposed in this paper, the four common NIDS datasets
NSL-KDD [3], UNSW-NB15 [2], BoT-IoT [32] and ToN-IoT [33] are used, which
containing the general traffic statistics and information about specific protocol appli-
cations such as DNS and FTP. NSL-KDD, UNSW-NB15 are traditional network traffic
data, and BoT-IoT, ToN-IoT are from the Internet of Things environment. Differ-
ent datasets can be considered as data from different network environments, which
have different attack classes and data distribution. This paper considers the binary
classification problem

4.2 Experimental environment

The experimental environment of this paper is the computer of 64-bit Linux operating
system, RTX4090 graphics processing unit and 16GB memory. The experiment uses
the Python machine learning library PyTorch.

The class-balanced knowledge transfer network consists of generator, discriminator,
and classifier. All of them are ReLU-MLP, in which the number of generators is set
to two, corresponding to the normal class and the abnormal class, respectively, the
network structure of generator and discriminator is the same as [25], and the structure
of the classifier is set as ReLU-MLP (x->16->32->64->128->2). The multi-structure
domain alignment module contains the feature extractor, the domain discriminator,
and the classifier, the domain discriminator and the classifier are ReLU-MLP, the
hidden layer structure is the same as [18], and the gradient inversion layer is also
added before the domain discriminator. The feature extractor is set as ReLU-MLP
(x->32->64->128->32). The parameter settings of each part are shown in Table 1.

4.3 Preprocessing

Non-numerical attributes of datasets are removed. All attack samples are unified as
label ’1’ and all benign samples as label ’0’. The data is then normalized by using
MinMaxScaler and the invalid values such as NAN and INF are filtered out. The
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Table 1: Parameter settings

Class-Balanced Knowledge Transfer Multi-structure Domain Alignment
item value item value

Batch size 128 Batch size 64
Max epoch 20000 Max epoch 20000

Learning rate 0.0001 Learning rate 0.0001
α 0.01 η 0.8
r 0.2

MinMaxScaler normalization is as Equation (22).

X̄ =
X −Xmin

Xmax −Xmin
(22)

where Xmax and Xmin are the maximum and minimum values of feature X,
respectively.

4.4 Comparative experiment

In order to verify the cross-domain capability of the proposed algorithm in different
network environments, two cross-domain comparative experiments are carried out.
Due to the class imbalance of the datasets, F1-Score is used as the evaluation metric,
which takes into account both precision and recall. The comparative domain adapta-
tion algorithms are CDAN [21], DCAN [9], GDCAN [10], DAR [11], ABRSI [22], DDA
[6], WCGN [7], GGA [8], which perform domain alignment from different perspectives.
For example, CDAN introduces conditional information to assist domain alignment.
By combining collaborative training and adversarial training, DCAN and GDCAN
enable each independently trained model to learn domain-invariant knowledge from
each other and improve the generalization ability of the model. DAR and ABRSI
implement knowledge transfer through recommendation matching. GGA uses geo-
metric properties of graphs and neighborhood information to learn domain-invariant
features to achieve domain alignment. Therefore, the superiority of the proposed algo-
rithm can be verified from multiple perspectives. The first set of experiments used
UNSW-NB15 as the source domain and ToN-IoT as the target domain for cross-domain
intrusion detection experiments; the second set of experiments used NSL-KDD as the
source domain and BoT-IoT as the target domain for cross-domain intrusion detection
experiments. Different cross-domain network environments provide different complex
scenarios for comparative analysis. The results are shown in Tables 2 and 3.

As shown in Table 2 and Table 3, the performance of the proposed algorithm is
significantly better than that of other baseline algorithms. Where, CDAN, DDA, and
WCGN predict pseudo-labels only through fully connected neural networks, which
leads to insufficient data modeling capability of the models. The ABRSI algorithm
generates pseudo-labels through a recommendation system, thereby improving the
data modeling capability of the model and the accuracy of pseudo-labels. However, it
only enriches the diversity of samples through pseudo-labels and does not fully exploit
the supervision information of pseudo-labels, resulting in relatively low performance.
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Table 2: Cross-domain results on datasets
UNSW-NB15 and ToN-IoT

UNSW-NB15(source domain)

Algorithm ToN-IoT(target domain)

CDAN 53.00%
DCAN 46.00%
GDCAN 51.00%
DAR 57.00%
ABRSI 70.00%
DDA 71.30%

WCGN 74.00%
GGA 79.00%

Proposed algorithm 89.73%

Table 3: Cross-domain results on datasets
NSL-KDD and BoT-IoT

NSL-KDD(source domain)

Algorithm BoT-IoT(target domain)

CDAN 37.00%
DCAN 40.00%
GDCAN 39.00%
DAR 42.00%
ABRSI 51.00%
DDA 40.70%

WCGN 58.30%
GGA 75.70%

Proposed algorithm 84.10%

The GGA algorithm organizes class relationships as a geometric graph and generates
pseudo-labels based on geometric properties and neighborhood information. Its F1-
scores in the two groups of experiments reach 79.00% and 75.70%, respectively, showing
the best performance among the baseline algorithms used in this paper. However, the
class imbalance problem is not considered by GGA, and no threshold mechanism is
introduced to improve the accuracy of pseudo-label prediction. In contrast, GAN and
class separation loss are used in the proposed method to address source domain class
imbalance and class overlap during pseudo-label generation. Meanwhile, a dynamic
threshold mechanism is adopted to adapt to class imbalance in the target domain and
select high-confidence data with more discriminative information, thereby enhancing
the effectiveness of knowledge transfer. In addition, GGA mainly aligns class rela-
tionships across different domains from the perspective of class geometric graphs.
Cross-domain knowledge transfer is achieved by preserving graph shapes, avoiding
rotational misalignment, and matching center points. However, the differences in fea-
ture dependency structures among samples of the same class in the source domain
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and the target domain are not explicitly modeled. In contrast, the proposed algorithm
considers not only the dependency structure between features and the overall distribu-
tion, but also enables the model to focus on important factors that cause distribution
shifts. Meanwhile, both the local relative structure and the global structure of class
prototypes are considered, making the decision boundary more robust.

Compared with GGA, the F1-scores of the proposed algorithm are improved by
10.73% and 8.40% in the two cross-domain tasks, respectively. This demonstrates that,
in cross-domain intrusion detection scenarios where class imbalance and distribution
shift coexist, relying only on class geometric relationship alignment is still insufficient
to fully ensure the detection performance in the target domain. The proposed method
improves the reliability of pseudo-labels through class-balanced knowledge transfer
and enhances the ability of domain-invariant feature learning by combining feature
dependency structure alignment with class prototype structure alignment. Therefore, a
more robust classification decision boundary and more stable target domain detection
results can be obtained.

4.5 Ablation experiments

The ablation experiments are designed to evaluate the validity of the components of
the proposed algorithm. The UNSW-NB15, NSL-KDD are used as the source domains
and the ToN-IoT, BoT-IoT as the target domains, the results are shown in Table 4.

(1) A domain adversarial network;
(2) Only the class-balanced knowledge transfer network is added to the domain

adversarial network;
(3) Only the multi-structure domain alignment is added to the domain adversarial

network;
(4) The complete algorithm proposed in this paper.

Table 4: Ablation experiments

Experiment Source domain Target domain F1-Score

(1)
UNSW-NB15 ToN-IoT 55.28%
NSL-KDD BoT-IoT 58.66%

(2)
UNSW-NB15 ToN-IoT 86.47%
NSL-KDD BoT-IoT 80.79%

(3)
UNSW-NB15 ToN-IoT 83.27%
NSL-KDD BoT-IoT 81.48%

(4)
UNSW-NB15 ToN-IoT 89.73%
NSL-KDD BoT-IoT 84.10%

Experiment (1) contains only a domain-adversarial network, and its F1-scores in
the two groups of experiments are only 55.28% and 58.66%, respectively. This indicates
that a single domain adaptation model struggles to perform effective cross-domain
intrusion detection in imbalanced scenarios. In Experiment (2), after introducing the
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class-balanced knowledge-transfer module, the F1-scores are improved from 55.28% to
86.47% and from 58.66% to 80.79% in the two cross-domain settings, respectively. This
is because more reliable supervision is provided for domain adaptation by transferring
class-balanced source domain knowledge and selecting high-confidence target domain
samples, thereby improving the robustness of cross-domain intrusion detection.

In order to further illustrate the effectiveness of the proposed method, two sets of
experiments were first designed on the UNSW-NB15 and NSL-KDD datasets to verify
the proposed class separation loss, and the results are shown in Figure 2 and Figure
3, respectively. In each set of figures, (a) represents the feature distribution before the
application class separation loss, and (b) represents the feature distribution after the
application. Different colors are used to represent different data categories, with blue
representing attack data and green representing benign data.

(a) (b)

Fig. 2: Feature space distributions of attack and benign samples on UNSW-NB15
before and after applying the class separation loss. (a) Before the class separation loss
is applied, multiple overlaps exist between the representation distributions of the two
classes. (b) After the class separation loss is applied, the overlap between attack and
benign samples is significantly reduced.

It can be clearly seen from the figure that after the application of class separa-
tion loss, the category boundary of the feature distribution becomes more obvious.
Specifically, before the application class separation loss, the data points of the attack
class and the benign class were often mixed together and indistinguishable, the class
overlap problem was serious. However, after the application class separation loss, the
data points of different categories are obviously separated, forming a clearer cluster-
ing effect. This result fully demonstrates the effectiveness of class separation loss in
improving the ability of models to distinguish different classes. In addition, in order
to ensure the effectiveness of class separation loss in cross-domain tasks, entropy reg-
ularization term is introduced into the model. Figure 4 and Figure 5 show the density
distribution of model output before and after applying entropy regularization in differ-
ent cross-domain scenarios. In each set of figures, (a) represents the output distribution
before applying entropy regularization, and (b) represents the output distribution after
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(a) (b)

Fig. 3: Feature space distributions of attack and benign samples on NSL-KDD before
and after applying the class separation loss. (a) Before the class separation loss is
applied, multiple overlaps exist between the representation distributions of the two
classes. (b) After the class separation loss is applied, the overlap between attack and
benign samples is significantly reduced.

applying entropy regularization. Blue represents the output distribution density of the
source domain, and orange represents the output distribution density of the target
domain.

(a) (b)

Fig. 4: Dependence structure absolute difference, the source domain is UNSW-NB15
and the target domain is ToN-IoT.

It can be clearly seen from the figure that after applying entropy regularization, the
output distributions of the source domain and the target domain become more close
and consistent. This change enables the source domain class separation knowledge
learned through class separation loss to be shared among different domains, thus
further promoting the class-balanced knowledge transfer.
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(a) (b)

Fig. 5: Dependence structure absolute difference, the source domain is NSL-KDD and
the target domain is BoT-IoT.

In Experiment (3), after adding multi-structure domain alignment, the F1-scores
are improved from 55.28% to 83.27% and from 58.66% to 81.48% in the two cross-
domain settings, respectively. This is because the decision boundary of the source
domain is generalized to the target domain through multi-structure alignment of
class prototypes, thereby further improving the cross-domain intrusion detection
performance of the model.

To further verify this result, two sets of experiments are designed for the proposed
dependence structure alignment algorithm. The copula entropy is used to capture the
dependence structures of different domain features with and without the alignment
algorithm, and the absolute difference between them is calculated to compare their
variation trends. Figure 6 and Figure 7 show the absolute difference of copula entropy
of feature extractor for features output in different domains during the training pro-
cess, and the horizontal coordinate represents the training progress. In the figure, the
blue line represents the result without using the alignment algorithm, while the red
dashed line represents the result with the alignment algorithm.

After applying the dependence structure alignment algorithm, the copula entropy
difference between different domains decreases significantly with the continuous train-
ing of the model. This phenomenon shows that the proposed algorithm can effectively
reduce the dependence structure difference between different domain features, which
is helpful for the model to capture domain invariant features to improve the model
performance.

In order to evaluate the proposed supervised class prototype discovery algorithm,
two sets of experiments are designed and compared respectively in the scenario of ran-
dom initialization of class prototype and pseudo label initialization of class prototype.
The experimental results are shown in Table 5.

As expected, in different cross-domain scenarios, the models using pseudo label to
initialize class prototypes show better performance. This advantage stems from the
fact that pseudo label can effectively utilize the inherent structure and information of
the data, thus providing a more favorable starting point for the model. In addition,
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Fig. 6: Dependence structure absolute difference, the source domain is UNSW-NB15
and the target domain is ToN-IoT.

Fig. 7: Dependence structure absolute difference, the source domain is NSL-KDD and
the target domain is BoT-IoT.
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Table 5: Comparison of different class prototype initialization meth-
ods

random initialization pseudo label initialization
UNSW-NB15->ToN-IoT 82.85% 89.73%
NSL-KDD->BoT-IoT 81.87% 84.10%

this initialization method can not only shorten the training time, but also avoid the
overfitting problem to a large extent, so that the model has stronger generalization
ability.

Although the cross-domain capability of the model is improved after adding the
multi-structure domain alignment, it is still affected by the class imbalance data. In
Experiment (4), after both the class-balanced knowledge transfer module and multi-
structure domain alignment are introduced, higher-quality pseudo-labels of the target
domain are obtained, and more stable domain-invariant feature representations are
learned. As a result, the robustness of the classification decision boundary in cross-
domain intrusion detection scenarios is improved, leading to a further improvement in
the performance of the model.

5 Conclusion

To solve the problem of class imbalance and distribution shift of current network intru-
sion detection systems, this paper proposes a network intrusion detection algorithm
based on class-balanced knowledge transfer and multi-structure domain alignment. A
class-balanced knowledge transfer network is proposed to alleviate the influence of
class imbalance data on domain shift. For distribution shift, a multi-structure domain
alignment is proposed, which makes a more robust decision boundary for the classifier
by aligning feature dependence structure and class-prototype relative structure, and
combining the domain-adversarial network. The comparative experiments show that
the proposed algorithm can effectively improve the cross-domain capability of network
intrusion detection system in the face of imbalanced domain and complex network
environment. The ablation experiments show that all the components can effectively
improve the cross-domain capability of network intrusion detection systems.
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