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Abstract

The massive amounts of network traffic data needs significant costs to be labeled,
and due to the different data distribution, there is always a performance degra-
dation of the model trained by public datasets for real applications. In order to
solve the scarcity of labeled data and domain shift problem, this paper proposes
a semi-supervised domain adaptive intrusion detection algorithm based on gen-
erative adversarial network with maximum mutual information and pseudo-label
selection. Firstly, the improved LR-SMOTE (Limit Radius Synthetic Minority
Oversampling Technique) data enhancement method based on multi-samples and
random smoothing means is proposed to enhance the minority class data in the
source domain to avoid overfitting of majority classes when the distribution is
aligned. Secondly, a domain-invariant feature extraction method based on gen-
erative adversarial network with maximum mutual information is proposed. By
maximizing the mutual information between the original features and domain-
invariant features of the source and target domains, the integrated semantic
information is fully retained, thereby the domain-invariant features equivalent to
the original features are extracted. Finally, in order to make full use of the unla-
beled data in the target domain, Uncertainty-aware Pseudo-label Selection (UPS)
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method is used to train the domain-invariant feature classifier OSVM (One-class
Support Vector Machine) in a semi-supervised manner. Experiments on network
datasets and IoT (Internet of Things) datasets demonstrate the effectiveness of
proposed algorithm in cross-domain intrusion detection scenarios.

Keywords: Intrusion detection, Domain adaptation, Domain-invariant features,
Maximum mutual information, Pscudo label selection

1 Introduction

With the continuous development of the Internet, network security issues have become
increasingly prominent. Traditional intrusion detection systems (IDS) typically rely on
known threat characteristics or abnormal behavior to identify potential attacks, and
perform poorly when dealing with unknown domains or unknown types of attacks.
Existing IDS usually utilizes machine learning (ML) or deep learning (DL) techniques
to correlate features of internet traffic, identify patterns in the collected data, and
detect abnormal traffic corresponding to attacks. ML/DL based intrusion detection
methods can perform well with enough labeled data on benchmark datasets. However,
in the real world, labeling massive network traffic data is time-consuming and labori-
ous, and there is a considerable difference in the distribution of traffic features between
real-world datasets and benchmark datasets (domain shift) [1], the performance of
traditional IDS is severely degraded [2] especially when applies to cross-domain scenar-
ios. Therefore, it is not feasible to directly apply the model trained on the benchmark
dataset to the real environment.

Semi-supervised learning can combine labeled samples and unlabeled samples to
guide the learning of model, thereby overcoming the problem of scarce labeled data.
Park et al. [3] proposed a semi-supervised learning method based on adversarial repre-
sentation teaching, which combines labeled sample-guided representation teaching and
adversarial noise-based consistency regularization (CR), enabling the teacher model
with adversarial attack robustness to guide the student model to form a high-density
distribution in the representation space, thereby maximizing the performance of semi-
supervised learning. However, the semi-supervised model is prone to performance
degradation due to domain drift, which is difficult to adapt to cross-domain intrusion
detection scenarios with significant changes.

Domain adaptation can overcome the scarcity of labeled data and solve the domain
shift problem. In the field of intrusion detection, many domain adaptive methods
have been proposed, among which the domain adversary approach has been widely
explored, involving aligning source and target domain features to extract domain-
invariant representations [4]. The domain adversary method consists of three steps: (1)
The source domain classifier is used to assist the source domain feature extractor to
extract domain-invariant features. (2) The features extracted by the feature extractor
of the target domain are aligned to the domain-invariant features. (3) The domain-
invariant feature classifier is trained by using the domain-invariant feature of source
domain and the label of source domain. Although some intrusion detection algorithms
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like Domain-Invariant Network Intrusion Detection System(DI-NIDS) [5] and Malware
Detection Adversarial Domain Adaptation framework(MD-ADA) [6] use unsupervised
domain adaptive method to project original features into domain-invariant space, and
use adversarial network to align the distribution of source domain and target domain,
both of them still have limitations.

Firstly, the issues arising from data imbalance are often overlooked in both dis-
tribution alignment and classification tasks. In the context of intrusion detection,
data imbalance—typically manifested as a disproportionately small number of mali-
cious samples compared to benign ones—has been recognized as a critical challenge
that significantly degrades classifier performance. This problem becomes even more
pronounced under domain adaptation scenarios, where the alignment of feature dis-
tributions between source and target domains is a center issue. When the data from
the target domain is severely imbalanced, the alignment process may inadvertently
bias the learned domain-invariant representations towards the dominant class—usually
benign traffic. As a consequence, the model may overfit to the benign class during
the distribution matching phase, which leads to suboptimal feature representations
for the minority (malicious) class and ultimately compromises the classification accu-
racy. Therefore, it is essential to consider and mitigate the influence of class imbalance
throughout both the domain alignment and the subsequent classification stages.

Secondly, although DANN (Domain Adversarial Neural Networks) can align the
feature distributions of the source and target domains to a certain extent and extract
domain-invariant representations, it suffers from the semantic degradation of these
features. The adversarial training strategy focuses primarily on reducing domain
divergence rather than preserving class-level semantics. Furthermore, the adversar-
ial objective of the domain discriminator conflicts with the classification objective of
the task-specific classifier. This conflict can cause unstable gradients during training
and hinder the classifier from effectively learning discriminative boundaries, especially
when the target domain data is limited or exhibits complex distributions. Conse-
quently, the classifier may not receive sufficient optimization, which ultimately leads
to reduced detection performance on real-world traffic data.

Thirdly, under the assumption that the target domain data is unlabeled, methods
such as DANN attempt to align source and target domain features through adver-
sarial training, aiming to extract domain-invariant representations. However, aligning
feature distributions alone does not guarantee good classification performance in the
target domain. First, residual domain discrepancies may still exist after alignment, and
such differences can impair the classifier’s generalization ability when applied to target
domain samples. Second, since the feature alignment is performed in an unsupervised
manner without leveraging label information from the target domain, there is no direct
supervision to ensure that the aligned features possess sufficient class-discriminative
structure. As a result, the domain-invariant features may not effectively separate
different categories in the target domain, leading to degraded performance. These
limitations indicate that relying solely on distribution alignment is insufficient for
robust cross-domain classification, and highlight the need for incorporating additional
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strategies—such as pseudo-label refinement, category-level alignment, or semantic con-
sistency constraints—to better guide the learning of discriminative features in the
absence of target domain labels.

To address the above problems, this paper proposes a semi-supervised domain
adaptive intrusion detection algorithm based on generative adversarial network with
maximum mutual information and pseudo-label selection. Firstly, an improved Limit
Radius SMOTE(LR-SMOTE) [7] data enhancement method based on multiple sam-
ples and random smoothing averages is proposed to balance the data, which enhances
the distribution fitting capability by introducing random center distance means and
random distribution means. Secondly, to cope with distribution discrepancies and
the scarcity of labeled data in the target domain, we adopt a domain adaptation
approach. By leveraging a domain adversarial neural network, we align the source and
target domain features in a shared domain-invariant space. To address the seman-
tic information loss in traditional domain adversarial methods, a feature extraction
strategy is proposed which combines deep mutual information maximization with
adversarial learning. This approach maximizes the mutual information between the
original and domain-invariant features to preserve semantic completeness while still
aligning cross-domain representations. Finally, to improve classification performance
under limited supervision, the classification task is reformulated as a semi-supervised
problem. Uncertainty-aware Pseudo-label Selection(UPS) [8] is applied in conjunc-
tion with an OSVM classifier to perform semi-supervised learning on the extracted
domain-invariant features, enabling more accurate intrusion detection in the target
domain.

The paper is organized as follows. Section 2 presents the related work. Section 3
provides the proposed algorithm. Section 4 carries out the experiments. Section 5 is
the conclusion.

2 Related Work

Existing intrusion detection methods can be divided into single-domain and cross-
domain. Single-domain intrusion detection methods assume that the training data and
test data have the same distribution, whereas cross-domain intrusion detection meth-
ods assume that the two distributions differ significantly, considering as the source
domain and the target domain. For single-domain, Liu et al. [9] proposed an anomaly
detection method based on Variational AutoEncoder(VAE) that decouples benign
features and attack features in a semi-supervised manner by maximizing mutual infor-
mation, then an adaptive filter is used to discard noisy samples and the intermediate
features are denoised. Ding et al. [10] proposed Multi-frequency Intrusion Detection
Network (MF-Net) for intrusion detection in internet traffic data. MF-Net regards
internet traffic patterns as superpositions of sequential data with various frequencies
and is capable of recognizing the multi-frequency nature of network traffic data. W.
Al-Yaseen et al. [11] proposed a wrapper feature selection method based on Differential
Evolution (DE) and Extreme Learning Machine (ELM) to enhance the performance
and reduce the processing time of the Intrusion Detection System (IDS). Lopez-Martin
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et al. [12] and Xiao et al. [13] proposed a traditional graph embedding method for net-
work intrusion detection. The network traffic is converted into a graph based on the
source and destination IPs and ports, and the graph embedding technique DeepWalk
is applied for network intrusion detection. These methods only consider single-domain
intrusion detection performance, the performance degrades severely due to the signif-
icant distribution differences between training data and test data, especially for the
cross-domain scenario.

Domain adaptive method achieves the transfer effect by reducing the distribu-
tion difference between different domains. The source and target domain features can
be mapped into the same feature space for domain alignment by extracting domain-
invariant features. Recently, domain adaptation methods combined with deep networks
have become increasingly popular. Ngo et al. [14] proposed a semi-supervised domain
adaptive framework that combines Convolutional Neural Network (CNN) and Vision
Transformer (ViT) models. It dynamically exchanges knowledge between the ViT
model trained on the labeled source domain and the CNN model trained on a small
number of labeled target samples by proposing the Dual Dynamic Consistency Regu-
larization (D2CR) method. Thereby enhancing the generalization ability for unlabeled
target data. Ngo et al. [15] proposed a novel semi-supervised domain adaptive method
to address the issue of scarce labeled samples in the target domain. They trained two
models respectively on the labeled source samples and a small number of labeled tar-
get samples, and through the collaborative work between the models, fully utilized
the information of the unlabeled target data. Moreover, adversarial domain adapta-
tion are widely used because it can automatically align the feature distributions of
the source and target domains through unsupervised or semi-supervised adversarial
training, achieving better cross-domain generalization. Therefore, this paper primarily
introduces related work based on adversarial domain adaptation.

Inspired by Generative Adversarial Network (GAN), adversarial domain adapta-
tion methods typically train a domain discriminator alongside the feature learning
network through an adversarial mechanism. The feature learning network plays a role
similar to but not the same as the generator in GANs. It is to learn the domain-
invariant features rather than generate novel data, with the goal of confusing the
domain discriminator. Domain-Adversarial Neural Network (DANN) [16] uses adver-
sarial networks for domain adaptation and learns the domain-invariant features by
adding an adversarially trained domain discriminator after the feature extractor.
Adversarial domain adaptation [17] learns a domain adapter through adversarial train-
ing, mapping the source domain data to the target domain data distribution. It utilizes
separately trained source and target domain feature extractors and an adversari-
ally trained discriminator to distinguish between source and target domain features.
Multi-adversarial domain adaptation [18] is a multi-domain adaptation method that
introduces multiple domain classifiers and adversarial training strategies, enabling
the model to adapt to the differences between multiple source and target domains
simultaneously. Conditional domain adversarial network [19] introduces the concept
of conditional adversarial training to minimize the differences between the source
and target domains, thereby enhancing the generalization capability across different
domains. Adversarial-learned loss for domain adaptation [20] introduces an adversarial
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learning loss function, allowing the model to better learn feature representations that
are insensitive to the differences between the source and target domains. In summary,
these methods reduce the differences between the source and target domains through
adversarial training, thereby improving the performance of cross-domain tasks. How-
ever, these methods only achieve global alignment of the feature distributions between
the source and target domains, and overlooking the semantic integrity.

In the field of intrusion detection, Layeghy et al. [5] proposed DI-NIDS, which uti-
lizes adversarial domain adaptation techniques to extract domain-invariant features
from source and target domains and combines One-class SVM (OSVM) for anomaly
detection. Ma et al. [21] proposed an adversarial domain adaptation method com-
bining a dual-domain pairing strategy, designing a data augmentation algorithm and
a lightweight feature extraction network, and incorporating an improved Adversarial
Discriminative Domain Adaptation(ADDA) [17] model to construct a new loss func-
tion and domain discriminator. Li et al. [22] proposed a multi-source refined adversarial
domain adaptation model for IoT intrusion detection, aiming to address cross-domain
and intrusion class inconsistencies under limited sample conditions. Zhang et al. [23]
proposed a semi-supervised domain adversarial training framework to adapt to new
attacks occurring at different times, solving the issue of inconsistent training and
testing data distributions in smart grids. Ajayi et al. [24] proposed a domain adap-
tation method to enhance the performance of host-based intrusion detection systems.
Singla et al. [25] proposed a method using adversarial domain adaptation techniques
to train a deep learning model for network intrusion detection, which aims to address
the problem of training deep learning classification models with scarce labeled data
by transferring knowledge from existing datasets. However, all the above methods do
not consider the class imbalance problem during feature extraction and distribution
alignment, and the integrity of the semantic information is lost.

3 Proposed algorithm

In order to improve the performance of adversarial domain adaptive intrusion detec-
tion, this paper proposes a semi-supervised domain adaptive intrusion detection
algorithm based on generative adversarial network with maximum mutual information
and pseudo-label selection. The overall framework of the proposed algorithm is shown
in Figure 1. The proposed algorithm consists of three parts. Firstly, an improved LR-
SMOTE oversampling algorithm based on multiple samples and random smoothing
means is applied to the minority class data for data enhancement. Then, a source
domain classifier is trained to assist the source domain feature extractor in extracting
domain-invariant features. At the same time, the mutual information between the orig-
inal features and the domain-invariant features is maximized to ensure the integrity
of semantic information, and the extracted domain-invariant features are used for
training the adversarial network. While aligning distributions, the mutual information
between the input and output of the target domain feature extractor is maximized
to ensure the integrity of the semantic information. Finally, in order to make full use
of the target domain data, a domain-invariant feature classifier is trained in a semi-
supervised manner by performing pseudo-label selection on the target domain data.
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Fig. 1: The framework of proposed algorithm

3.1 Improved LR-SMOTE based on multiple samples and
random smoothing mean

In traditional SMOTE, new samples are generated only between two samples, which
can easily lead to overfitting. Therefore, LR-SMOTE calculates the sample center of
the minority class, and enhances the data by adding a random center distance to the
minority class samples, as shown in Equation 1.

xnew = ui + rand(0,M) · (xc − ui) (1)

where xnew is the newly generated sample, ui is a sample of minority class, xc is the
center of the minority class samples, M = dmean/d, dmeanis the average distance of
all samples from the sample center, and d is the distance of a sample from the sample
center.

However, this still generates new data based on two points (if the sample center is
considered as an existing sample). Although the sample generation range dynamically
changes according to M , it cannot solve the overfitting problem and data distribution
fitting problem. Therefore, random center distance means dr and random distribution
means ur are added to the fitting process to address the above issues, where dr =
rand(0,M)·dmean, ur = rand(0,M)·umean, umean is the sample mean. By introducing
dr, the dependency on the number of samples for generating new samples is increased,
making it no longer dependent on two samples but on all minority class samples
for generation. By introducing ur, data distribution information is incorporated into
the generation process, allowing the generated samples to fit the corresponding data
distribution. The final data generation process is shown in Equation 2.

xnew = ui + rand(0,M) · (xi − ui)

+ rand(0,M) · dmean

+ rand(0,M) · umean

(2)
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3.2 Domain-invariant feature extraction with integrated
semantic information

Traditional domain adversarial networks leverage the idea of generative adversarial
training to learn a domain discriminator, which aligns the feature distributions of
the target and source domains in a shared domain-invariant space, thereby extract-
ing domain-invariant features. However, the features obtained through this approach
often lack complete semantic information. To address this issue, this paper proposes a
domain-invariant feature extraction method based on deep mutual information max-
imization and domain adversarial learning. By maximizing the mutual information
between the original features and the extracted domain-invariant features during the
feature extraction process, the proposed method preserves richer semantic content,
thereby enhancing the performance of the subsequent classification model.

3.2.1 Feature extractor

Both the original features of the source domain and the target domain require a feature
extractor to map them to the domain-invariant space. Assuming that the dimensions
of the original features and the domain-invariant features are u and v respectively, the
feature extractor E(x) : Ru → Rv can be defined as shown in Equation 3.

E(x) = sigmoid(Wx+ b) (3)

where W represents the weights and b represents the biases of the model, X ∈ Rn×u

denotes the input space of the feature extractor, consisting of n samples with u dimen-
sions each. X ∼ P, which indicates the distribution of the random variable X is P over
the input space. The output space of the feature extractor, i.e., the domain-invariant
features, is denoted as Z ∈ Rn×v, Z ∼ UP, where UP denotes the distribution of the
domain-invariant feature Z.

3.2.2 Mutual information estimation

In information theory, mutual information is commonly used to measure the correla-
tion or dependency between two random variables. Given two random variables X and
Z, their mutual information is expressed as Equation 4, which indicates the extent to
which observing one random variable reduces the uncertainty about the other random
variable.

I(X;Z) =
∑

x∈X

∑
z∈Z

p(x, z)log
p(x, z)

p(x)p(z)
(4)

where p(x, z) is the joint probability distribution of the random variables X and Z,
p(x) and p(z) are the marginal probability distribution of the random variables X
and Z respectively. Mutual information is strongly positively correlated with variable
dependency. A higher mutual information indicates a stronger correlation between the
random variables X and Z, and vice versa. The variables X and Z are independent if
the mutual information is 0.
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However, the calculation of mutual information is challenging in continuous and
high-dimensional data environments, because the data is always scarce in high-
dimensional spaces, which leads to the difficulty to accurately estimate the joint and
marginal distributions. According to the research by Hjelm et al. [26], the problem
of maximizing mutual information between two random variables can be transformed
into maximizing a lower bound of mutual information, thus addressing the diffi-
culty of mutual information estimation. The lower bound of mutual information
between two random variables X and Y can be expressed using the Donsker-Varadhan
representation based on KL divergence, as shown in Equation 5.

I(X;Z) = DKL(J ∥M)

≥ EJ [Tw(x, z)]− log (EM [exp(Tw(x, z))])
(5)

where J represents the joint distribution of X and Z, M represents the product of
their marginal distributions. Tw : Ru ×Rv → R1 represents the feature discriminator
with parameters w, which is used to distinguish whether a feature x is the original
feature of a domain-invariant feature z. According to Equation 5, the contrastive
learning approach is employed to maximize the lower bound of mutual information.
Each domain-invariant feature z is combined with the corresponding original feature
x to form a positive sample pair and with other original features to form negative
sample pairs. All sample pairs are input into the feature discriminator to determine
whether x and z are paired. Aiming to find the optimal parameters w,φ to maximize
the lower bound of mutual information. Here w represents the parameters of the
feature discriminator, and φ represents the parameters of the feature extractor. The
loss function for maximizing the mutual information between input and output is
shown in Equation 6.

MIloss =min
w,φ
−
(
1

n

∑n
i=1 Tw(x

i
+, z

i)

− log
1

n

∑n
i=1 exp

(
Tw(x

i
−, z

i)
)) (6)

where, MIloss means mutual information loss, xi
+ is the positive sample of zi, i.e.

zi = E(xi
+), x

i
− is the randomly selected negative sample.

If the extracted domain-invariant features obey a prior distribution V, it is helpful
to make the encoding space more regular and decouples the features. Therefore, in
order to match a prior distribution, a distribution distance discriminator Dϕ : Rv →
R1 is trained to estimate and minimize the difference between V and UP denoted as
D(V ∥ UP). The prior matching loss function is shown in Equation 7.

PMloss = min
φ

max
ϕ

D(V ∥ UP)

= EV[logDϕ(p)] + EP[log(1−Dϕ(E(x)))]
(7)

where PMloss represents prior matching loss, V is the prior distribution that the
domain-invariant feature obeys, P represents the empirical distribution of the original
feature, UP represents the distribution of the domain-invariant feature Z, φ represents
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the parameters of feature extractor E, Dϕ represents the discriminator with param-
eters ϕ, which is used to identify whether the domain-invariant feature matches the
prior distribution.

Finally, the loss of the feature extractor can be defined as Equation 8.

lossE = MIloss+ PMloss (8)

MIloss represents the loss of the feature extractor maximizing the lower bound of
mutual information, and PMloss represents the loss of the feature extractor matching
the prior features.

3.2.3 Domain-invariant features extraction of source domain

The purpose of training the feature extractor in the source domain is to provide the
ground truth domain-invariant features for the target domain. In order to extract
useful features, traditional methods use the classifier of the source domain to assist
in training the feature extractor, this only retain the class information of all the
original features, resulting in the loss of domain information and integrated semantics,
which will further affect the classification performance. In order to retain both class
information and domain information, this paper proposes to maximize the mutual
information between the original features and the domain-invariant features while
correcting the class information during source domain training to ensure the integrity
of the semantic information.

In this phase, the source domain data is used to pre-train the source domain feature
extractor ES and classifier Cα. Given the source domain input space XS ∈ Rn×u

and its corresponding labels Y S ∈ Rn×1, a source domain feature extractor is trained
to convert the original features into domain-invariant features ZS ∈ Rn×v, and an
auxiliary classifier Cα : Ru → R1 is trained to preserve the class information. While
correcting the class information, the mutual information is maximized to preserve the
integrated semantics. The loss function of this phase can be defined as Equation 9.

SourceDomainLoss = lossES + lossCα (9)

where lossES represents the loss of the source domain feature extractor, lossCα

represents the loss of the classifier, which is defined as Equation 10.

lossCα = CrossEntropy(y, ypred) (10)

where ypred represents the label predicted by the classifier.
The pesudo-code is shown in Algorithm 1.

3.2.4 Domain-invariant feature extraction of target domain

In this phase, the source domain-feature extractor is used to assist the domain dis-
criminator for distribution alignment, and GAN is used to align the domain-invariant
features of the target domain and the source domain. GAN consists of a generator
G and a discriminator D, G is used to simulate the real distribution of data and D
is used to judge the authenticity of the simulated data. The goal of the generator is

10



Algorithm 1 Domain-invariant features extraction of source domain

Input: XS = feature of source domain
Y S = label of source domain

Output: ES = trained domain-invariant feature extractor of source domain
ZS = domain-invariant feature of source domain

1: XS , Y S ← Data enhancement using Improved LR-SMOTE
2: Initialize source domain feature extractor ES

3: for each i = 1...epoch do
4: for x, y in XS , Y S do
5: z ← ES(x) {Transform x to domain-invariant feature z}
6: lossES ←MILoss(x, z) + PMLoss(z) {Calculate feature extraction loss based

on Equation 8}
7: ypred ← Cα(z) {Predict labels using auxiliary classifier}
8: lossCα ← CrossEntropy(y, ypred) {Calculate classifier loss}
9: SourceDomainLoss← lossES + lossCα

10: Backward SourceDomainLoss
11: Update the parameters of ES and Cα

12: end for
13: end for
14: return ES , ES(XS)

to generate data as real as possible to deceive the discriminator, and the discrimina-
tor is to discriminate as correctly as possible. The objective function of GAN can be
expressed as Equation 11.

min
G

max
D

V (D,G) =EZ∼Pdata(z)[logD(z)]

+ EX∼PX(x)[log(1−D(G(x)))]
(11)

where Z ∼ Pdata(z) represents the ground truth data used to correct the discriminator,
X ∼ PX(x) represents the input space of the generator which is the original features
of the target domain. And the data used to correct the discriminator is the domain-
invariant features of the source domain.

The features finally generated by the feature extractor of the target domain should
have a distribution approximately the same as that of the source domain features to
achieve the purpose of generating domain-invariant features. Therefore, the feature
extractor ET : Ru → Rv of the target domain is used to generate simulated data to
deceive the discriminator. The domain information can be retained by the domain dis-
criminator, while the class information of the features may be lost, and the integrity
of the semantic information is not fully considered. In order to retain both the class
information and domain information, the mutual information between the original
features and the domain-invariant features are maximized to fully ensure the correla-
tion between the original features and the domain-invariant features, so as to achieve
the semantic integrity. The mutual information between the input and output of the
feature extractor is maximized while discriminating the domain information with the
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discriminator. The target domain extractor and the discriminator should be optimized
as Equation 12.

TargetDomainLoss = min
φ

max
σ

1

n

n∑
i=1

log
(
Dσ

(
ES(xS

i )
))

+
1

m

m∑
i=1

log
(
1−Dσ

(
ET (xT

i )
))

+ lossET

(12)

where, ES is the feature extractor of the source domain, which is used to provide
the discriminator with distribution features. ET is the feature extractor of the target
domain, φ is the parameter of the target domain feature extractor, Dσ represents the
domain discriminator with parameter σ, XS ∈ Rn×u is the original feature of the
source domain, XT ∈ Rm×u is the original feature of the target domain, lossET is the
loss function of target domain extractor.

The pesudo-code is shown in Algorithm 2.

Algorithm 2 Domain-invariant feature extraction of target domain

Input: XS = feature of source domain
XT = feature of target domain
ES = trained domain-invariant feature extractor of source domain

Output: ET = trained domain-invariant feature extractor of target domain
ZT = domain-invariant feature of target domain

1: Initialize target domain feature extractor ET

2: Initialize domain discriminator D
3: for each i = 1...epoch do
4: for xt, xs in XT , XS do
5: zs ← ES(xs) {Transform xs to domain-invariant feature zs}
6: zt ← ET (xt) {Transform xt to domain-invariant feature zt}
7: lossET ← MILoss(xt, zt) + PMLoss(zt) {Calculate feature extraction loss

based on Equation 8}
8: lossD ← DomainAlignmentLoss(xt, xs) {Calculate discirminator loss based

on Equation 11}
9: TargetDomainLoss← lossET + lossD

10: Backward TargetDomainLoss
11: Update the parameters of ET and D
12: end for
13: end for
14: return ET , ET (XT )

In summary, the algorithm for extracting domain-invariant features with integrated
semantic information is as follows.
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Step 1: Use the improved LR-SMOTE oversampling algorithm based on multi-
samples and smoothed mean to enhance the source domain data.

Step 2: Train the source domain feature extractor ES and source domain classifier
Cα, and maximize I(XS ;ZS) at the same time to retain domain information, where
XS is the original feature of the source domain, ZS is the domain-invariant feature of
the source domain.

Step 3: Keep the parameters of ES unchanged, use the adversarial network to
train the target domain feature extractor ED and domain discriminator Dσ, maximize
I(XD;ZD) at the same time to retain class information while aligning the distribution.

3.3 Semi-supervised domain-invariant feature classification
method based on UPS and OSVM

Under the assumption of this paper, the target domain data is unlabeled. Although
methods based on DANN align the features of the source and target domains through
adversarial training to extract ”domain-invariant features,” mere distribution align-
ment does not guarantee good performance of the classifier on the target domain.
This limitation arises for the following reasons: (1) There are still distribution dis-
crepancies between the source and target domains. Feature alignment alone may not
fully compensate for the classifier’s performance degradation in the target domain.
(2) The feature alignment is unsupervised and lacks direct supervision from the tar-
get domain’s class information, making it difficult to ensure that the aligned features
possess good class discriminability in the target domain.

To further improve the model’s performance and allow the target domain data to
better contribute to the classifier’s training, this paper reformulates the problem as a
semi-supervised learning problem. Specifically, the domain-invariant features extracted
by DANN from both the source and target domains are treated as unlabeled data
in a semi-supervised learning setting, with the labels from the source domain being
considered as labels for a subset of the data. To address this, we propose a classi-
fier training algorithm based on Uncertainty-aware Pseudo-label Selection (UPS) in
the semi-supervised scenario. UPS selects high-confidence pseudo-labels by quantify-
ing the uncertainty of the model’s predictions, effectively reducing pseudo-label noise
and improving the quality of the pseudo-labels, thus fully exploiting the potential of
unlabeled data.

Furthermore, the One-Class Support Vector Machine (OSVM) is employed as the
classifier in this semi-supervised setup. OSVM excels in scenarios where there is a
lack of labeled data, as it focuses on identifying the boundary that best separates the
majority class (benign traffic) from outliers (malicious traffic) in an unlabeled setting.
OSVM is particularly advantageous in intrusion detection tasks because it is robust
to noise and can effectively distinguish between normal and anomalous behaviors,
making it a suitable choice for handling the challenges posed by the limited labeled
data in the target domain.
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3.3.1 Uncertainty-aware Pseudo-label Selection

Uncertainty-aware Pseudo-label Selection (UPS) is a semi-supervised learning method
that selects pseudo labels by evaluating the uncertainty of the pseudo-label to ensure
the high-confidence predictions, improves the learning effect of the model on unlabeled
data and enhances the overall performance of the classifier. UPS selects pseudo labels
with high certainty based on the relationship between confidence and uncertainty of
pseudo labels. The algorithm execution process is as follows.

Step 1: Train the model fθ on the labeled DL, θ is the parameter of classifier.

Step 2: Generate pseudo labels according to y
(i)
c = [p

(i)
c ≥ γ] for all DU . DU rep-

resents dataset without labels, γ ∈ (0, 1) represents the threshold, p
(i)
c represents the

model’s predicted probability of the c-th class of the i-th sample, y
(i)
c is the predicted

pseudo label of the c-th class of the i-th sample.
Step 3: According to Equation 13, pseudo labels with high confidence are selected

for the next round of training.

g(i)c = [u(p(i)c ) ≤ κp] · [p(i)c ≥ τp] + [u(p(i)c ) ≤ κn] · [p(i)c ≤ τn] (13)

where u(p) is the uncertainty of p(i), κp and κn are the uncertainty thresholds of
positive and negative pseudo labels respectively, τp and τn represent the thresholds of

positive pseudo labels and negative pseudo labels, g
(i)
c represents the confidence of the

c-th class of the i-th sample, which indicates whether this pseudo label is participated
in next training.

Step 4: Use the dataset DL and the pseudo-labeled data selected in Step 3. Repeat
Steps 2 and 3 iteratively until convergence is observed.

3.3.2 One-class Support Vector Machine

Support Vector Machine (SVM) is a supervised learning algorithm widely used in clas-
sification and regression tasks. The basic principle of SVM is to maximize the interval
between data points of different classes by finding an optimal separation hyperplane in
high-dimensional space. One-class support vector machine (OSVM) is a special type
of support vector machine, which is mainly used for anomaly detection and data dis-
tribution estimation. Different from traditional SVM, its basic idea is to surround the
training data by constructing a hyperplane or boundary so that most training samples
are contained in the boundary, and whether the test samples are in the boundary deter-
mines whether they are outliers. By learning the distribution of benign data, OSVM
can effectively identify abnormal data that deviates from the normal distribution,
which has a good effect on outlier detection.

3.3.3 Semi-supervised training method based on UPS and OSVM

In order to make full use of the domain-invariant feature of the target domain, this
paper combines UPS to use the pseudo-label of the target domain to train the domain-
invariant feature classifier OSVM in a semi-supervised way. The execution process is
as follows.
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Step 1: Input the original features of the source domain XS into the trained source
domain feature extractor to obtain the domain-invariant features ZS , and input the
target domain original features XT into trained target domain feature extractor to
obtain the domain-invariant features ZT . It should be noted that the domain-invariant
features of the source domain are labeled with classes.

Step 2: Train the domain-invariant feature classifier (OSVM) fθ on ZS .

Step 3: Generate pseudo labels according to y
(i)
c = [p

(i)
c ≥ γ] for all ZT .

Step 4: Perform confidence detection on each generated pseudo label according to
Equation 13, and discard pseudo labels with low confidence.

Step 5: Use the pseudo labels to train the new domain-invariant feature classifier
fθ, and repeat Steps 2-5 until the algorithm converges.

The pesudo-code is shown in Algorithm 3.

Algorithm 3 Uncertainty-aware Pseudo-label Selection

Input: ZS = domain-invariant feature of source domain
Y S = label of source domain
ZT = domain-invariant feature of target domain

Output: well-trained domain-invariant feature classifier fθ
1: Train a OSVM classifier fθ,0 using the samples from ZS

2: for each i = 1...epoch do {Repeat until convergence}
3: Pseudo-label ZT using fθ,i−1 {Equation 13}
4: Zselected ← Select pseudo-labels using UPS {Equation 13}
5: Z̃ ← Zselected ∪ ZS

6: Initialize new classifier fθ,i
7: Train fθ,i using the samples from Z̃
8: fθ ← fθ,i
9: end for

10: return fθ

4 Experiments

The experimental environment is a 64-bit Ubuntu operating system. The CPU is
Intel(R) Xeon(R) Gold 6133 CPU @ 2.50GHz, the memory size is 128GB, the GPU is
GeForce RTX 4090, and the GPU memory is 24GB. The hyper-parameters are shown
in Table 1. Where Batch size is the number of samples in one training iteration, τp
and τn represent the thresholds of positive and negative pseudo labels, κp and κn are
the uncertainty thresholds of positive and negative pseudo labels respectively, kernel
defines how data is mapped to a high-dimensional space.

4.1 Datasets

Four NIDS benchmark datasets [27] are used to evaluate the proposed algorithm,
namely NFv2-UNSW-NB15 (Network Flow Version 2 of University of New South
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Table 1: Hyper parameters used in the training process.

Parameter Value

epoch 1024

Feature extractor layers (S/T) [64, 64, 64]

Auxiliary classifier layers [64, 32, 16, 8, 4, 2]

Feature discriminator layers [64, 32, 16, 8, 4, 2]

Distribution distance discriminator layers [64, 32, 16, 8, 4, 2]

Domain discriminator layers [64, 32, 16, 8, 4, 2]

Learning rate 0.001

Batch size 128

τp 0.7

τn 0.05

κp 0.05

κn 0.005

kernel rbf

Wales Network Benchmark) , NFv2-CSE-CIC-IDS2018 (Network Flow Version 2 of
Communications Security Establishment & the Canadian Institute for Cybersecu-
rity) , NFv2-BoT-IoT (Network Flow Version 2 of BotNet Internet of Things) , and
NFv2-ToN-IoT (Network Flow Version 2 of The Open Network Internet of Things) ,
corresponding to the network flow versions of UNSW-NB15 [28], CSE-CIC-IDS2018
[29], BoT-IoT [30], and ToN-IoT [31]. The four datasets are collected in completely
different network environments and represent different network traffic distributions,
which are suitable for cross-domain experimental verification. NFv2-UNSW-NB15 and
NFv2-CSE-CIC-IDS2018 are the network traffic in the traditional network environ-
ment, and NFv2-BoT-IoT, and NFv2-ToN-IoT are the traffic characteristics of the
Internet of Things. This paper focuses on the binary classification, so all the traffic
are classified as Benign and Attack. Figure 2 shows the distribution of the datasets,
where there is a serious class imbalance.

Fig. 2: Data distribution of the datasets
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4.2 Evaluation indicators and data preprocessing

4.2.1 Evaluation indicators

In order to comprehensively evaluate the proposed algorithm, Precision, Recall, F1-
Score, and FPR (False Positive Rate) are used as the indicators, which are based the
confusion matrix as shown in Table 2.

Table 2: Confusion matrix

Positive (Benign) Negative (Attack)

Positive (Benign) TP FN

Negative (Attack) FP TN

TP (True Positive) indicates that the data is Benign and predicted to be Benign,
TN (True Negative) indicates that the data is Attack and predicted to be Attack, FN
(False Negative) indicates that the data is Benign but predicted to be Attack, and FP
(False Positive) indicates that the data is Attack but predicted to be Benign.

Precision =
TP

TP + FP
(14)

Recall =
TP

TP + FN
(15)

F1− Score = 2× Precision×Recall

Precision+ recall
(16)

FPR =
FP

FP + TN
(17)

In addition, in cross-domain experiments, Degradation is employed to measure the
performance reduction when transferring from a single-domain experiment on a certain
dataset to a cross-domain experiment using the same dataset as the target domain.
In this work, the Degradation value is defined as the difference between the F1-Score
in the single-domain scenario and the F1-Score in the cross-domain scenario:

Degradation = F1single − F1cross. (18)

A smaller Degradation indicates better cross-domain generalization capability.

4.2.2 Data preprocessing

The useless features such as IPADDR, PORT are removed, as well as the samples with
missing values and infinite values. In order to make the data features within the same
scale range, the data is standardized as shown in Equation 19. Where xmax and xmin

are the maximum and minimum values of feature x.
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xnorm =
x− xmin

xmax − xmin
(19)

4.3 Experimental results

To verify the effectiveness of the proposed algorithm, three group experiments are
designed. Firstly, a single-domain experiments on the NFv2-UNSW-NB15 and NFv2-
CSE-CICIDS2018 datasets are carried out and compared with other algorithms
including domain adaptive algorithms. The single-domain experiments is to provide
a baseline for cross-domain evaluation. Then, the four datasets are divided into two
groups to evaluate the cross-domain performance, NFv2-UNSW-NB15 and NFv2-
CSE-CICIDS 2018 in one group, and the other two datasets in another group. Each
dataset served as the source domain and then the target domain. Finally, the ablation
experiments are carried out to verify the effectiveness of proposed algorithm. In the
comparative experiments with other algorithms, only F1-Score is used which can rel-
atively comprehensively measure the algorithm performance because it’s a harmonic
average of Precision and Recall.

4.3.1 Single-domain experiment

In order to provide a benchmark for cross-domain experiments, single-domain exper-
iments are conducted on NFv2-UNSW-NB15 and NFv2-CSE-CIC-IDS2018. In these
experiments, the traing process and the test process are on the same dataset. Train-
ing data is regarded as the source domain data, and the test data is regarded as the
target domain data. The algorithms OSVM, Random-Forest, Isolation-Forest, Extra
Tree, DANN, and DI-NIDS [5] are used for comparison.

Table 3: F1-Score of single-domain exper-
iments on NFv2-UNSW-NB15 and NFv2-
CSE-CIC-IDS2018

Algorithm UNSW-NB15 IDS2018

OSVM 98.28% 92.97%
Random Forest 92.17% 95.44%
Isolation Forest 87.43% 91.02%
Extra Tree 91.73% 84.62%
LSTM NN 92.82% 90.17%
DANN 93.38% 97.81%
DI-NIDS 98.68% 93.23%
Proposed method 97.71% 97.82%

IDS2018: CSE-CIC-IDS2018 dataset.

Table 3 shows the single-domain performance of the proposed algorithm and other
algorithms. It can be seen that the single-domain detection performance of each algo-
rithm is not significantly different. The proposed algorithm reaches the highest 97.82%
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on the NFv2-CSE-CICIDS2018 dataset, and reaches 97.71% on NFv2-UNSW-NB15
dataset, which is only 0.97% lower than the best one. The main reason for the insignif-
icant performance difference of each algorithm is that the training dataset and the test
dataset are from the same dataset, that is, the distribution of the source domain and
the target domain are quite similar, which makes it impossible to show the advantage
of cross-domain distribution alignment in this paper.

4.3.2 Cross-domain experiments

In cross-domain experiments, the degradation refers to the performance reduction from
a single-domain experiment on a certain dataset and to the cross-domain experiment
using the dataset as the target domain, which can reflect the generalization ability of
the algorithms, thus the degradation indicator is used in the cross-domain experiments
to better reflect the cross-domain capability and generalization performance.

Table 4 and Table 5 show the results of the first group of cross-domain experiments.
It can be seen that the performance of the proposed algorithm is 92.84% in the first
cross-domain scenario and 94.16% in the second cross-domain scenario, both of which
are the best. In addition, the degradations are the lowest as 4.98% and 3.55% respec-
tively, which fully demonstrates the generalization ability of the proposed algorithm.
It can be seen that the traditional machine learning or deep learning algorithms, such
as OSVM, Random-Forest, Isolation-Forest, LSTM NN, and Extra Tree, have low
average performances because they assume that the training data and test data are
of the same distribution without the cross-domain consideration. The F1-score and
the degradation of proposed algorithm achieves the best, which are higher than the
DANN algorithm and DI-NIDS algorithm based on domain adversary, because both
of the two algorithms do not retain the integrated semantic information equivalent to
the original features, and the proposed algorithm maximizing the mutual information
between the domain-invariant features and the original features, taking into account
both the class information and domain information, making full use of the target
domain data, thus achieves the best classification performance.

Table 4: Cross-domain performance from
CSE-CIC-IDS2018 to UNSW-NB15

Algorithm F1-Score Degradation

OSVM 86.15% 6.79%
Random Forest 0.84% 94.60%
Isolation Forest 26.96% 64.06%
LSTM NN 9.63% 80.54%
Extra Tree 0.57% 84.05%
DANN 17.31% 80.50%
DI-NIDS 85.79% 7.44%

Proposed method 92.84% 4.98%
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Table 5: Cross-domain performance from
UNSW-NB15 to CSE-CIC-IDS2018

Algorithm F1-Score Degradation

OSVM 15.74% 82.54%
Random Forest 7.70% 84.47%
Isolation Forest 32.80% 54.63%
LSTM NN 14.20% 78.62%
Extra Tree 17.47% 74.26%
DANN 61.94% 31.44%
DI-NIDS 93.29% 5.39%

Proposed method 94.16% 3.55%

Table 6: The cross-domain performance of the proposed algorithm on NFv2-BoT-IoT
and NFv2-ToN-IoT

Training dataset Test dataset Precision Recall F1-Score FPR Degradation

NFv2-BoT-IoT
NFv2-BoT-IoT 96.13% 95.02% 95.57% 1.98%

3.44%
NFv2-ToN-IoT 93.17% 91.31% 92.23% 3.16%

NFv2-ToN-IoT
NFv2-ToN-IoT 97.76% 99.21% 98.45% 1.18%

6.59%
NFv2-BoT-IoT 90.97% 92.75% 91.86% 2.77%

Table 7: Cross-domain F1-Score performance of different classifiers. Extra-Tree(ET),
Random-Forest(RF)

Target Source ET RF Feed Foward LSTM OSVM

NFv2-BoT-IoT NFv2-CSE-CICIDS2018 64.15% 62.91% 54.74% 49.35% 71.83%

NFv2-CSE-CICIDS2018 NFv2-BoT-IoT 22.32% 22.32% 22.32% 28.15% 56.86%

NFv2-ToN-IoT NFv2-UNSW-NB15 73.39% 19.91% 3.82% 81.40% 83.44%

NFv2-UNSW-NB15 NFv2-ToN-IoT 59.82% 56.25% 68.91% 44.10% 74.85%

In order to further verify the effectiveness of the algorithm, NFv2-BoT-IoT and
NFv2-ToN-IoT datasets are used for the cross-domain experiments. It can be seen
from Table 6 that the F1-Scores of the proposed algorithm in the two cross-domain
scenarios are 92.23% and 91.86%, respectively, and the degradation is 3.44% and
6.59%, respectively. Specifically, the multiple indicators Precision, Recall and F1-score
of the proposed algorithm are also high, and the FPR and degradation is low, which
fully demonstrates that the proposed algorithm in this paper successfully aligns the
source domain and the target domain, learns the correct domain-invariant features,
and can accurately detect abnormal traffic in the network.
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4.3.3 Effectiveness of OSVM

One-Class Support Vector Machine (OSVM) is a semi-supervised learning approach
particularly suited for anomaly detection and domain generalization tasks. Unlike
traditional classifiers such as Extra Trees (ET), Random Forest (RF), Feedforward
Neural Networks, and LSTM, OSVM requires only positive samples during training. It
offers strong generalization across domains, is computationally efficient, and performs
well in high-dimensional feature spaces, making it ideal for scenarios with limited or
unlabeled data.

Table 7 demonstrate the superiority of OSVM in cross-domain detection tasks. In
all four source-target pairs, OSVM consistently outperforms other models. Notably, it
achieves 71.83% accuracy when transferring from NFv2-CSE-CICIDS2018 to NFv2-
BoT-IoT and 56.86% in the reverse direction, while other models perform significantly
worse. These findings underscore OSVM’s robustness and effectiveness in handling
distribution shifts and identifying outliers in unseen environments.

4.3.4 Ablation experiments

In order to verify components of the proposed algorithm, four ablation experiments
are conducted. The first ablation experiment is to verify the effectiveness of data
enhancement, the second ablation experiment is to verify the effectiveness of adversar-
ial network, and the third ablation experiment is to verify the effectiveness of uncertain
pseudo-label selection method for classification. The fourth ablation experiment is the
complete algorithm of this paper. The experimental configuration is shown in Table 8.

Table 8: Configuration of the four ablation experiments

Experiment Data enhancement MI maximization Pseudo label selection

1 No Yes Yes

2 Yes No Yes

3 Yes Yes No

4 Yes Yes Yes

The cross-domain ablation experiment with source domain NFv2-CSE-
CICIDS2018 and target domain NFv2-BoT-IoT are carried out in the same experi-
mental environment to verify the impact of data enhancement, mutual information
maximization, and pseudo-label semi-supervised training methods on the overall per-
formance of the proposed algorithm as shown in Table 9. There is no data enhancement
in Experiment 1, and the performances are close to 50% due to the serious class
imbalance of the data, which further affects the classification process and distribution
alignment process. From Experiment 2, it can be seen that without maximizing the
mutual information between the original features and the domain-invariant features,
the integrated semantics of the domain-invariant features are not retained, resulting
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in the loss of class information in the target domain and also the performance degra-
dation. In Experiment 3, the domain-invariant feature classifier is only trained by the
domain-invariant features of the source domain, and the domain-invariant features of
the target domain are not involved. Since the two distributions could not be completely
aligned, the classification performance is poor.

To verify the training efficiency of the algorithm proposed in this paper, the con-
vergence rate of the training loss of the model after ablation was compared in this
paper. In this paper, the definition of the convergence point is as follows. When the loss
change of the model for five consecutive epochs starting from the p-th epoch of train-
ing iteration is less than 0.01, then p is called the convergence point. The calculated
training loss curve is shown in Figure 3.

Fig. 3: The comparison of training loss convergence rate

As can be seen from Figure 3, the convergence rate of Experiment 1 is the slow-
est. This is because the class imbalance of the data leads to the loss being prone to
oscillation, which makes the model training difficult to converge. After adding mutual
information maximization, the convergence rate has been relatively improved. This is
because mutual information maximization can effectively retain the integrated seman-
tics of domain-invariant features and the class information in the target domain,
thereby further enhancing the learning ability of the model and enabling the model
training to converge more quickly. After adding data enhancement and mutual infor-
mation maximization, the training convergence rate of the model has been further
improved. Since the pseudo-label selection does not participate in the model training,
the curves of Experiment 3 and Experiment 4 completely overlap.

PCA (Principal Components Analysis) can be used for data dimensionality reduc-
tion to see why the data imbalance affects the classification performance. Figure 4
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Table 9: Ablation experiment comparison from NFv2-
CSE-CICIDS2018 to NFv2-BoT-IoT

Exp. Precision Recall F1-Score FDR

1 50.17% 55.49% 52.69% 44.43%

2 25.18% 49.58% 33.39% 32.13%

3 74.27% 81.34% 77.64% 13.21%

4 91.61% 88.21% 89.87% 5.52%

(a) Before enhancement (b) After enhancement

Fig. 4: Data distribution before and after data enhancement

(a) Before distribution alignment (b) After distribution alignment

Fig. 5: Data distribution before and after distribution alignment

shows the two-dimensional data distribution of the NFv2-UNSW-NB15 dataset before
and after data enhancement. It can be seen that the minority class data is improved
by data enhancement, and the data distribution of the minority class is effectively
preserved. Figure 5 shows the data distribution of the NFv2-UNSW-NB15 dataset
and the NFv2-CSE-CIC-IDS2018 dataset before and after distribution alignment after
dimensionality reduction. It can be seen that before distribution alignment, the distri-
bution of the two data sets rarely overlaps, but after distribution alignment, the two
sets of data are effectively aligned.
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5 Conclusion

Aiming at the problems of scarce labeled data and domain distribution differences
in intrusion detection, this paper proposes a semi-supervised intrusion detection
algorithm based on mutual information maximization adversarial network and pseudo-
label selection. The problem of data imbalance is solved by the improved LR-SMOTE
data enhancement algorithm based on multi-sample random smoothed mean. Fur-
thermore, to avoid the loss of semantic information when extracting domain-invariant
features, a new method based on mutual information maximization adversarial net-
works is proposed. Subsequently, a pseudo-label selection method is adopted to train
the domain-invariant feature classifier OSVM in a semi-supervised manner, enabling
it to better adapt to the target domain data. Experimental results show that the pro-
posed algorithm performs exceptionally well in both single-domain and cross-domain
scenarios, with ablation experiments further validating its effectiveness.

The algorithm proposed in this paper can be further optimized in terms of com-
putational overhead and generalization ability of unknown attack recognition. In the
future, more efficient mutual information estimation methods will be studied, and
methods such as graph neural network or reinforcement learning will be combined
to further improve the adaptability and robustness of the model in complex network
environments.
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